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1 System Requirements

1.1 CCProxy Supports All Windows Systems

CCProxy Server full supports Windows XP, Windows 7, Vista, Windows 2003, Windows
2008, Windows 2000, Windows 98, Windows NT and Windows ME. We have tested
CCProxy on the following Windows operation system for Internet connection sharing.

® Windows 98 SE: [Windows 98 Second Edition, Win98 SE, Win 98 SE, Window 98]

® Windows ME: [Windows Millennium Edition, Windows Me, Win ME, WinME, Window
ME]

® Windows 2000 (Server, Advanced Server, Professional): [Win2K, Win2000, Window

2000]

Windows NT: [Window NT, WinNT, SP4]

Windows XP: [Window XP, WinXP, Win XP, SP1, SP2, SP3]

Windows 2003: [Window 2003, Win2003, Win 2003, Win2K3]

Windows Vista: [Window Vista, Win Vista, Vista, SP1]

Windows 7: [Window 7, Win 7, Win7]

Windows 2008:[Window 2008, Win2008, 2008]

We recommend installing CCProxy on Win2003. CC Proxy Server works well under 300
users and 2000 connections on Windows 2003.

I. Brief Introduction on Proxy Server for WinXP, Proxy Server for Win7 etc

When we talk about proxy server for WinXP, proxy server for Win7 or proxy server for

some other Windows editions, it mostly means a computer with

WinXP/Win7/Vista/Win2003/Win2008 installed which is running as a proxy server.

Nowadays, we make use of proxy server for various purpose like sharing Internet

connections on a local area network, hide our IP address, implement Internet access

control, access blocked websites and so on. Bellow are some benefits of proxy server:

® To share Internet connection on a LAN. Some small businesses and families have
multiple computers but with only one Internet connection, they can share Internet
connection for other computers on the LAN with a proxy server.
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® To speed up Internet surfing. All requests from client computers will reach the proxy
server at first, if the proxy server has cached the required resources in its local hard
disk before with the web cache function, clients will get feedback directly from proxy
server, it will be more quickly than direct accessing.

® To hide the IP address of the client computer so that it can surf anonymous, this is
mostly for security reasons. A proxy server can act as an intermediary between the
user's computer and the Internet to prevent from attack and unexpected access.

® To implement Internet access control like authentication for Internet connection,
bandwidth control, online time control, Internet web filter and content filter etc.

® To bypass security restrictions and filters. For example, many work offices have
blocked facebook and myspace however, via a proxy server you will be able to
access blocked websites easily.

® To scan outbound content, e.g., for data leak protection.

® To circumvent regional restrictions. For example, a server using IP-based
geolocation to restrict its service to a certain country can be accessed using a proxy
located in that country to access the service.

1I-1. Build Proxy Server for WinXP

There are many proxy server softwares which can be used to build proxy server for
WinXP, the most prominent superiority of CCProxy is that it's very smart and easy-to-use.
Bellow are the steps to build a proxy server for WinXP with CCProxy.

1. Choose a computer which is running WinXP and connected to both the LAN and the
Internet.

2. Download the latest version of CCProxy from it's download center.

3. Launch "ccproxysetup.exe" and keep clicking the "Next" button to finish installation.
You do not need to make any additional configuration, CCProxy will work as proxy server
for WinXP automatically.



CCProxy www.youngzsoft.net/ccproxy/

-
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Figure 1

To make proxy server for WinXP work well, you need to turn off the system firewall of
WinXP or make an exception rule for CCProxy. Click Windows "Start" -> "Control Panel"
-> "Security Center" -> "Windows Firwall" -> you can click "Off" check box to turn off
Windows Firewall or keep it on as Figure 2.
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*= Windows Firewall X

General | Exceptions | idvanced |

| i hedping to peobect wour PC

Winidows Frewall helps protect vour computes by preventing unaulhorized users
fram gaiming access to your compuler thiough the Intemmet or & netwark.

@ & On [recommended)
Thiz setting blocks: all oulzide sowces from connecting to this
compuber, with the excephon of those selected on the Exceplions tab.
[l Don't allow exceptions
Select this when you connect to pubkc networks inless secure
locations, such ag aiports. ou will not be nobfied when 'Windowes

Firewsall blocks programs. Selechons on the Exceplions tab wall be
ignianed.

@ 2 0Ff [mot recommended]

Avoid using thiz setting. Tuming off Windows Freveall may make thiz
compliler more vulesable b viluses and inliudéis.

What elze should | know about Windows Firswall?

ok )| cacel |

Figure 2

If you keep the Windows Firewall on, you need to create exception rule for CCProxy:
click the "Exceptions" tab -> "Add Program" -> select CCProxy -> "OK" to save (Figure
3).

10
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[ ok ][ Caal
Figure 3

11-2. Build Proxy Server for Win7

CCProxy can also be used to build proxy server for Win7, in fact it's compatible with
various Windows editions including Windows 7, Windows XP, Vista, Windows 2003,
Windows 2008, Windows NT, Windows 2000, Windows Me, Windows 98. Both 32 bit and
64 bit Windows can be supported by CCProxy. Bellow are the steps to build a proxy
server for Win7 with CCProxy.

1. Choose a computer running Win7 and is connected to both the LAN and the Internet.
2. Download the latest version of CCProxy from it's download center.

3. Launch "ccproxysetup.exe" as Windows administrator and keep clicking the "Next"
button to finish installation. You do not need to make any additional configuration, just run
CCProxy as administrator, it will work as proxy server for Win7 automatically.

11
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Figure 4

To make proxy server for Win7 work well, you need to change the Windows Firewall
default settings: click Windows "Start" -> "Control Panel" -> "System and Security" ->
"Windows Firwall" -> "Turn Windows Firewall on or off" -> please turn off Windows
Firewall for "Home or work (private) network" and turn on Windows Firewall for "Publick
network" as Figure 5.

12
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Lo O]
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Customize settings for each type of network
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Public network location settings
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|@_| () Turn off Windows Firewall (not recommended)

OK ] [ Cancel

Figure 5

lll. Make Proxy Settings on the Client
After you have built proxy server for WinXP and proxy server for Win7, please make
proxy settings on the client computers as bellow to surf via proxy.

Proxy settings in IE

Click "Tools" -> "Internet Options" -> "Connections" -> "LAN Settings" -> select "Use a
proxy server for your LAN" -> "Advanced", configure as bellow.

13
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Proxy Settings
Servers
& Type Proxy address to use Paort
=
HTTF: 192.1568.1. 100 * 808
Secure: 192.168.1.100 . 808
FTP: 192, 168. 1. 100 . 308
Socks: 192.168.1. 100 . 1080

[uge the =ame proxy server for all protocols

Exceplions

B Do notuse proxy server for addresses beginning with:
Wl =

. =

IIse semicolons (; ) to separate entries.

| Ok | [ Cancel

Figure 6

Proxy settings in Firefox

Click "Tools" -> "Options" -> "Advanced" -> "Network" -> "Connections" -> "Settings" ->
"Manual proxy configuration", configure as bellow.

14
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Options E|
U &= B & Q&
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General Tabs Content  Applications  Privacy  Security SN Advanced

General | Metwark. | Update-g! Encryptian |

Connection
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Connection Settings
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(s Mo proxy
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{(#3:Manual proxy configuration:

HTTP Progy: | 192.168.1,100 | Port: 808 o

[ ] Use this prowy server For all protocals

SSLProxy: | 192.168.1.100 | Port: a0s o

ETP Proxy: | 192.168.1,100 | Part: 803 :_
Ea SOCKS Host: | 192.168.1.100 CPart: | om0 | |
() S0CKS w4 (5) SOCKS 5 j

Mo Prosxey For: | localhost, 127.0.0.1 |
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{:} Automatic prosy configuration LIRL;

| | 5-:._':1 13 |

Ik ] [ Cancel ] [ Help

Figure 7

Figure 8 shows surfing via CC Proxy server after you have made proxy server settings in
IE.

15
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Figure 8

1.2 Is CCProxy Compatible with Linux Operating

System?

CCProxy is not compatible with linux operating system. However, if clients are using linux
operating system, they can access Internet through CCProxy.
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2 Quick Start

2.1 CCProxy Quick Start

Step 1 - Install CCProxy on the Server

® The server is the computer that can access the Internet directly.

® Make sure that all clients within LAN are able to access the Server.

® Suppose the server IP in the LAN is 192.168.0.1, and then 192.168.0.1 is the proxy
server address.

® You can download CCProxy here. Run ccproxysetup.exe and follow the on-screen
instructions to install CCProxy.

® Run CCProxy on the server (Figure 1).

&8 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 E“ = @
Start Stop Options  Account  Register  Monitor Hide Help

CCProxy YouﬁéiSo

Copyright{C] 2000-201 4 Y oungzeoft 0/0 10:52:32

Figure 1

If you get problem in launch CCProxy, please refer to "CCProxy Start Problem".

Step 2 - Add client's IP into CCProxy

® Choose one computer in the LAN that needs to access the Internet. Suppose the IP

address of the computer is 192.168.0.2.

® Open CCProxy main window, click "Account" button, then popup "Account Manager"
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dialog box.
® Select "Permit Only" in "Permit Category" and select "IP Address" in "Auth Type"
(Figure 2).

Aocoumt Hanager

Diplions Fiter/Time

] PemaCateguy  |Pen Orty >

T umTee i s v

Uisee M IP s MAC hddeess  Con.  Ban.  Ensble
Dhalale ]

< 3

Ussr Count: 1) CINT Uses futh Domaine |- [ Powstss | ok || coe |

Figure 2

® Click "New" button, fill "192.168.0.2" in the "IP Address/IP Range", click "Save" and
"OK" button (Figure 3).

Account [il

le,fﬁm Mame User0071 I
e :
[[] Passward | |
[FlEnable  [#]IPAddress/PRangs | 192.168.02
CIMAE Address

[JazGroup  [[] Belongs to Group

Masimum Connections | -1 Unkirited Cornection-1

4 4k

BandwidthiByte/s) |1 “Uriinited Bandwidth-1
[Flwhatd [#] Mai [#] Telnet  [¥] Remate Dialup

[FIFTP  [¥]SOCKS [+ Othess

[]web Fiter [E)

(] Time Schedue ®

ClAuo dsableat  [2005 26 - || 507 ©

[ wNew | | save | [ ok ] [ Cancal
Figure 3
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Step 3 - Configure IE at client

® (o to client computer and open |IE window.

® Open "Tools" menu, select "Internet Options" and open the "Internet Options" dialog
box.

® Select "Connections" tab, click "LAN Settings" button (Figure 4).

Internet Options

#:  Tosetup an Internet connection, click
}  Setup, ==

Dial-up and Yirtual Private Metwaork, zettings

Choose Settings if vou need to configure a proxy
server for a connection,

Local Area Hebwork, [LAM] zettings

LAN Settings do not apply to dial-up connections. | AN Settings..|
Choose Settings above For dial-up settings, — .

s ] [ Cancel

Figure 4
® In the pop up "Local Area Network (LAN) Settings" dialog box, select the "Use a

proxy server for your LAN" check box, type "192.168.0.1" into the "Address" edit box,
and type "808" into the "Port" edit box (Figure 5).
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Local Area Metwork (LAN) Settings

Automatic configuration

Prozy setver

[ ] automatically detect: settings

|:| Use automatic configuration scripk

Address: | 192.168.01 | Part: | 508

[ |Evpass proxy server For local addresses

Automatic configuration may override manual settings. To ensure the
use af manual setkings, disable automatic configuration.

Use a proyxy server For wour LA {These settings will not apply to
dial-up or ¥PM conneckions),

| ok

| [ Cancel

]

Figure 5

® Click "OK" button in "Local Area Network (LAN) Settings" and "Internet Options"
dialog boxes.
® Now you can browser Internet web sites in |IE at the client.

2.2 Installation of CCProxy

Step 1 - LAN networks configuration
Normally, the clients and server are connected with A Hub, Wireless Hub, Switch or
Router. The network protocol between the server and clients is TCP/IP. Therefore both
the server and the clients have an IP address. The server IP address is static and fixed.
The clients IP address can be fixed or dynamic which is obtained through DHCP.
CCProxy only requires that the clients can ping through the server IP address. We know
that the server may have multiple IP addresses, but must have one that is used to
connect with other LAN clients. The IP address that is used to connect with the other LAN
client is called the proxy server address. We generally assumed this to be 192.168.0.1.

If the clients and server have not yet been setup to have a connection, we recommend

allocate IP addresses like this at below:

IP address

mask

gateway

DNS

Server

192.168.0.1

255.255.255.0

empty

empty
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Client1 192.168.0.2 255.255.255.0 192.168.0.1 192.168.0.1
Client2 192.168.0.3 255.255.255.0 192.168.0.1 192.168.0.1
Client99 192.168.0.100 255.255.255.0 192.168.0.1 192.168.0.1

How to detect whether ping Requests are transferring through between the clients and
server? At the client, in the "start" menu -> "run" -> "cmd", assuming that the server IP is
192.168.0.1, in the command line, to type "ping 192.168.0.1" then press return. If the
result is similar to that at below, it means the client is connected to the server
successfully.

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time=2ms TTL=150
Reply from 192.168.0.1: bytes=32 time=2ms TTL=150
Reply from 192.168.0.1: bytes=32 time=7ms TTL=150
Reply from 192.168.0.1: bytes=32 time=7ms TTL=150
Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 7ms, Average = 4ms

If the result is like that at below, it means the client cannot connect to the server.

Pinging 192.168.0.1 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

If the client cannot connect to the server, you need to check the IP address settings and
the connections to the Hub, Switch or Router on the clients and server.

Step 2 - Internet connection configuration

We know that there are many ways of connecting to the Internet, which are for example,
ADSL, optical fiber, satellite, broadband etc. CCProxy is not concerned about the manner
in which the Internet connection is established, as long as the server is successful
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connected to the Internet.

The simplest way to check the server can access the Internet is to input a web site
address into the browser and see if the machine is able to access the web pages.

Users frequently mentioned single and dual NIC. In fact, the CCProxy is not concerned
with hardware equipment. Both single and multi-NIC cards are supported and there are
no special settings.

Special mention is that if the clients have been able to share the Internet, such as
through the router, and hope to use the CCProxy to manage and control the clients'
Internet access. You might need to do some changes on your hardware.

For example:

Internet

Figure 1

In this case, the clients can access the Internet directly with the Routers bypass proxy
server. That's to say, CCProxy cannot control the clients. We need to isolate the client
from Internet and force clients to access the Internet via the proxy server.

We have two methods to realize this.

Method 1:

Add one NIC card on the server and change the LAN networks as:
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Internet

Figure 2

Method 2:

Configure the NAT or route settings in the router and block all LAN IP address accessing
the Internet directly except the server IP address. Only some advanced routers have this

function. Please do this with the router's administrator.

Step 3 - Install CCProxy on the Server

Suppose the server IP address in the LAN is 192.168.0.1, and then 192.168.0.1 is

the proxy server address.

You can download CCProxy here. Run ccproxysetup.exe and follow the on-screen

instructions to install CCProxy.
Run CCProxy on the server (Figure 3).

B8 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 E“El @
Start Stop Options  Account  Register  Moniter Hide Help

CCProxy A% uth Soft

Copyright(C] 2000-2014 Youngzzaft 0/ 1065232 @ f
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Figure 3

If you want to know more about server configurations, please read "Server Configuration".
If you get problem in launch CCProxy, please refer to "CCProxy Start Problem".

Step 4 - Add client's IP into CCProxy

® Choose one computer in the LAN that needs to access the Internet. Suppose the IP
address of the computer is 192.168.0.2.

® Open CCProxy main window, click "Account" button, then popup "Account Manager"
dialog box.

® Select "Permit Only" in "Permit Category" and select "IP Address" in "Auth Type"
(Figure 4).

Aocount Nanager

Dptines Filter/ Time:
[5=)  PemACabegoy. | P Orky
Husth Type: IF Addiess b

£

Liser Mame 1P ks MAC Sddkes:  Con..  Bar.  Ensble Hew |

UserCount g CINT Uses Auth Domeire [(Powsts |0k [ G |

Figure 4

® Click "New" button, fill "192.168.0.2" in the "IP Address/IP Range", click "Save" and
"OK" button (Figure 5).
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[IMAE Address |

[J&2Group  [[] Belongs to Group

M aximum Connections '-1 Urlirrited Connection -1

4F 4%

Bandwidir(Byte/s) B "Uniimited Bandwidth:-1
[Flwanw [#] Masi [#] Telnet  [] Remate Dislup

[FIFTP  [¥)SOCKS [+ Othess

[web Fiter [E)
[] Time Schedule (E)
[ At disable 2t
[ New | | save | [ ok ] [ Cancal
Figure 5

If you want to know more about account management, please read "Account Manager".

Step 5 - Configure IE at client

® (o to client computer and open IE window.

® Open "Tools" menu, select "Internet Options" and open the "Internet Options" dialog
box.

® Select "Connections" tab, click "LAN Settings" button and open the "Local Area
Network (LAN) Settings" dialog box (Figure 6).
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Internet Options

| General || Security || Prirvvacy || Euntent[ Connections | Programs || .-'-‘-.dvanu:ed|

To set up an Inkernet connection, click
Setup, =

Dial-up and Yirtual Private Metwork, settings

Add...
Bemove

Choose Settings if you need to configure a procey Settings. ..
server For a connection. =

MHewver dial a connection

Dial whenever a netwark, connection iz not prezent

Alhwaps dial my default connection

Set Diefault

Local Area Hebwork, [LAM] zettings

LAN Settings do not apply to dial-up connectians. | AN Settings...|
Choose Settings above For dial-up settings, = -

] ] [ Cancel Apply

Figure 6

® Check "Use a proxy server for your LAN", Fill "192.168.0.1" in "Address" and "808"
in "Port" (Figure 7).

26



CCProxy www.youngzsoft.net/ccproxy/

Local Area Metwork (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use af manual setkings, disable automatic configuration.

[ ] automatically detect: settings

|:| Use automatic configuration scripk

Prozy server

Use a proxy server For wour LA {These settings will not apply to
dial-up ar ¥PMN conneckions),

Address: | 192.168.0.1 Port: | 05

[ |Evpass proxy server For local addresses

| oK |[ Cancel ]

Figure 7

® Click "OK" button in "Local Area Network (LAN) Settings" and "Internet Options"
dialog boxes.
® Now you can browser Internet web sites in |IE at the client.

If you want to know more about client configurations, please read "Client Configuration".
If you get problem in using CCProxy, please read "User Manual" and "EAQs".

2.3 CCProxy Server Screen Shot

CCProxy Main Interface (Figure 1-1)
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&5 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 E“_El @
Start Stop Options  Account  Register  Monitor Hide Help

CCProxy ACLTTYAT 23

Copyright[C) 2000-2014 Youngzsoft 0/0 105232 @ f

Figure 1-1

CCProxy Settings Interface (Figure 1-2)

& CCProxy 8.0(Demo version only supports 3 users) Build 20140418
Configuration
Prosy service:
Start Advanced
Dialup | Cache | Cascading | Log | Mail | Networks | Others |
ﬂaf‘lu Dial-up Ertries [‘JF'N i v]

-+l
Dialup User Name
Dialup Password

[ Idle Disconnect Minutes 10

Enable Auto Dial-up

[ web [¥] Wil CIFTP [] Telnet

| — []socKs [] News []thers
Copyright
| Customize || oK || cCancel |

Figure 1-2
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2.4 Easy to Use All Internet Connection

We have tested CCProxy for the following Internet Connections Sharing.

Modem Sharing: [Dialup modem, ISP connections sharing, ISDN modem sharing]
DSL Internet Connection: [ADSL, DSL, xDSL sharing]

Cable Internet Connection

Cable Modem Sharing

Broadband Internet Connection

Satellite Internet Connection

Wireless Internet Connection: [Blue tooth sharing]

Modem Sharing

Modem sharing means to share a modem Internet connection so as to have multiple
computers on the LAN get access to Internet via a single IP address. There are several
methods to implement modem sharing but concerning some security and controllability
reasons, proxy server software - CCProxy can do better in it, and bellow are the steps for
you

1. Install 2 Network Interface Cards (NIC) in the computer (let's say PC-S) which is
connected to the modem, NIC 1 connects to the modem and NIC 2 connects to the LAN.
You can get IP address, subnet mast, default gateway and DNS server for NIC 1 from
your ISP. For NIC 2, please set these manually to make it a LAN environment for all the
computers, let's say it's "192.168.2.".

2. Download CCProxy from its download center and install it on PC-S and keep all
default settings. After installation, CCProxy will work automatically without any additional
configurations.

3. Make proxy server settings on the other computers so that they can get access to
Internet via CCProxy.

DSL Connection Sharing

DSL technology is sometimes summarized as xDSL which includes ADSL (Asymmetric
Digital Subscriber Line), HDSL (High Data Rate Digital Subscriber Line), IDSL (ISDN
Digital Subscriber Line) and so on. The normal way to apply DSL connection sharing for
multiple computers is to use a router that establishes a connection between the DSL
modem and the LAN. But with a proxy server software - CCProxy you can get better
performance for security, controllability. To use a DSL Internet connection, you always
need a modem and the steps for implement DSL connection sharing with CCProxy are as
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bellow.

1. Install 2 Network Interface Cards (NIC) in the computer (let's say PC-S) which is
connected to the DSL modem, NIC 1 connects to the DSL modem and NIC 2 connects to
the LAN. You can get IP address, subnet mast, default gateway and DNS server for NIC
1 from your ISP. For NIC 2, please set these manually to make it a LAN environment for
all the computers, let's say it's "192.168.2.".

2. Download CCProxy from its download center and install it on PC-S and keep all
default settings. After installation, CCProxy will work automatically without any additional
configurations.

3. Make proxy server settings on the other computers so that they can get access to
Internet via CCProxy.

Broadband Sharing

Broadband sharing means to share a broadband Internet connection with other
computers on the LAN so that they can access Internet. This will reduce the fees and
budget for network construction. Surely you have heard of a router solution for this
before. But what if you have only a simple switch? Even you have a router, what if you
want to separate the LAN from the Internet for security purpose? Well, proxy server
software - CCProxy will be a good choice. And bellow are the steps for you to implement
broadband sharing.

1. Install 2 Network Interface Cards (NIC) in the computer (let's say PC-S) which is
connected to the Internet via broadband, NIC 1 connects to the broadband cable and NIC
2 connects to the switch or router which is also connected to the other computers. You
can get IP address, subnet mast, default gateway and DNS server for NIC 1 from your
ISP. For NIC 2, please set these manually to make it a LAN environment for all the
computers including PC-S, let's say it's "192.168.2.".

2. Download CCProxy from its download center and install it on PC-S and keep all
default settings. After installation, CCProxy will work automatically without any additional
configurations.

3. Make proxy server settings on the other computers so that they can get access to
Internet via CCProxy.

Besides modem sharing, DSL connection sharing and broadband sharing, CCProxy also

has powerful management capabilities such as Internet access control, bandwidth
control, Internet web filtering, online time control etc.
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3 Security Related

3.1 CCProxy Occupies a Lot of Memory?

Normally, CCProxy will use only a small part of memory. But if you check the "Web
cache" option in CCProxy, it may occupy a lot of memory.

3.2 Is CCProxy A Risk?

CCProxy is sometimes considered to be a virus or a risk tool by some antivirus softwares
but, it's in fact false possibly just because CCProxy is mostly used for Internet
connections sharing with other computers. On the other hand, CCProxy also keeps
connecting to some specified sites to check the online status. To disable this online
checking, you can go to "Options" - "Advanced" - "Networks" - fill "Web sites for on-line
checking" with "127.0.0.1" instead.

You can also create an exclusive rule for CCProxy when configuring the antivirus
software. And if you cannot create exclusive rule for CCProxy.exe, please make
exclusion for folder "CCProxy": create a folder named "CCProxy" and then make a
exclusion for this folder before installing CCProxy into this existing folder.

BTW, please make sure you have downloaded CCProxy from our download center. And
for antivirus software, we recommend AVG, which has free edition for you.

To improve CCProxy and our services, we need your help! If you find any antivirus
software has considered CCProxy as a virus, malware, risk tool, please just email to us

so that we can deal with it as soon as possible. Thanks!

Furthermore, bellow are CCProxy scanner results of 37 antivirus softwares. You can also
scan it by yourself on this site.
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File information

File Mame : ccproxysetup?.3(20121109).axe
File Size : 4663022 byle
File Type : PE32 executable for MS Windows {GUT) Intel 80386 32-bit
MDS  c105b483d472d4500b43B12296047199
SHAT - aeB02405a60d2cTBealf8702f3307942ec5c180

Ads by Google Virus Scan Trojan Anti Virus Scanner Virus Removal iVir li
Scanner results

Scanner results - 3% Scanner(s) (137} found malware!
Tme 20121 1-I"|2 10'43'11 {C38T)

a-squared 5104 20121112100128 20121112 11.658
AhnLab 3 2012.11.11.00 2012111 20121111 - 3.475
Antivie 2.2.10.196 71149194 201241111 - 0.422
Antiy 2018 20.18. 0002-18-00 - 0856
Arcavir 2011 201211110007 201214111 - 3618
Authentium 511 201209090940 20120808 - 1748
AVAST! 474 1211111 201121111 - 1.147
AVG 12:0.1794 2441/5288 20121111 - 0.875
BitCefender  7.90123.7003168 743872 20121112 - 4 685
Clamay 0975 15564 20121112 - D.7a7
Comodo 51 14171 2121111 - 2724
CP Secure 1305 20121112 20121112 - 0.743
Dr.Web 7.0.4.9250 20121112 2012-11-12 - 14,325
F-Frot 462117 20121111 2012-11-11 - 1.004
F-Secure 7.0273307 2012.11.11.08 20121111 - 3.004
Fortingt 4.3.392 16 549 20121112 - 0140
GData 22 6676 20121112 121112 - 8103
lkarus 73132200 2012.11.11:B2728 20121111 - 6.902
Jiangnin 13.0.900 20121111 12111 - 4377
Kaspersky 5510 20121016 20121018 - 2312
KingSoft 20082515 201211128 201214112 - 1287
MeAfee 54001158 Gasa 201241111 - 8.330
Microsoft 18904 2012111 201241111 - 9.108
NOD32 a0 7681 2012-11-11  avanant of Win32/CCProwy C application 3374
Morman 683 201208311030 2012-03-21 - 0.000
nProtect 20121111.01 12525899 20121111 - 2219
Panda 2.05.01 212111 20121111 - 3.196
Cuick Heal 11.00 20121111 20121111 - 2606
Rising 200 24.3503.03 2012-11-08 - 0.615
Sophos 3351 481 20121112 - 5.083
Sunbeh 3825522 13838 20121111 - 1.806
Symantec 13024 20121110,008 20121110 - 0.942
The Hacker  G.8.0.0 w0127 20121110 - 0956
Trend Micro. 9.500-1005 8.520.03 20121111 - 0209
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3.3 To Insure the Network Security with CCProxy

Installed

Please install the secure software on the proxy server on which CCProxy server software
has been located so that all data and Internet access will be checked on proxy server.
We recommend AVG for our customers.

3.4 CCProxy Keeps Connecting to a Special Website

This is because CCProxy always check the on-line status. You can go to "Options" -
"Advanced" - "Networks" - Fill "Web sites for on-line checking" with "127.0.0.1"
instead (Figure 1-1).

Advanced EJ

| Dial-up || Cache .Eascading: Log Mai | Metwarks | Others |

Enable SOCKS4 Dizable External Users

Weh Sikes for Orvine Checking 512?’.'10.1 '
Socket |dle Disconnect Minutes _51':' '
Server Bind IP Address E_D-D-D-D v '

[ ] Enable Multiple IPs Dutgoing

[]&dd Client IP in HTTP Header

Customize ] | ok [ Cancel

Figure 1-1
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3.5 Is CCProxy Safe?

1. Some antivirus software probably considers CCProxy as malware or risk, so they
would block CCProxy. That is quite normal phenomenon.

2. CCProxy is absolutely secure, without any virus. Under no circumstance will it steal
your information or attack your PCs.

3. CCProxy would not affect or limit your Internet speed itself. But CCProxy can limit
clients' traffic or block some certain websites, so the server can manage clients.

4. CCProxy is sometimes considered to be a virus or a risk tool, just because CCProxy is
mostly used for Internet connections sharing with other computers. On the other hand,
CCProxy also keeps connecting to some specified sites to check the online status. To
disable this online checking, you can go to "Options" - "Advanced" - "Networks" - fill "Web
sites for on-line checking" with "127.0.0.1" instead.

You can also create an exclusive rule for CCProxy when configuring the antivirus
software. And if you cannot create exclusive rule for CCProxy.exe, please make
exclusion for folder "CCProxy": create a folder named "CCProxy" and then make a
exclusion for this folder before installing CCProxy into this existing folder.

BTW, please make sure you have downloaded CCProxy from our download center. And
for antivirus software, we recommend AVG, which has free edition for you.

To improve CCProxy and our services, we need your help! If you find any antivirus
software has considered CCProxy as a virus, malware, risk tool, please just email to us

so that we can deal with it as soon as possible. Thanks!

Furthermore, bellow are CCProxy scanner results of 37 antivirus softwares. You can also
scan it by yourself on this site.
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File information

File Mame : ccpronysetup?.3(20121109).axe
File Size : 4663022 byte
File Type : PE32 executable for MS Windows {GUT) Intel 80386 32-bit
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Scanner results

Scanner results - 3% Scanner(s) (137} found malware!
Time: 20121 1!12 10'43'11 {C3T)

I T T BT S )

a-sguared 5104 Z0121112100128 20121112 11.658
Ahplab¥3 2012 11.11.00 20121111 20124111 - 3475
AntVie 82.10.196 7.11.49.194 20121111 - 0422
Anty 2018 2018 0002-18-00 - 0.858
Arcawir 2011 201211110007 20121111 - 3.618
Authentium 511 201209090949 2012-09-08 - 1748
AAST] 474 1211111 20129111 - 1147
AVG 12:0.1794 2441/5388 20121111 - 0.875
BilDefender  7.90123.7902168 7.43978 201219112 - 4 595
Clamay 0975 15564 20121112 - 0.707
Comaodo 51 14171 200121111 - 2728
CP Secure 1305 2012.11.12 20121142 - 0.743
Dr.web 7.0.4.9250 2012.11.12 20121112 - 14,335
F-Prot 462117 20121111 2012-11-11 - 1.004
F-Secura 7.02.73207 2012.11.11.08 20121111 - 3.004
Fortinat 43392 16548 01211112 - D.140
GData 22 6676 20121112 20121112 - B.103
lkarus T3132200 2012.11.11.82728 20124111 - 6.802
Jianghin 13.0.900 20121111 20121111 - 4317
Kaspersky  5.5.10 20121016 20121018 - 2312
KingSoft 2008.25.15 20M211128 20121112 - 1287
MeAlee 5400.1158 G893 201241111 - 9.330
Microsoft 1.5904 20121111 20121111 - 9.108
NOD32 302 7681 2012.11-11  avariant of Win32/CCProwy C application 3314
Marman 683 201208311030 2012-08-31 - 0.000
nProtect 20121111.04 12525899 20121111 - 2219
Panda 2.05.01 2012111 2012-11-11 - 3:-196
Quick Heal 1100 201211.11 20121111 - 2 606
Rising 200 24.3503.03 2012-11-08 - 0615
Sophos 3351 481 20121112 - 5.083
Sunbeit 39255232 13938 20121111 - 1.806
Symantec 13024 20121110.008 20121110 - D.942
The Hacker 6.8.0.0 w127 20121110 - 0.956
Trend Micro 9.500-1005 89.520.03 20121111 - 0208
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3.6 False Positive Statement for CCProxy

CCProxy is sometimes considered to be a virus or a risk tool by some antivirus softwares
but, it's in fact false positive just because CCProxy is mostly used for sharing Internet
connections with other computers. On the other hand, CCProxy also keeps connecting to
some specified sites to check the online status. To disable this online checking, you can
go to "Options" - "Advanced" - "Networks" - fill "Web sites for on-line checking" with
"127.0.0.1" instead.

You can also create an exclusive rule for CCProxy when configuring the antivirus
software. And if you cannot create exclusive rule for CCProxy.exe, please make
exclusion for folder "CCProxy": create a folder named "CCProxy" and then make a
exclusion for this folder before installing CCProxy into this existing folder.

BTW, please make sure you have downloaded CCProxy from our download center. And
for antivirus software, we recommend AVG, which has free edition for you.

To improve CCProxy and our services, we need your help! If you find any antivirus
software has considered CCProxy as a virus, maleware, risk tool, please just email to us
so that we can deal with it as soon as possible. Thanks!

Furthermore, bellow are CCProxy scanner results of 37 antivirus softwares. You can also
scan it by yourself on this site.

36


http://www.virscan.org/
http://free.avg.com/ww-en/free-antivirus-download
http://www.youngzsoft.net/ccproxy/proxy-server-download.htm

CCProxy www.youngzsoft.net/ccproxy/

File information

File Mame : ccproxysetup?.3(20121109).axe
File Size : 4663022 byle
File Type : PE32 executable for MS Windows {GUT) Intel 80386 32-bit
MDS  c105b483d472d4500b43B12296047199
SHAT - aeB02405a60d2cTBealf8702f3307942ec5c180

Ads by Google Virus Scan Trojan Anti Virus Scanner Virus Removal iVir li
Scanner results

Scanner results - 3% Scanner(s) (137} found malware!
Tme 20121 1-I"|2 10'43'11 {C38T)

a-squared 5104 20121112100128 20121112 11.658
AhnLab 3 2012.11.11.00 2012111 20121111 - 3.475
Antivie 2.2.10.196 71149194 201241111 - 0.422
Antiy 2018 20.18. 0002-18-00 - 0856
Arcavir 2011 201211110007 201214111 - 3618
Authentium 511 201209090940 20120808 - 1748
AVAST! 474 1211111 201121111 - 1.147
AVG 12:0.1794 2441/5288 20121111 - 0.875
BitCefender  7.90123.7003168 743872 20121112 - 4 685
Clamay 0975 15564 20121112 - D.7a7
Comodo 51 14171 2121111 - 2724
CP Secure 1305 20121112 20121112 - 0.743
Dr.Web 7.0.4.9250 20121112 2012-11-12 - 14,325
F-Frot 462117 20121111 2012-11-11 - 1.004
F-Secure 7.0273307 2012.11.11.08 20121111 - 3.004
Fortingt 4.3.392 16 549 20121112 - 0140
GData 22 6676 20121112 121112 - 8103
lkarus 73132200 2012.11.11:B2728 20121111 - 6.902
Jiangnin 13.0.900 20121111 12111 - 4377
Kaspersky 5510 20121016 20121018 - 2312
KingSoft 20082515 201211128 201214112 - 1287
MeAfee 54001158 Gasa 201241111 - 8.330
Microsoft 18904 2012111 201241111 - 9.108
NOD32 a0 7681 2012-11-11  avanant of Win32/CCProwy C application 3374
Morman 683 201208311030 2012-03-21 - 0.000
nProtect 20121111.01 12525899 20121111 - 2219
Panda 2.05.01 212111 20121111 - 3.196
Cuick Heal 11.00 20121111 20121111 - 2606
Rising 200 24.3503.03 2012-11-08 - 0.615
Sophos 3351 481 20121112 - 5.083
Sunbeh 3825522 13838 20121111 - 1.806
Symantec 13024 20121110,008 20121110 - 0.942
The Hacker  G.8.0.0 w0127 20121110 - 0956
Trend Micro. 9.500-1005 8.520.03 20121111 - 0209
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3.7 Proxy Servers Close Automatically

While using CCProxy, sometimes it would close automatically. That is because it is
considered to be a virus by some anti-virus softwares. Solution for this is as follows:

1. Close Anti-virus Softwares

Close those anti-virus softwares, then restart CCProxy. However, if you open those anti-
virus softwares again, it may close automatically again.

2. Configure CCProxy As Trusted

On those anti-virus softwares, configure CCProxy as trusted, and then restart CCProxy.
In this way, you could use the proxy server and those anti-virus softwares at the same
time.

Notes:

The way of configuring as trusted is different according to different kind of anti-virus
softwares. It is recommended to look for solutions in official websites of those anti-virus
softwares.

3.8 What If the Proxy Server Crashed

The operating environment of proxy server is so complicated that sometimes CCProxy
would become crashed, stop in NT service or auto logout. If that happens, you may refer
to the following solutions:

1) After opened the installation registry of CCProxy, double-click the "dump" folder
(Figure 1-1).
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=5 Eoh ™
@Q-| |, <« Local Disk (D) » CCProxy » v | %2 || Search CoPrawy o

Organize = = Open Include in library = Mew folder =+ [ @
Marne : Date modified Type Size
| . dump 2013/5/24 16:53 File folder |

. Language 2013/5/24 16:53 File falder

J Log 2013/5/27 15:29 File folder

., web 2013/5/24 16:53 File folder
3 | AccInfo.ini 2013/5/27 16:23 Configuration sett... 3KE
[ CCProwy.dll 2013/5/24 16:22 Application extens... 461 KB
CCProxy.exe 2013/5/24 16:15 Application 873 KB
£k | CCProxy.ini 2013/5/27 16:27 Configuration sett... KB
= History.bxt 2013/5/24 16:50 Text Document 2KB
# | LeftTime.ini 2013/5/27 16:26 Configuration sett... 1KB
(%) mfc90.dll 2007/11/7 1:19 Application extens... 1130KE
| Microsoft.WiC90.CRT.manifest 2013/1/29 5:15 MANIFEST File 2KB
| Microsoft.VC90.MFC.manifest 2007/11/6 22:51 MANIFEST File 1KE
1% msvepd0.dil 2007/11/717:19 Application extens... 556 KB
%] meverd0.dil 2007/11/717:19 Application extens... 641 KB
| unins000.dat 2013/5/24 16:53 DAT File 3KB
ﬁ%’ unins000.exe 2013/5/24 16:53 Application 699 KB
i Update.exe 2008/9/2012:13 Application 232 KB

Figure 1-1

2) In the "dump" folder, check if there is any files whose file extension is ".dmp". If there
is, please zip the "dump" folder and send it to support@youngzsoft.net. So our
technicists could analyze the folder and find out the problem (please zip
CCProxydll.pdb and CCProxy.pdb as well) (Figure 1-2).
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[=[=]=]
@Qv| J <t CCProxy » dump - |¢¢ | | Search dump jel I
Organize = Include in library = Mew folder e m 'QJ

2012-1112 | CCProxy.pd  CCProxydll.

-10-38-34-8 b pdb
90-41.dmp

Figure 1-2

Notes:
If the version of operating system in the server is too low (such as Windows2000) or is

simplified, the "dump" file would not display normally, so we cannot analyze the problem
well. It is recommended to use the operating systems whose version are higher that

Windows2000.
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4 Server Settings

4.1 CCProxy Default Ports

CCProxy default ports are as follows (Figure 1-1).

.-

Configuration

Local [P Address:

| MT Semvice

Prowy services
‘\/::l Protocol Port
L [Z|HTTP/RTSP | B08
[¥] Mail V] Secure 808
[¥| DNS [Z]FTPiweb) | 898
[]'web Cached [#] Gopher 202
[| Riemate Diakup (7] SOCKS MM | 1080
[] &wsta Startup [V FTP 2121
["] Auto Hide [¥] Telnet 23
V] Part Map [E] [¥]News 119

[FlAuto Detect |1921681.147 | @

.&dvancedl l F, ] | Cancel I

Figure 1-1

Notes: You can change the ports as you wish accordingly.

4.2 Change Mail Proxy Port of CCProxy Server

Click "Options"->"Advanced"->"Mail", you can change the POP3 Port and SMTP Port as

you wish (Figure 1-1).
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Advanced b_<‘|

I_Hetwc-rks || Dthers |

L@ SMTE Fort 25 |

POFS FPort |_1 10 |

[ ]Anti Spam Check with REL

| ok || Cancel |

Figure 1-1

4.3 Port Mapping Function of CCProxy

On the "Options" dialog box, check the "Port Map", and then click the "E" button to add
Port Map rules (Figure 1).
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Configuration
Frosy zervices
Pratocol Fort

QE) [FIHTTP/RTSP |B08 |
b =il Secure 808 |
DNS FTP[web] | 508 |
[ ]'web Cached Gopher |BEIE |
[] Remate Dial-up SOCKS/MMs | 1080 |
Aata Startup FTF |_21 21 |
Auta Hide Telnst 23 |
[+] Part Map [+] Mews |11E| |

Local IP Address: Auto Detect
MT Service [ Advanced ] [ k. ] [ Cancel
Figure 1

For example, you need to visit a server (IP: 192.168.0.3, port: 555) in your LAN remotely,
or you need to visit a server on the Internet by an application via particular port
(pop.gmail.com, port: 995, using Outlook Express), you can add port map rules as below
(Figure 2).
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Port Nap ['5_(|
Type Dest Host Dest Port Local Port
TCP gmtp.gmail. com 4E5 4E5
TCP pop. griail. com 935 935
192.168.0.3 555 855

DestHost | 19216803 | DestPot  |555 |
Port Type !_T_EF" w ! Local Part i555 |
Reset | | Selectal | |  add | | Modiy | [ Delste |
[ 0K l [ Cancel ]

Figure 2

4.4 Web Cache Function

CCProxy's web cache function is based on IE web cache technology. It can save the
visited web pages in cache. In the specified period of time, when users want to visit the
same web page they've browsed, this web page can be loaded from cache directly.
Therefore greatly improves surfing speed on the Internet.

With default settings, the web Cache function of CCProxy is uncheck. You need to enable

the web cache function as bellow:
In "Options" dialog box, check the "Web Cached" (Figure 1).
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Configuration
Fromy zervices
Pratocol Fort

% [FIHTTP/RTSP |B08 |
b zil Secure 808 |
DNS FTPfweb] 508 |
“Weh Cached Gopher |éﬁ |
[] Remate Dial-up SOCKS/MMS | 1080 |
Auata Startup FTF !2_1 21 |
Auta Hide Telnst 23 |
Fort Map Mews ﬁ‘lé- |

Local IP Address: Auto Detect
[C]NT Service [ Advanced ] [ Ok | [ Cancel
Figure 1

Note: The web cache function has been disabled in CCProxy latest version. If you must
use the web cache function, please download CCProxy 7.3 build 20130530 installation
package from http://pan.baidu.com/share/link?shareid=870668415&uk=2148544029. It
has web cache function, but doesn't have much function like the latest build.

4.5 Access Internal Server from the Intranet

Please enable the Port Mapping function and configure as below (suppose the server IP
is 192.168.0.66, port is 99) (Figure 1-1):
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rPort Map “
Type Dest Host Dest ... Source Host Local ... Chan...

Dest Host 192 168.0.E6 Dest Port 99
Local Port 93

Fort Type [TEF' "l

Reset | | Selectal | |  Add | | Modiy | [ Delste |

| ] | I Cancel ]

Figure 1-1

4.6 Run CCProxy in NT Services

Please click to select the "NT Service" check box on the "Configuration" dialog box as
Figure 1.
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Configuration [g|
Fromy services
Pratocol __F'u:urt
<,'il'.> [FIHTTR/RTSP |B08 |
b il Secure 808 |
DNS FTPfweb] 508 |
[ ]'web Cached Gopher |BEIE |
] Remate Dial-up SOCKS/MMS | 1080 |
[ ] Auto Startup FTF 2121 |
[ Ao Hide Telnet 23 |
[+] Part Map _ [+] Mews i11E| |
Local IP Address: Auto Detect
[ Advanced ] [ ] ] [ Cancel

Figure 1

Then you will find a service named "CCProxy" in the server's service list as Figure 2.

S=1ES

5 Computer Management

Q File  Action  iew  Window  Help ;]ij _]
& = [E|@E B Il m
i Carmputer Management (L Cpndie
=l ﬂ System Toals
£} EET] Ewvent Viewer -
o hared Folders CCProry Marne ] Description
ol % Lacal Users and Gr ) %Alerter Matifies sel,
+ | Performance Logs %éﬁi;i@;‘;ie 88 application Laver G...  Provides s.. 1
__% Device Manager AR e Carads %Application Manage... Provides s.,
=l @ Skorage %Autnmatic Updates Enables th..
+ Rermovable Storag Transfers ..
Disk Defragrentet
g Disk Management Enables Cli.
=l % Services and Applicati %COM+ Ewent Swstem  Supports 5,
Ll % Microsaft S0L Ser %COI\H System Appli... Managest.,
Services Compuker Browser Mainkains a.
i WL l;ontrol . %Cryptngraphic Servio. Provides th,
+ [ Indexing Service %DCOM Server Proce.., Provides la,
%DHCP Client Manages .
%Distributed Link Tra... Maintains i, T
Plabiibs bed Tocm e - Pl | Sy E =
£ | >
< | 2 \ Extended A Standard /
Figure 2

If you have enabled this function you can also close the interface of CCProxy while the
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service is still running.

4.7 Customize the "Unauthorized” Page

Please open file "ccproxy.ini", you can revise the wording by changing the parameters,
"WebSiteForbidden" and "WebContentForbidden".

If you are using V6.62 or above version, please go to this path: C:\CCProxy\web, and
then you can find two files: authinfo-content.htm (used for content filter) and authinfo-
site.htm (used for site filter). Please modify them as you wish. Registered users can also
customize the "Unauthorized" page by this way:

"Options" -> "Advanced" -> "Customize", you can customize the message as (Figure 1).

Wwieh authentication itle ‘Wweb site filker meszsage

"EEF'ru:u:-:_l,I Autharization 1 “< h1:Unauthonzed Website.. . </h1>
3 fe <h2rAccount: ZlU e ameicbr:

>

[]5ave all stream data to Moghlog.dat
‘web content filker mezzage

Cloze CCProxy requires confirm A =
<h1:Unauthorized YWebsite. . </hl> A

Keep HTTP referer {h2xAccount; ZUseMameX<br: v

[ Auto shutdown windows at e 1 Account auth failed meszage

MAL address retrive timeout(ms] 200 | [<hi>Unauthorized Website ..c/h1> A |
r <h2»|P Address: EIP%E<br:

[] CCProwy Hotkey MZ_I‘E Bl

(] 4 ] [ Cancel

Figure 1

When people try to access blocked websites, he will get message like (Figure 2).

UNAUTHORIZED WEBSITE

This action has been logged!
Site: www.facebook.com:80
Referer:

Figure 2
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If you want to display image to the client, please do as bellow:

1. Create a folder (let's say the folder name is test) on the proxy server and share it to the
clients.

2. Place the image you want to display to the client in this folder.

3. Suppose the server's IP address is 192.168.1.2, please add following string as (Figure

3):
Advanced [5__<,|
{img sre=""%192. 168, 1. Zhtesthtest. jpg™>
EE?E Wwieh authentication itle “Wwieb site filker meszsage
| CCPrasy Autharization | | <hl>Unauthanzed “Webate. </l o~

i img =re=""\192.168.1.2\test\test jp
"

[[]5ave all stream data to Yoghlog.dat
“web content filker mezszage

Cloge CCProxy requires confirm
<h1>Unauthorized \Website.. < h1> ~

<hZrAccount: Z ser ameicbr

Keep HTTP referer "
[ &wito shutdawn Windows at 000 | Account auth failed message
MAC address retrive tineout{ms] 200 | [<h1>Unauthorized Websie .. /1> A

<l P Address: ZIPE<br

b

[ CCProxy Hatkey ‘i

ok | [ Cancel

Figure 3

However, with the default setting, IE can not display such message. You need to do as
(Figure 4) to make IE able to display customized message on the client computers.

IE "Tools" -> "Internet Options" -> "Advanced" -> click to not select the "Show friendly
HTTP error messages" option.
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Internet Options E| E|

il General | Securty | Privacy | Content | Connections F'ru:ugrams] .ﬁ.dvancedl

Settings:

[] Display a naotification about every script eror S |
Enable folder view for FTF sitez

[] Enahble Install On Demand [Intermet Explorer)

Enable Ingtall On Demand [Other]

Enable offline items to be spnchronized on a schedule

Enable page ranzitionz

[] Enable Personalized Favorites Menu

Enable third-party browszer extensions [requires restart]

Enable vizual styles on buttons and controlz in web pages

[] Force offscreen compositing even under T erminal Server [requ
Motify when downloads complete

Reuze windows for launching shortcuts
IE Show fiendly HT TP ermor meszages

[T Show Friendly URLs

Show Go button in Address bar

Underlire links o
| £ ' ¥ |

[ Bestare Defaultz

Ok, ][ Cancel ]

Figure 4

4.8 Display Customized Filter Message in IE

Registered users can customize the filter message which will display on the client's
browsers. "Options" -> "Advanced" -> "Customize", you can customize the message as
Figure 1.
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Wwieh authentication hitle ‘web site filker meszsage
| CCPrawy Autharization <hlrUnauthanzed “Webste. </l
<hZzAccount; U et ameicbr:
w
[[]5ave all stream data to Yoghlog.dat —
“web content filker mezszage
Cloge CCProxy requires confirm =
<hl:Unauthorized “Website. . </hl> A
Keep HTTP referer <h2rAccount: E ser ameicbr -
[ Avuta shutdown Windaws at | ik | Account auth failed message
M £ SHceesstslite mingiins | 2 | [<h1>Unauthorized website . </h1> A
r <h2»IP Address ZIPE<br -
[] CCProwy Hotkey I_Z_"E o

I ]S ] [ Cancel

Figure 1

When people try to access blocked websites, he will get filter message like Figure 2.

UNAUTHORIZED WEBSITE

This action has been logged!
Site: www.facebook.com:80
Referer:

Figure 2

However, with the default setting, IE can not display such message. You need to do as
Figure 3 to make IE able to display customized filter message on the client computers.

IE "Tools" -> "Internet Options" -> "Advanced" -> click to not select the "Show friendly
HTTP error messages" option.
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Internet Options @E|

| General | Securty | Privacy | Content | Connections F'ru:ugrams_. Advanced
Settings:

[] Display a naotification about every script eror S

Enable folder view for FTF sitez '

[] Enahble Install On Demand [Intermet Explorer)

Enable Ingtall On Demand [Other]

Enable offline items to be spnchronized on a schedule

Enable page ranzitionz

[] Enable Personalized Favorites Menu

Enable third-party browszer extensions [requires restart]

Enable vizual styles on buttons and controlz in web pages

[] Force offscreen compositing even under T erminal Server [requ

Motify when downloads complete

Reuze windows for launching shortcuts

IE Show fiendly HT TP ermor meszages

[T Show Friendly URLs

Show Go button in Address bar [
_ Underline links bl
E | ¥ |

[ Bestare Defaultz

Ok, H Cancel ]

Figure 3

4.9 Setting Cascading Proxy

If a computer has installed CCProxy server and has access to the Internet through proxy,
then it needs to set the cascading proxy.

Cascading proxy means that the client of CCProxy server has access to the Internet
through two layers of proxies. Under this circumstance, CCProxy actually is a cascading

proxy server.

If CCProxy can surf the Internet, and just some specific protocol need to be set the proxy,
the following methods are for your reference.

The methods of setting cascading proxy are as follows.

1) Click the "Options" button on the main interface of CCProxy. (Figure 1-1)
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=

5 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 = [
Shart Stop Options | Account  Register  Monitor Hide Help

CCProxy A% uth Soft

Copyright[C] 2000-2014 Youngzzaft 0/0 11:06:04 @ f

Figure 1-1

2) In the pup-up "Configuration" dialog box, click the "Advanced" button. (Figure 1-2)

[ Configuration ==
Prowy services
Fratocol F'.:._rt
% [Z|HTTP/RTSP 509
b il Secure .ED_E'-
DNS FTPiwer) 809
[ ]'web Cached Gopher -EDE'
[| Remote Dial-up SOCKS/Mms 1080
Auto Startup FTP 2121
[ Auto Hide Telret 23
Fort Map | [ Mews -1 13
Local P Address: Ao Detect
[INT Service | Advanced ] [ k. ] [ Cancel

Figure 1-2
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3) Inthe pup-up "Advanced" dialog box, select the "Cascading" tab, and then select the
"Enable Cascading Proxy" check box. (Figure 1-3)

[ Advanced ﬁ

_ . : = : i
_l_]:li 31_‘_-‘}'__%_': ache | Cazcading Log | Mail | Hetw nrks_:__l:l ther 5_1

f CCProxy permits local serwver to access
Internet wia other proxy.

Local Frotacol |A11 [#]Enable Cascading Proxy

Proxy Address 192, 168.1. 2

Proxy Protocol |SOCESS w| Fort a0g|

Heed Authorization

User Hame Fazssword

T | Caneel A11

| 0K || Cencel |

Figure 1-3

Local Protocol: Select the upper proxy's protocol.

Porxy Address: Input the upper proxy server's IP address.

Proxy Protocol: Select the cascading proxy's protocol which you used to access the
Internet through cascading proxy server.

Port: Input the port of cascading proxy protocol.

Need Authorization: Select the "Need Authorization" check box if the upper proxy server
needs it. Then input the user name and password into the related edit box.

If the upper proxy server is used in the circumstance of "Domain", then you need to input
the domain name into its edit box.

410 CCProxy Basic Server Settings

On CCProxy main interface, click "Options" button, the "Configuration" dialogue box will
pop up (Figure 1-1).
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P )

Configuration
Prowy services
\/::I Fratocol Fort
= [M|HTTP/RTSP 808
7] Mai V] Secure 808
(7] DMS [IFTPMweE) 08
[ ]*eb Cached (V] Gopher 603
Remote Diakup [¥] SOCKSMms 1080
| Avta Startup WIFTF 2121
7] Auta Hide V] Telnet 23
[7] Part Map IE] [V] Mews 113
Local IP &ddress: [] dusto Detect [192-1 B5.1.147 "] ]
T HT Service Advanced l | k. l | Cancel I
Figure 1-1

The above picture shows the default settings, you can change them accordingly.
1. Proxy Services

1)
2)
3)
4)
5)

6)
7)

Mail: Mail proxy service. If there is mail server installed in the server, please
uncheck it.

DNS: Domain Name Server. If there is DNS configured in the server, please uncheck
it. If you want to check this option, please set the DNS address as the IP address of
the server in "Network Configuration" in clients.

Web Cached: It can help to improve the network access speed.

Remote Dial-up: It is used for dial-up automatically and it can be configured in "Dial-
up" tab in "Advanced" dialogue box.

Auto Startup: Whether CCProxy will auto startup with the operating system.

Auto Hide: Whether CCProxy will hide to system tray after starting.

Port Map: To enable port map function (for example, Gmail needs port mapping for
sending and receiving mails), please select "Port Map" check box, then click the "E"
button on the right, configure in the popping up "Port Map" dialogue box, please refer
to "Web Port Forward" for more details.

2. Protocol Ports
The place where proxy protocol and ports being configured. Users can enable or disable
these protocols accordingly, and ports could be changed as well (Figure 1-2).
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P )

Configuration
Prowy services
\/::I Fratocol Fiort
= [W|HTTP/RTSP 808
[¥] Mail [¥] Secure £08
(7] DNS [FFTP(web)  ©08
[ ]'web Cached [] Gapher 802
[| Remote Diakup [¥] SOCKSMms 1080
[ Ao Startup [Z1FTP 21241
[ Auto Hide (V] Telret 23
[7] Part Map |E| [V] Mews 113
Local IP &ddress: [] dusto Detect [192-1 B5.1.147 "] =)
I MT Service Advanced l | 1] ] | Cancel I
Figure 1-2

HTTP/RTSP: Ports which clients will occupy when visiting http or rtsp sites.

Secure: Secure protocol goes with https protocol. For visiting https sites, please select it.
FTP(Web): The protocol needs to be enabled when visiting FTP sites through explorer.
Gopher: Gopher protocol enables all the Gopher client programs in Internet to
communicate with the entire "registered" Gopher server in Internet.

SOCKS/MMS: Support both TCP/UDP protocol, and various authentication mechanisms,
such as QQ, MSN and so on.

FTP: Protocols need to be enabled when visiting FTP sites with FTP clients (such as
CuteFTP).

Telnet: Telnet protocol is one member of the TCP/TP protocols, and the standard
protocol and the main method of Internet remote login service. It enables users to finish
remote host machine's work on local computer.

News: News protocol.

3. Auto Detect

1) If clients need multiple outgoing IPs, please select "Auto Detect" check box.

If clients need to use the specified IP, please firstly uncheck "Auto Detect" check box,
then select an IP address in the combo box, and finally select the check box on the right
side (Figure 1-3).
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P )

Configuration
Prowy services
<::| Fratocol Fort

= [V|HTTP/RTSP 508
7] Mai V] Secure 808
(7] DMS [ZIFTPweb) 503
[ ]*eb Cached (V] Gopher 603
[| Remote Diakup [¥] SOCKSMms 1080
[ Ao Startup [F]FTP 2121
[ Auto Hide (V] Telnet 23
[¥] Part Map [V] Mews 113

Local IP &ddress: [ dsto Detect [192-1 B5.1.147 "] ]
[INT Service Advanced l [ 0k, J | Cancel I

Figure 1-3

2) NT Services: CCProxy would start as a NT service, which means even the main
interface of CCProxy closed, CCProxy would still run in backstage.

4.11 Introduction of Cache

1. Enable "Cache"

1) Cache here is based on IE technology. You need to install IE version 4.0 or above.
To enable this function, please firstly select "Web Cached" check box in
"Configuration" dialogue box, then click the "Advanced" button (Figure 1-1).
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P

=

.Cunﬁguraﬁon
Prowy services
Fratocol F_'u:urt .

<'?-.J> [M|HTTP/RTSP 808
[Z] Mail [¥] Secure 803
[¥] DNS [V FTP[web) 808
[¥]weh Cached [ Gopher 803
| Remote Dialup [¥] SOCKSMms 1080
[ Ao Startup [F]FTP 2121
[ Auto Hide (V] Telnet 23
[7] Part Map [V] Mews 113

Local IP Address; [ Auta Detect [ = ] 0
[INT Service I Advanced I [ k. ] [ Cancel ]
Figure 1-1

2) In the popped up "Advanced" dialogue box, click the "Cache" tab (Figure 1-2).

i Dialﬂm Cache |Cascading I Log l Mail I Metworks Othemi

[ Advanced F ﬁ

;3 Mote: Cache here is based on |E technology. You need
- _j to install |E version 4.0 or above.

Cache Update Time{minutes) =

Change Cache Options via |E [ IE I

Cache Path:  D:\Users'\UserD09App Data®Local MicrosoftWindoy
Cache Size(M): HO

Auto Cache |

| ok || Ccancel

Figure 1-2
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2. Cache Update Time
In "Cache Update Time (minutes)" edit box, type the cache update time. (Figure 1-3)
indicates that every 60 minutes, cache update once.

Advanced ] ]

| Digl-up | Cache |Cascading | Log I Mail I Metworks OthemI

@ Mote: Cache here is based on |E technology. You need
- _j to install |E version 4.0 or above.

Cache Update Time{minutes) | 60 :I

Change Cache Options via IE |[ IE ]

Cache Path:  D:\lJsers'\UserD0%App Data' Local Microsoft\Windoy
Cache Size(M): HO

Auto Cache |

0K || Cancel

Figure 1-3

3. Change Cache Options via IE
1) Click the "IE" button (Figure 1-4).

59



CCProxy www.youngzsoft.net/ccproxy/

-,

r.:Ad‘l.ranced ; -

| Digl-up | Cache |Cascading | Log I Mail I Metworks OthemI

@ Mote: Cache here is based on |E technology. You need
- _j to install |E version 4.0 or above.

Cache Update Time{minutes) 60 =

Change Cache Options via 1E | IE |

Cache Path:  D:\lUsers'\UserD0%App Data' Local Microsoft \Windoy
Cache Size(M): HO

Auto Cache |

| ok || Ccancel

Figure 1-4

2) The "Internet Options" dialogue box will pop up, in "Browsing history" group, click the
"Settings" button (Figure 1-5).
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b

rInternet Options i @

General |Svat:|.|rit'5.I | Privacy | Content | Connections | Programs | Aduancedl

Home page
To create home page tabs, type each address on its own line.
= 19 S i 5
E http: o, cn220,comy -
[ lse current ] [ Use default ] [ Use blank
Browsing history

A Delete temporary files, history, cockies, saved passwords,
' and web form information.

[ Delete browsing history on exit

Delete... || Settngs |

Search

p Change search defaults,
Tabs

;'_i'__' Change how webpages are displayed in
— tabs.

Appearance

| colrs || Languages || Fonts || Accessbiity |

Lok [ canl ]| ooty

Figure 1-5

3) The "Temporary Internet Files and History Settings" dialogue box will pop up (Figure
1-6).
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-~ )

Tempaorary Internet Files and History Settings [5= |

Temporary Internet Files

Internet Explorer stores copies of webpaages, images, and media
for faster viewing later,

Check for newer versions of stored pages:
() Every time I visit the webpage
i1 Every time I start Internet Explorer
@ Automatically

I Never

Disk space to use (3-1024MB) g
(Recommended: 50-250MB)

Current location:

D:\Usersiser00gtAppData\Local Microsoft\WindowsTemporary
Internet Files),

I Mowve folder... I[ View objects ]I View files I

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

-

Days to keep pages in history: 20 =

QK I [ Cancel

Figure 1-6

Check for newer version of stored pages: To select how to check for newer version of
stored pages, so as to make sure the cache stored in the server is the newest version,
going with the timely information in the Internet.

Disk space to use: To configure how much space will be used for storing cache.

Move folder: To choose the folder for storing cache files. If Drive C is too small, you can
move the data to another drive.

Days to keep pages in history: Configure days to keeping pages in history. Once out of
date, it will be deleted automatically by system.

4. Auto Cache
1) Click the "Auto Cache" button (Figure 1-7).
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)

Advanced 3 ]

Digl-up | Cache |Cascadir1g | Log I Mail I Metworks I Othem|

\-3 Mote: Cache here is based on |E technology. You need
E _j to install |E version 4.0 or above.

Cache Update Time{minutes) 60 =)

Change Cache Options via 1E |[ IE ]

Cache Fath:  D:\Users'\Userl09 App Data’ Local Microsoft\ Windoy
Cache Size(M): HO

Auto Cache

0K || Cancel

Figure 1-7

2) In the popped up "Auto Cache List" dialogue box, configure the websites that need
cache (Figure 1-8).

Auto Cache List ==
Start D ay Start Time | URL
Eweryday 11:03:36 AL CCRTORY, COm
Mon 11:.0318 vy dbrnail. com
LURL weny, dbmail. com
Start at 10318 =
| Resst || add | | Modly | | Delte |
[ ]84 ] [ Cancel ]
Figure 1-8

The steps of configuring cached websites are as follows:

63



CCProxy www.youngzsoft.net/ccproxy/

a. In the "URL" edit box, type the website address (such as www.dbmail.com).
b. Click the "Start at" combo box, select the cache date and time.
c. Click the "Add" button to add a new cache rule.

To cache other websites, please redo the above steps.

4.12 Introduction of Mail

1) On the main interface of CCProxy, click the "Options" button (Figure 1-1).

&5 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 o B | )
Start Stop Options | Account  Register  Meoenitor Hide Help

CCProxy @€Y ungZS:o-;ft"

Copyright[C] 2000-2014 Y'oungzsoft 0/0 11:06:04 @ f

Figure 1-1

2) In the pop up "Configuration" dialogue box, select "Mail" check box, then click the
"Advanced" button (Figure 1-2).
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e

Configuration (=]
Prowy services
Fratocol F_'u:urt .

CE) [Z|HTTRP/RTSP 808
7] Mai V] Secure a:
[V] DMS [V FTP[web) 808
[ ]*eb Cached (V] Gopher 603
[| Remote Dial-up [¥] SOCKSMms 1080
[ Ao Startup [ FTP 212
[] &uto Hide V] Teknet s
[7] Part Map [V] Mews 113

Local IP &ddress: [] dusto Detect [ "] 0
[CINT Service Advanced [ Ok, l [ Cancel ]
Figure 1-2

If CCProxy is installed in the machine where mail server software is installed, please

uncheck "Mail" check box. Otherwise, Port 25 and Port 110 will have conflicts.

3) Inthe pop up "Advanced" dialogue box, click the "Mail" tab. The "Mail" interface is as
shown in (Figure 1-3).
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Advanced ﬁ

| Dialup [ Cache | Cascading [ Log | Mail | Networks | Others|

| SMTP Port 25
]
POP3 Port 110

[¥] Anti Spam Check with REL

0K || Cancel

Figure 1-3

SMTP Port: Its default port is 25 which can be modified accordingly.

POP3 Port: Its default port is 110 which can be modified accordingly.

Anti Spam Check with RBL: After checking this check box, the build-in anti spam check
will be started.

4.13 How to Enable Multiple IPs Outgoing

1. Functions of Enabling Multiple IPs Outgoing

1) Multiple IPs could be used for playing games.

2) There is how many IPs in the server means that how many IPs could be used by
clients to access the Internet (CCProxy doesn't provide IPs).

2. Server Settings

1) On the main interface of CCProxy, click the "Options" button.

2) In the pop up "Configuration" dialogue box, select the "Auto Detect" check box, then
click the "Advanced" button (Figure 1-1).
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P )

Configuration
Prowy services
<,1:| Fratocol Fort
= [M|HTTP/RTSP 808
[F] kA ail [¥] Secure 805
[V DNS [ZIFTPweb) 503
[ ]'web Cached [] Gopher 8058
| Rremate Dialup [¥] SOCKSMms 1080
[ Auto Startup [V|FTF 21e1
[ ] ko Hide V] Telret 23
[¥] Part Map [V] Mews 113
Local IP Address; (] Auto Detect | | 1921681147
[CINT Service Advanced Ok, | | Cancel
Figure 1-1

3) In the pop up "Advanced" dialogue box, click the "Networks" tab, uncheck the
"Disable External Users" check box, select the "Enable Multiple IPs Outgoing" check
box, then keep clicking the "OK" button to the main interface (Figure 1-2).
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rAd‘l.ranced ; ﬁ
i Dial-up | Cache I Cascading I Log l Mail |_Netwnrks Others |

-' [¥] Enable SOCKS4 | [ Disable Extemal Users

Web Sites for Ondine Checking www yahoo comwww icg.commww
Socket |dle Disconnect Minutes 5.0
Server Bind IP Address 0.0.0.0 -

[#] Enable Multiple |Pe Outgeing

[] Add Client IF in HTTP Header

[] Limit Muttiple Login with Usemame

[ ok || Cancel

Figure 1-2
Note: It is advised to select the "Enable SOCKS4" check box.
3. Client Settings
To make proxy setting in clients, you can configure any IP of the server.

1) Assume there are four IPs in the server and they are 172.16.36.3, 192.168.1.147,
192.168.101.1 and 192.168.107.1 (Figure 1-3).
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[ Configuration ﬁ
Prowy services
Fratocol F_'u:urt .

CE) [M|HTTP/RTSP 808
[] Mail (V] Secure 808
V| DNS [V FTPiweb) 508
[ ]'web Cached [] Gopher 803
[| Remote Dial-up [¥] SOCKSMms 1080
[ Auta Startup [VIFTP 2121
[ ] ko Hide V] Telret 23
[7] Part Map : [V] Mews 113

Local IP Address; [ Auta Detec 17216.36.3 =| []
— 192.168.1.147
AR Ladvarced | [JZ1800] kel
Figure 1-3

2) To make proxy settings for IE, in "Proxy address to use" edit boxes, you could use
any of 172.16.36.3, 192.168.1.147, 192.168.101.1 or 192.168.107.1 (Figure 1-4).
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P =

Prosxy Settings
Servers
R Type Proxy address to use Port
% = |
HTTF: 192,.168.1.147 © 803
Sy 192, 168.1,147 . 808
FTP: 192.168.1.147 . 803
Socks: 192,168.1.147 . 1080

[uge the =ame proxy server for all protocols

Exceptlions
B . Donotuse proxy server for addresses beginning with:
G =

IIse semicolons ( ; ) to separate entries,

[ Ok ] | Cancel

Figure 1-4

Note:
To make proxy for other client software, you could configure multiple IPs as well.

4.14 Introduction of Networks

1) On the main interface of CCProxy, click the "Options" button (Figure 1-1).
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=

Shart Stop

= CCProxy 8.0(Derno version only supports 3 users) Build 20140413

Options

Register

Monitor

DRI ED

Account

Hide Help

CCProxy A% uth Soft

Copyright[C] 2000-2014 Youngzzaft

040

11:06:04

Figure 1-1

2) In the pop up "Configuration" dialogue box, click the "Advanced" button (Figure 1-2).

e

Configuration

Prowy services

%

b il
DMS
[ ]'web Cached

[ Ao Startup

[] &uto Hide
Fort Map

[INT Service

[] Bemate Dial-up

Local P Address:

®

&)

=]

Fratocol F'u:u_rt

[M|HTTP/RTSP 808

Secure 808

FTP(web) 508

Gopher -EDB

SOCKS/Mms 1080

TP 2121

Telnet 23

Mews -1 13

[] dusto Detect [ "] [l
I Advanced I [ QK ] [ Cancel ]

Figure 1-2
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3) Inthe pop up "Advanced" dialogue box, click the "Networks" tab (Figure 1-3).

-

Advanced |22 |

[¥] Disable Extemal Users

Weh Sites for Ondine Checking www yahoo com www icg.com
Socket |dle Disconnect Minutes 50
Server Bind IP Address 0.0.0.0 o

[] Enable Multiple |P Outgeing
[7] Add Client IF in HTTP Header

[#] Limit Muttiple Login with Usemame

0K || Cancel

Figure 1-3

Enable SOCKS4: Whether enable SOCKS4 or not.

Disable External Users: Whether disable external users to use CCProxy or not. For the
sake of security, it is advised to select the "Disable External Users" check box.

Web Sites for On-line Checking: To check whether the server could connect to the
configured websites which could be modified accordingly.

Socket Idle Disconnect Minutes: To decide after the Internet has been left unused for
how many minutes, CCProxy would disconnect automatically.

Server Bind IP Address: If there are multiple IPs in the server, you could select an IP
address to bind with the server in the combo box.

Enable Multiple IPs Outgoing: Please refer to "Enable Multiple IPs Outgoing" for more
details.

Add Client IP in HTTP Header: Whether add the IP of clients to HTTP header.

Limit Multiple Login with Username: Please refer to "Limit Multiple Login with
Username" for more details.

4.15 How to Use Ping Command

The "ping" command is used for checking the Internet speed. If used at clients, the "ping"
command could be used for checking whether the clients could connect to the server.
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Assume the IP address of the server is 192.168.1.147. The steps are as follows:

1) Click the "Start" button, type "cmd" in the "Run" edit box, and then press the "Enter"
key.

2) In the pop up "dos command line" window, type "ping 192.168.1.147", then press the
"Enter" key (Figure 1-1).

S WINDOWSh system 32y cmd.exe

Microzoft Windows [Uersion 5.2.37981
CC» Copyright 1785-2883 Microsoft Corp.

C:sDocuments and SettingssAdministratorping 192.168.1.147

Figure 1-1

3) The client has been connected to the server successfully (Figure 1-2).

WWINDOWS' system32' cmd.exe

Microzoft Windows [Uersion 5.2.37781
CC» Copyright 1?85-2003 Microsoft Corp.

C:“Documents and Settings“AdministratorXping 192_168_1_147
Pinging 192.168.1.147 with 32 hytes of data:

Reply from 192.168.1.147: bytes=32 time<ims TTL=64
Reply from 172.168.1.147: huytes=32 time<ims TIL=64
Reply from 192.168.1.147: bytes=32 time<ims TTL=64
Reply from 172.168.1.147: huytes=32 time<ims TTL=64

Ping statistics for 172.168.1.147:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bmz,. Average = Bms

C:“Documents and Settings“Administrator>

Figure 1-2
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416 Use Proxy Server and Mail Server

Synchronously

If proxy server and mail server are installed in the same machine, in order to use them
normally, you need to uncheck the "Mail" check box in the "Configuration" dialogue box.

The steps are as follows:
1) On the main interface of CCProxy, click the "Options" button (Figure 1-1).

EH CC‘Pml}' 8.0(Demo version only supports 3 users) Build 20140418 = IEI- @

Start Stop Options | Account  Register  Meoenitor Hide Help

CCProxy A€ uth Soft

Copyright[C] 2000-2014 Y'oungzsoft 0/0 11:06:04 @ f

Figure 1-1

2) In the pop up "Configuration" dialogue box, uncheck the "Mail" check box, then click
the "OK" button (Figure 1-2).
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P )

Configuration
Prowy services
<'1:| Fratocol Fort
L [M|HTTP/RTSP 808
[ Mail [¥] Secure 805
[V DNS [ZIFTPweb) 503
[ ]'web Cached [] Gopher 8058
| Rremate Dialup [¥] SOCKSMms 1080
[ Auto Startup [V|FTF 21e1
[ ] ko Hide V] Telret 23
[¥] Part Map [V] Mews 113
Local IP Address; [ Auta Detect [ "] [
] NT Service Advanced ] [ 0K, | | o ]
Figure 1-2

Notes:
Mail servers normally use Ports 25 and 110. In order to get away from ports confliction, it
is recommended not to set Ports 25 and 110 as proxy protocol ports (Figure 1-3).
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P )

Configuration
Prowy services
\/::I Fratocol Fiort
= [V|HTTR/RTSF | 508
[ Mail [¥] Secure 805
[V DNS [ZIFTPweb) | 503
[ ]'web Cached [¥] Gapher 804
Remote Diakup [¥] SOCKSMms | 1080
[ Ao Startup [F]FTP 21241
[ Auto Hide (V] Telret 23
[¥] Part Map |E| [V] Mews 113
Local IP Address; [ Auta Detect [ "] ]
I NT Service Advanced l | Ok, l | Cancel ]
Figure 1-3

4.17 Configuration of Dual-NICs

There are many kinds of network topology environment of surfing the Internet via proxy.

Here introduces how to configure dual-NICs:

1. Configuration of NICs

1) There are two network cards on the proxy server, and the one connected to the
Internet is called External NIC. The external NIC could be configured accordingly, as
long as the server could access the Internet normally.

2) The one that connects the Switch and the terminal is called Internal NIC.

While configuring the internal NIC, please note that the IPs of the internal NIC and the
external NIC should not be in the same IP range. Besides, gateway and DNS could be
left unconfigured.

2. Configuration of Clients

In the "Local Area Connections" dialogue box, please configure as follows:

1) IP address (the IP address of clients should be in the same IP range with the IP
address of the internal NIC of the server).

2) Subnet mask (255.255.255.0).

3) Default gateway.
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4) DNS address (DNS is the IP address of the internal NIC of the server).

4.18 Introduction of Dial-up

Click the "Dial-up" tab in "Advanced" dialogue box (Figure 1-1).

Advanced 52 |

Dialup | Cache | Cascading | Log | Mail | Networks | Others |

'3“ Dial-up Ertries [‘u’F‘N Connection -
Dialup User Name
Diglup Password
[ ldle Disconnect Minutes
[] Enable Aute Dialup
Web Mail FTP Telnat

SOCKS Mews Cthers

0K || Cancel

Figure 1-1
If you have created a dial-up connection, you need to click the connection you need in

"Dial-up Entries" drop list, in "Dial-up User Name" and "Dial-up Password" edit boxes
type user name and password, then click the "OK" button (Figure 1-2).
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[ Advanced ﬁ

q@ Dial-up Ertries l‘u’F‘N Connection -
Diglup User Name vpn
Dialup Password seEEEn
[¥]Idle Disconnect Minutes 10

[¥] Enable Auto Dialup

[¥] Web [ Mail [CIFTP [ Telnet
[C] 50CcKs [ Mews [ Cthers
Customize ] £ oK I Cancel
Figure 1-2

Idle Disconnect Minutes: After the network has been left unvisited over the configured
time, system would disconnect the network automatically.

Enable Auto Dial-up: When you visit web, mail, or FTP sites, if you haven't dialed up
yet, system would dial-up automatically for you.

4.19 Introduction of Others

1. Remote Admin
Assume the IP address of the server is 192.168.1.147.

"Remote Admin" is designed for administrators to conduct simple account management
via browsers, without logging in servers. The username is "Admin" and its password
could be configured in "Admin Password" edit box.

1) After clicking the "Others" tab, select the "Enable Remote Admin" check box. The

default port of "Admin Port" is 88 which could be modified accordingly. Type
password in "Admin Password" edit box, then click the "OK" button (Figure 1-1).
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)

rﬁkdvanced 57|
| Dialup | Cache | Cascading | Log | Mail | Networks | Others

Language | Endiish -

[#] Enable Remote Admin Admin Port ag

Admin Passwaord e

["] Password Protection Need Password When Startup
[#] Auto update

[ ok || Ccancel

Figure 1-1

2) Type "http://[192.168.1.147:88" in the address bar of browsers to open the remotely
login window, please type the username and password (Figure 1-2).

—

[ Windows Security

The server 192.168.1.147 at CCProxy Authorization requires a username
and password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

1 |Admin |

[] Remember my credentials

| ok || Canc

Figure 1-2

3) Remote admin window is as (Figure 1-3).
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CCProxy
(& CCProwy Account Manager - =5 BB
File Edit View Favorites Tools Help
R

@Q v |g, http://192.168.1.147:88/account v| b3 | ¢¢| X | | Google 225

77 Favorites i Gs g EEAE v [0 Bums U B @ 0 B @) [0 B ) [0 B ) [0 B (6)
|§CCProxyAccountManager !__i & it > = @ * Page~ Safety~ Tools~= @v &

.

CCProxy Account Manager

»

! Lsername !Enabled Password IP Address MAC Address |Connections Bandwidth Auto disable at
[ pe ] . <N = | 4 4| | moste | w05
([Edt_J[[Dekte ] Useron2 1 [ 1s21ez 123 |[E 3 jo|4 o[ zesee | mmam
(& )| oekte | userone L3 stz | 4 jo|5 | zorzeses meess

Admin Password 123

" [[Modify | [[Refresh | [ Logout |

Total connections in account/Total users in account - 3/2
Total connections online/Total users online - 0/0

Total bandwidth - 0

Server Time: 2013-05-16 15:40:05

1 |
€ Internet | Protected Mode: Off #5 v ®I0% -

Figure 1-3

2. Password
Need password or not when startup or make settings in CCPrxoy (Figure 1-4).

)

rAd\.ranced @
| Dialup | Cache | Cascading | Log | Mail | Networks | Others

Language [ English = ]
Enable Remote Admin Admin Port an
---

Admin Password

Password Protection

MNeed Password When Startup

Auto update

Figure 1-4
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Password Protection: If you select the "Password Protection" check box only, when
make settings for CCProxy, you need to input password.

Need Password When Startup: If you want to enable it, please select "Password
Protection" first.

Notes: Password here is the same with remote admin password.

3. Auto update
CCProxy will update automatically or not.
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5 Account Settings

5.1 OpenDNS Filter Function in CCProxy

First of all, OpenDNS function has been added since V6.64.
We can enable OpenDNS on the "Web Filter" interface as bellow

¥eb Filter EJ
Web Filter Mame |ElpenDN5 w |
Site: Filter ) Permitted Sites (%) Forbidden Sites

Tip: Site filter supportz wildcard character. Each item iz divided by
zemicolon. Eg. * yahoo. com;*. men.com

Advanced DNS Filter | 208.67.222 222:206.67.220.220 |

[] Forbidden LIRL |

Tip: Each itern iz divided by zemicalon. Eq. .exe.zip

[ ] Forbidden Content |

Tip: Each item iz divided by zemicolon. Eg. chat;travel

Mew ] [ Save ] [ Delete ] [ ok | [ Cancel

Input the OpenDNS address behind "Advanced DNS Filter", multiple addresses should
be divided by semicolon, fox example: "208.67.222.222;208.67.220.220".

After saving the web filter we can enable OpenDNS function by enabling this web filter for
different accounts.
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5.2 Block Access to a User with CCProxy

Q: Can | block access to a user with CCProxy?

A: Yes. Please select the user you want to block -> click the "Edit" button -> unselect the
"Enable" check box to disable this account (Figure 1-1).

-

Account
serGroup Mamne Uger-002
Eer
' | Pazsword (L
[]Enable IF Addreszz/IP Range 192.168.1.112 '
MAC Addrezs/Hosthame '
Az Group Belongsz to Group
M awirmum Connections | -1 *Unlimited Connection:-1
Cownload Bandwidth[EBAs] | -1 *Unlimited Bandwidth:-1
Upload B andwidth(kB/z) |- *Unlimited B andwidth:-1
i b ail Telnet Remate Dialup
FTF SOCES Otherz
“wieh Filker ILE
Time Schedule E
Auto dizable at 20134 5428 1568036
B andwidth Cuata ] kB |1 Dapz
Left Time 0:00:00 DD:HH: kM
Mew ] [ Save ] [ ok J [ Cancel
Figure 1-1

For more details of this function, please refer to how to progress account management remotely

from the admin page.
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5.3 Account Management Remotely

For administrator of CCProxy
1. Click "Options" -> "Advanced" -> "Others" and configure as (Figure 1):

Advanced E]
| Dial-up | Cache | Cascading|Loz | Mail | Networks| Others |
ii?ﬁ Language \English v |
[¥] Enable Remote Admin Admin Fort !38 i
Ainin Password ey
I:l Password Protection Heed Password When Startup

Auto update

| 0K || Cancel

Figure 1
You can specify the "Admin Port" and the "Admin Password" here as you wish.

2. Input http://192.168.1.110(server IP):88 in the address field of IE to open the remote
management page, you will be required to login at first (Figure 2).

Notes: Please input the whole URL of "http://192.168.1.110:88" here.
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2} about:blank - Microsoft Internet Explorer

File Edit WView Favwotites  Tools- Help

@Ba:k \u;l @ @ L/:] pSearch *Favurites @ Bv :;l# m .ﬂ

el ess | @] http:192.168.1,110:88

Connect to 192.168.1.110

CCProwy Autharizakion

Liser name:; ‘ 3 admin w |

Password: | sessssensnnnnel |

[ rRemember my passward

L [8]4 J [ Cancel

Figure 2

3. Please input "admin" as user name and the password you set in Step 1 to login (Figure
3).

| CCProxy Accounl Manager - Microsaft Internel Explorer

Bie Edt Yew Fovorkes Tooks Hep i F 4
O ©- R B ] O dorenm @3- 53 B
HAdress E'mpemsz.:ss.u.m:wm v‘im Links - ™

CCProxy Account Manager

[ Uzemame Enabled| Password IPAddress | MAC Address  Connections Bandwidth| Auto dizable at
i (e —= (=] (51| |B_J| |0 o Jmans |

(& )[(ode Jjuswoot | [ | [passmeentor] ] o000 1 £ ol o0 mraer v
[(Ex_J[ooes Juswoz | [ |[ [passwortor| [ oone |0 10 T ell 1p|0 e |resss |
(e )[(osm_][mcrosor.ss)| =] | B [ozeeae | [eestieme | 0 | (o)l 0|00 foiview ([meeee
[ et || Delete [wnroerr E (O] | O] [ozsenz: [bogczoraane 1 6 01 100 poverr s
Adrnin Password MasnPasa [ Meaty | [[Ratrest | [ Legea |
Total connections in accourdTotal usars in account - 04
Tolal connetlions onlineTotal users onling - 00
Total bandwidth - 0
Server Time, 2011-10:17 17:50:46
£ *
£] Dane o frternat

Figure 3

As administrator of CCProxy you can add, edit and delete an account here, just like in
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CCProxy account management panel on the server. You can also change the admin
password here.

For normal users
If the authentication type of your account is "User/Password", you can also login this

account management page to change your password. Just input your user name and
password in Figure 2 to login, then you will get the page as (Figure 4).

3 CCProxy Account Manager - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help .'f'
r & — i1 o = »*
7 ¥ - \ ) L i i ]
@ Back (=P \ﬂ \ELI Tl | - Seatch “. Favories Q‘I [
Address | @7 httpi/f192.168.1,110:88/account v|BYGo  Links *

CCProxy Account Manager

Username- Lser-001
Enabled | 1
Connection Limitation | -1
Current Connections | 0
Bandwidth Limitation | -1
Current Bandwidth | 0
Auto disahle 0
Ceadline | 2011-10-17 17:38:35
IF address authentication | 0
IP address | 0.0.0.0
MAC address authentication | 0
Ml A addresa-
Enahle Services .'-.-'-.-'-.-'-.-'-.-'-.-'2'1 mail:1 telnet1 dial1 fip:1 socks:1 others:
Web Filter |
Time Schedule

LizerPassword authentication | 1

Password | [passwordont |[_ Bdit | [ Refresh | [ Logout |

&] Done & Internet
Figure 4
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For more details, please refer to this link.

5.4 Limit One Account Available for One Person

The "User/Password + IP" and "User/Password + MAC" auth type can do this.

Suppose you have created an account "Tom", and want only Tom can use it. You need to
know Tom's IP address (suppose it's 192.168.1.123) or MAC address (suppose it's
485b39ef5cf6), then the settings should be as Figure 1 (use "User/Password + IP" auth
type). The IP address can be either LAN IP or Internet IP.

x

f User/Group Name | Tom
|7 Pazzword I YT IITIIIIL]
¥ Enable] ¥ IP AddressdIP Range I1 92168.1.123
[T MAC Address/Hostname IdEEI::SEIefEu:.‘E
[T AsGroup [ Belongs to Group I j

M aximurn Connections I"I j *Unlimited Connection:-1
Download B andwidth(kB /2] I-'I :ll *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I j *Unlimited B andwidth:-1

IV owtwiad W Kai V¥ Telnet ¥ Femote Dial-up
¥ FTF ¥ S0CKS ¥ Others

I~ ‘wieb Fier | |
[T Time Schedule I :J

I~ Auto disable at | 8¢ 47203 = | 33344 PM =

I~ Bandwidth Duota | ME |11 Days

[ Left Time 00000 DO:HH: kR

Hew | Save | | ] 4 I Cancel |

Figure 1

Or, the settings should be as Figure 2 (use "User/Password + MAC" auth type).

87


http://www.youngzsoft.net/ccproxy/introduction-of-others.htm

CCProxy

www.youngzsoft.net/ccproxy/

Account . x|
A Uzer/Group Mame ITC'I'I'I
¥ Password I SEEBEENRERER
¥ Enable | T IP AddressdIP Range |152.1EE.1.123
V¥ WAL AddressHosthame I4EEb39Ef5CfE
[T AsGrowp [ Eelongs to Group I j
# awimum Connections |-1 j “Unlirmited Conrection:-1
Download Bandwidth(EB ] -1 = nlimited B andwidth:-1
Ipload B andwidth(KB /2] I"I j *Unlimited B andwidth:-1
IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up
¥ FTP ¥ 50CKS | Others
[~ web Filter | |
[T Time Schedule I :J
I Auto disable at | 94 42013 = | 33344 PM =
I Bandwidth Quota |0 ME |0 Days
[T Left Time O:00:00 DD:HH: kM
MHew | Save | | ] 4 I Cancel
Figure 2
Attentions:

1. The premise is you should know the user's IP or MAC address. And the IP should

better be static, otherwise you need to modify the IP settings every now and then.

2. The "User/Password + MAC" auth type can be used only on LAN while the

"User/Password + IP" auth type can be used for both LAN and Internet.

For more information about auth type, please refer to "Account Management".

5.5 Manage Clients with Dynamic IP Address

If the clients get IP address from DHCP, you can use "MAC" or "User/Password" auth

type for them.

If you want to use "IP" auth type, please create an account with IP range setting like
"192.168.1.100-192.168.1.200" (Figure 1) so that all clients with IP address in this range
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are able to surf via CCProxy.

x

. User/Group Name |IPRANGE]
[T Pazzword |

¥ Enable | W IP Addiess/P Range  [192.168.1.100-192.168.1.200

[ MAC Address/Hosthame |485b393f5cﬂ3

[~ &sGroup [ Belongs to Group I j

M awirnum Connections |-1 j “Unlimited Connection:-1
Download B andwidth(kB /2] I-'I :ll *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I jl *Unlimited B andwidth:-1

IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up

¥ FTP ¥ sS0CKS [ Others

[~ web Filter | |
[T Time Schedule I :J

I Auto disable at | 94 42013 = | 33344 PM =

I Bandwidth Quota |0 ME |0 Days

[T Left Time O:00:00 DD:HH: kR

MHew | Save | | ] 4 I Cancel

Figure 1

5.6 Use a Text File for Web Filter

Yes. Please open "Account Manager"-> Web Filter-> Click the button "..." on the right of
the blank field which is for inputting filter sites-> select the text file you prepared for web
filter.

Below is a sample format for that text file. Please note you need to make sure it is one
item per line divided by semi-colon.

*.inhealthrecords.com;

inhealthrecords.com;

*.sleepcmi.com;

sleepcmi.com;
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fedex.com;
* fedex.com;
*.pahcom.com;

5.7 Apply Filter to Block MSN

Yes, you can use site filter rule in web filter.
1. Install the latest version of CCProxy.

2. Click "Account" -> "Web Filter" -> click to select the "Site Filter" and "Forbidden Sites"
check box -> type ".hotmail.com;.passport.com;.msn.com;:1863" into the bellow text box

-> click "Save" or "OK" button to save this web filter (Figure 1).

¥eb Filter

Wweb Filter M ame |E|':"3kM5N i |
& ika Fillar () Permitted Sites (%) Forbidden Sites
i * hotrmail. com;*. pagsport. com;*. man.com;® 1863 | E]
Tip: Site filter supportz wildcard character, Each item iz divided by
zemicalon. Eq. * pahoo. conm:® man.cam
AdvancedDNS Fiter | |
[ Farbidden URL | |
Tip: Each item iz divided by zemicolon. Eg. .exe..zip
[ ] Forbidden Content |
Tip: Each item iz divided by zemicalon. Eq. chat;trawvel
Mew ] [ Save ] [ Delete ] ok [ Cancel
Figure 1

3. Select an account for which you want to block MSN messenger and enable the web

filter you created in Step 2 for this account (Figure 2).
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x

A UzerGroup Marne |W|NEUU3-ENT-H2-

[T Pazsword I
¥ Enable W P Addresz/IP Range |1E|2.'IEE.1.112
[T MALC Address/Hostname IDEIEICEEI?EEFE1
[T AsGroup [ Belongs to Group I j

M axirnumn Connections |'1 ﬁ *Unlimited Connection:-1
Download B andwidth(kB /2] I-'I j *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I jl *Unlimited B andwidth:-1

IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up

¥ FTP ¥ S0CKS [ Others

¥ Web Fiter [BlockMsN =
I~ Time Schedule | =]
I Auto disable at | 94 42013 = | 33344 PM =
I~ Bandwidth Duota |0 ME |11 Days
I~ Left Time (:00:00 DD:HH:MM
New | Save | ok | Cancel
Figure 2

Now you can block MSN messenger for the client which using the account mentioned in
Step 3.

5.8 Allow Only Specific Websites

The web filter function can help you. Do as below please:

1. Create a Web filter rule: check "Site Filter" and "Permitted Sites" and then enter sites

you want to allow such as "www.yahoo.com", ".yahoo.", ".yahoo.". The wildcard is usually
used for this function.

2. Enable Web Filter function for the accounts which you want to limit and choose the
web filter rule you have created for these accounts.
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For more details, please refer to Account Management.

5.9 Sites Display Abnormally After | Allow Them

Reason

Sometimes the site you allowed has some pictures or other info linked from other sites. In
that case, the site will display abnormally cause you have not allowed the sites which
provided the pictures and info.

Solution

Suppose you want to permit only yahoo.

Right click an image on yahoo, click "Properties" to get the "Address (URL)" of this
image. You can see the URL is not yahoo but yimg (Figure 1-1).

Local Apps More ® thewet O china only

Properties

General | ) I Web Search

P >
ﬁ obama.jpg

Sign In Mewy here? Sig

TRENDING NOW

Frotocol: HyperTest Transfer Protocol 1. Mila Kunis B Lean

2. Lauryn Hill 7. Mike”
Type: JPEG Image

3. Adam Yyest 8. E-Trac
Address: http: 21 yirng. com/adifw/news/ 201 1/07 /26/0bam ~ s 1
(URL) e e 4 Kristin ICavaIIan 9. Solar

. £ i ) i Templar 10, Hulu
Size: 14836 bytes Open Link in New Window
Dimenzions: 392 » 154 pixels » Save Target As...
|, Print Target
arch Search We

pening Now

bama didn’t utter

ord in his debt-  « Fulltest of £
kit leaves room  « Boehner: M

Save Picture As,.,
E-mail Picture. ..
Print Pickure...

Created: 726201
Modified: 742642011

e's toll » = Why a deal
Go ko My Pictures
= | Set as Background
oK ] [ - l Set as Deskkop Item...
..... i | W
Priciest LS. Tiger takes kit . House

m omg: home far ale anathet hit be  Copy Arnerican Idal
= Copy Shortcut Jersey Shore
fis] RealEstate 1-40f36 Paste
Shine Add to Favori:

HEWS  WORLD LOCAL FINAHCE O aVOIes:
Shopping . Properties

« Sarah Falin film tanks at box office, heads to Pay-Pommew
# sports g TR = A

Figure 1-1

So the filter item should be ".yahoo.;.yimg.".

Note: for some sites, you may need to add more items in the filter, a better way to find
the items is the CCProxy log. You can get all URL clients try to connect in the log, then
choose to add items into filter with ™. Nutshell, you need to add all URL of the site as
CCProxy filter items.
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5.10 Block Specific Websites for Specific Users

The web filter function can help you. Do as below please:

1. Create a Web filter rule: check "Site Filter" and "Forbidden Sites" and then enter sites
you want to block such as ".yahoo.;.facebook." will block yahoo and facebook. The

wildcard is usually used for this function.

Web Filter
Wb Filter M ame |E=I|:u:k *'ahoo and Facebook, w |
& ita Fillar () Permitted Sites (%) Forbidden Sites

| * wahoo,*;* facebook. *

L]

Tip: Site filter supportz wildcard acter. Each item is divided by
zemicalon. Eg. * vahoo, com;® man.co

Advanced DNS Filter |

* yahoo.*:;*.facebook.*

[ Forbidden URL |

Tip: Each item iz divided by zemicolon. Eg. .exe..zip

[ ] Forbidden Content |

Tip: Each item iz divided by zemicalon. Eq. chat;trawvel

Mew ] [ Save ] [ Deletes ] ok

[ Cancel

X]

Figure 1

2. Enable Web Filter function for the accounts which you want to limit and choose the

web filter rule you have created for these accounts.
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Account rg]
zerGroup Marne iW|N><F'F' |

[ Pazsward | |
Enable IP Address/IP Range  [192.168,1.50 &
[] MAC Address [D00c23346kr 1@

[ ]4zGroup [ |Belongs to Group

b auimurn Connections |_1 !| + “Unlimited Connectior:-1

Download Bandwidth(k.E /2] ' : *Unlimited B andwidth:-1

Upload Bandwidth(KB/s] |-

“Unlimited Bandwidth:-1

(RPN b ail Telnet Fiemate Dial-up
FTF SOCKS Others

Wwieh Filter !_Eil-:u:k ‘r’ahu:u:u_ind Fau:el:u:n:u_lj__v:i_-
[ Time Schedule (EJ
[ ] &uta dizable at it i 3 i __l
Mew ] [ Save ] | ok [ Cancel
Figure 2

For more details, please refer to Account Management.

5.11 Block Websites with Specific Content

Please enable the "Forbidden Content" function and enter "game;sex;chat;travel" and so

on (Figure 1). However, some normal sites would be forbidden cause any site with the
string you entered will be forbidden.
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Web Filter X
“Web Filter M ame |"\"'~"'E|I'Fi|t'E!f"I b |

Site Filter () Pemitted Sites (%) Forbidden Sites

Tip: Site filter supportz wildcard character. Each item iz divided b

zemicolon. Eg. ¥ pahoo, comm;® man. com

Advanced DNS Filter | |

[ Ferbidden LIRL | |

Tip: Each item iz divided by zemicolon. Eg. .exe;.zip

game:sex:;chat:travel
Forbidden Content Egame;sex;chat;travel |
Tip: Each item iz divided by zemicalon. Eq. chat;travel
Mew ] [ Save ] [ Delete ] ok [ Cancel
Figure 1

For more details, please refer to Account Management.
5.12 Block Specific Exercisable Files from Internet
Please enable the "Forbidden URL" function and enter ".exe", ".msi" and so on.

If you want to block some other types of file like ".avi", ".rmvb", ".swf" you can also use

this function (Figure 1).
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Web Filter E'
‘Web Fiter Name WebFier vl
Site Filter O Permitted Sites (&) Forbidden Sites

Tip: Site filter supportz wildcard character. Each item iz divided by
zemicolon. Eg. ¥ pahoo, comm;® man. com

Advanced DN Fiter | |

Farbidden LIRL I e ;. avi; sl |

b
Tip: Each item iz divided by zemicolon. Eg. .exe;.zip \\
.exe:.msi:.avi..swf

[ ] Forbidden Content |

Tip: Each item iz divided by zemicalon. Eq. chat;travel

Mew ] [ Save ] [ Delete ] [ k. ] [Eancel

Figure 1

For more details, please refer to Account Management.

5.13 Disable Specific Client Download File

You can add a web filter rule in the account. Enter "Content-Type: application/octet-
stream" in the "Forbidden Content" field (Figure 1-1).
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Web Filter E'
‘Web Fiter Name WebFier vl
Site Filter O Permitted Sites (&) Forbidden Sites

Tip: Site filter supportz wildcard character. Each item iz divided by
zemicolon. Eg. ¥ pahoo, comm;® man. com

Advanced DNS Fiter | |

[ Ferbidden LRL | |

Tip: Each item iz divided by zemicolon. Eg. .exe;.zip

Forbidden Content ;Enntent-%ype: applicationoctet-gtream

Tip: Each item iz divided by zemicalon. Eq. chat;travel

Mew ] [ Save ] [ Delete ] ok [ Cancel

Figure 1-1

5.14 Allow Only Mail Proxy for Specific Client

Please click the "Account" button of CCProxy -> choose the account which you want to
make this restriction -> click the "Edit" button -> select only "Mail" and leave the other
proxy protocol options unselected (Figure 1-1).
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u UszerdGroup Mamne IW|NEUD3-ENT-H %
[T Pazzword I
¥ Enatle ¥ IP &ddress/IP Fange I1 32168.1.112
[ MAC Address/Hostname IDEIEI::EEI?EBFE1
[T &sGroup [ Belongs to Group I j

b airnurn Conhections |-1 ﬁ “nlimited Connection:-1
Download Bandwidth(kB /2] |-1 j “Unlirited B andwidtb:-1

IUpload B andwidth{F B /2] I"I j *Unlimited B andwidth:-1

™ whwiad W Mai [T Telnet ™ Remate Dial-up

[T FTP [ s0CKS [ Others

I~ ‘web Filter | i
[ Time Schedue | ]
I~ Auto disable at | 92 4/2m3 = | 33344 PM =
I™ Bandwidth Quota |0 ME |0 Days
I Left Time 0:00:00 DD:HH:MM
New | save | [ 0k | Cancel
Figure 1-1

BTW, in that case, you can only send and receive emails by email client such as Outlook

Express and thunderbird and so on.

5.15 Configure a Web Filter Schedule

Suppose the "Auth Type" is "IP Address" and the client is 192.168.0.100. During work
time (8:00—12:00;13:00—18:00), this client can access only specify sites such as
www.companysite.com,mail.companysite.com and other time there's no limitation for this

client.

1. Create two accounts with different user name (A and B) and the same IP:
A: 192.168.0.100

B: 192.168.0.100
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2. Create two time schedule rules:

Rule1

From Monday to Friday: Can access Internet only during 8:00—12:00 and 13:00—18:00.
Weekend: Cannot access Internet (Figure 1-1).

Time Scheduls & lNme Table
E Tirne Scheckie Mame  TmeSchedule | i _-'-;; Tige OO0 denotes that intemel acceas i pammifted from 00 00
& = fe 01100
ey (00030000 E/
Mondey | DELO0-1200+) 001800 13 Clotes Coeon oz Coim Closos CJosm
Tumichy | 080012 00+ 300-1800 M=l Cloros Closto Flosoo [Fioos Fiod Fizm
Wednmsdyy 0200120041 3001800 =J 300 Fum Fhso Feo Fre e
Thusdey | DB00120011 3001800 (=]
= s (s (20 CO2er Caaed ]
Foday  DED0AZ 00413001800 L]
Saluedsy 00030000 =) Aoy To [Fweb [FWal [FFTP  [#Tene [E500K5
- [+] Othex
New | [ Save | [ Dome | [ ok | [ Concel | i -
[(Urneectall | [ seectan | [ 0k | [ Coon |
Figure 1-1
Rule 2

From Monday to Friday: Can access Internet only during 00:00-08:00 and 12:00-13:00
and 18:00-24:00.
Weekend: Can access Internet all day (Figure 1-2).

Time Scheduls Ex Time Table

Titre Sckvockie Mame | TmeSchedule 2 -;_"; T 0 00 dencted that Inlemet accent i pemmited e (0 00

E‘" o (.00
Suncep | 00002400

Mondsy | OODD-0R-00+1 2001 200160024 Fiom Fen o [[uo Fen e

Tomeclay | 00000800412 00-13 00180024
‘wedresday 00000800+ 12:00-1 2 00= 180024

Floroo [«joeoo [[Jomoo [Timas (1100 [Jrzon
Fizoe Olw 5w e Cwwod e
Tharscay | 00 D0-08 00+12.00-1 3 00=18 00-24

Flizm [Fzom [Fam Fzo Fzaon Fao
Fadey  DOCO-0800:1 300130018 00-24 = o g g B =

EIE]FJGDEQ:

i ] i Aoy To [Fwes [FMal  [EFTP  [FlTskw [2500KS

ECEEETE T [¥] Dt
[(Unsectan | [semcmr | [0k ] [ cowce |
Figure 1-2

3. Create a web filter named 001, check "Site Filter" and "Permitted Sites" and input
".companysite.".
4. Enable time schedule rule 1 and web filter 001 for A, enable time schedule rule 2 for B.
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5.16 Run CCProxy as Anonymous Proxy Server

How to run CCProxy as anonymous proxy server with web filter available?

First of all, it's of course possible.

The difference is you need to create an account using IP auth type and the "IP Range"
should be "0.0.0.0-255.255.255.255", it means "permit all", in other words, anonymous
proxy service (Figure 1-1).

Account Hanager |__| E|r5_(|
Optionz Filter/T ime
@ Permit Categony: | Permit Oy hd | [ "wWeh Filter ]
Auth Type: | IP Address - | [ Time Schedulz ]
User Hame IP Address MAL Address Con.. = Ban..  Enabl Mew

< 5
Uzer Count: 1 [T User Auth Domain: | | [ Floww Stats ] [ (]84 ] [ Cloze ]

Figure 1-1

Now, you can specify a web filter for this account as normal accounts (Figure 1-2). How to
apply web filter?
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A UserdGroup Mame IWlNEDDS-ENT-H 2-
[ Pazgword I
¥ Enable ||7 |P Addresz/IP Range ID.D.D.D-255.255.255.255
[ MAC Address/Hosthame IEIEIEICEEI?EEFE1
[~ &sGroup [ Belongs to Group I j

M axirnumn Connections |1_ﬁ *Unlimited Connection:-1
Download Bandwidth(KB/s] [T~ *Unlimted Bandwidth:
Upload Bandwidth{KE/s] |1_j “Unlimited Bandwidth:-1
IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up
W FTP ¥ S0CKS W Others

¥ Wb Fiter |'w/ebFiter-1 =l
I~ Time Schedue | |
I Auto disable at | 94 42013 = | 33344 PM =
I~ Bandwidth Duota |0 ME |11 Days
[ Left Time [00000 DD:HH:MM
New | Save | ok | Cancel
Figure 1-2

5.17 How to Block TeamViewer

Create a filter as bellow, the filter item should be ".dyngate.;.teamviewer." (Figure 1-1).
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¥eb Filter (X
Wb Filter M ame |E=I|:u:k T earnfiewer w |
Site Filter () Pemitted Sites (%) Forbidden Sites
i".dyngate.";*.teamviewer.* | =E]

Tip: Site filter supportz wildcard character. Each item iz divided by
zemicolon. Eg. ¥ pahoo, comm;® man. com

Advanced DN Fiter | |

[] Farbidden URL | |

Tip: Each item iz divided by zemicolon. Eg. .exe;.zip

[ ] Forbidden Content

Tip: Each item iz divided by zemicalon. Eq. chat;travel

Mew ] [ Save ] [ Delete ] ok [ Cancel

Figure 1-1
This filter item depends on the URL TeamViewer tries to connect, it may be different in

different countries. You can get this in the "Connection information" dialog box as bellow
when a client trying to use TeamViewer via CCProxy (Figure 1-2).
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Connection information

'@ Curerd Connection |rdamsation Comnections: 1 (HESTE |

Leg | Account | IP

WHY-S4E. 19216871220 GET hfp://ping3 dungate comdin azpe P s=000000008d=001 073442,
WHY-S45__ 1921681220 GET hitp/ping . dynoate comldin asps?s=00000000kid=501 075442 __
WHY-S45.. 1921681.220 GET hp./, "pirg?.dg.lngu!a.:nn-u‘:limaw?s-ﬂl:ﬂ.'ﬂﬂmﬂh’-d-ﬁﬁ 075442...
WHY-S4E5., 1921681220 GET Mp;f'piruS.d.lnDﬂis.wanin azpe Ps=000000008d =001 072442, .
WRT-S45.. 19216871220 GET hitp:/, 'pirg?.qlngalamnnjdinaw?wﬂﬂmnmn&i-j:m1 0Fo4dz..
WHYS4E. 1821681220 GET hitp: /ipinad dynoate com/din aspy?ss00000000Ed=E01 078442
WRY-S5. 1921681.220 GET hap:/masterTd Tearmmever, comi din, aspe e = 00000000 Ed=E01 10,
WHYS4E. 1921681.220 GET hetp:/, a:sier‘l4.teamvhmr.mmi’dnlam?z:?[ﬂ#&ﬁﬂpﬂﬂﬂ...
WRY-S45..  1921681.220 GET hitpedfnasten 4. tearmaewer. com/din.aspr?s=305483558d=8010_
WHY-S4E., 1921681220 GET hitp://85.214.242 243/ din aspx Pea00000000G =807 07 E44 25li...
WHY-S45., 1921681220 GET hitp: /785,214,242 243/ dout, aspi?s =2383537 28:p=1 D0O000T Eeli...
WHT-S4E.. 19216671220 GET hiip: /785,214 242 243/ dout aspe?s=230353725p=1 D000 26|, ..
WRY-S6..  1321681.220 GET hitp: /785214 242 243/ dout. aspyTe=2983537 24p=1 0000003 ke li....

User Hame | IP Addeess Achion i

WHY BB,  1921681.220 GET hiie://85.214.242 243/ dout, asox 7s=2983537 200=1 00000048el;,.. ™

[ Stop Serol SerdMessage | | FlowStats | [ Openlogs || Clearlogs || Clase

Figure 1-2

Enable this filter for the client for which you want to block TeamViewer (Figure 1-3).
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Account x|

A UzerGroup Marne IW|NEUU3-ENT-H 2
[T Pazzword I
¥ Enable [ IP Address/IP Range |1 92.168.1.112
[T WAL AddressHosthame IDDDCES?EE.‘E1
[T AsGrowp [ Eelongs to Group I j

M axirnumn Connections |'1 ﬂ *Unlimited Connection:-1
Download B andwidth(kB /2] I-'I j *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I jl *Unlimited B andwidth:-1

IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up

¥ FTP ¥ S0CKS [ Others

[ Web Fiter [Block Teamiviewer |
I~ Time Schedue | |
I Auto disable at | 94 42013 = | 33344 PM =
I~ Bandwidth Duota |0 ME |11 Days
[~ Left Time 0: 0000 DD:HH: MM
New | Save | ok | Cancel
Figure 1-3

Please refer to this article to get more details of how to use web filter.

5.18 Force Clients Access Internet via CCProxy

To enable web filters and bandwidth limitation for the client PCs, the precondition is that
all these client PCs can access Internet only through CCProxy.

If you have enabled the Internet Connection Sharing of Windows, please just disable it.

If there's a router on the LAN, client PCs will be able to access Internet via the router,
bypass CCProxy. For this situation, you can set the router allow only the proxy server
access Internet depends on the proxy server's IP or MAC.

Take TP-Link TL-WR340G for example, you can allow only the proxy server access
Internet directly depending on IP address or MAC address.

1. "Security" -> "Firewall"
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2. Click to select the "Enable Firewall" check box, then click to select "Enable IP Address
Filtering" check box or the "Enable MAC Address Filtering" check box. Please select the
"Allow" check box, then save.

Firewall

[~ Enable Firewall ¢he general firewall swilch)

[~ Enable IF Address Filtering
Defauli IP Address Fittering Rules:
™ Sllow the packets not specified by any fillering rules to pas s through the router

& [ieny the packets not specified by any fikering rules to pass through the router

I Enable Domain Filtering

[~ Enable MAC Address Filkering
Defaull MAC Address Filtening Rules
™ Allow these PCs with enabled rules fo access the Intemet

&+ [Depy these PCe with enabled rules 1o accass the Internel

Seve

3. Click "Add New" button in the bellow interface.
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IP Address Filtering

Firewall Settings (WVou can change it on Firewall page)
Enable Firewall; Enabled
Envanlule: 1P Rl eess FIRe mvg: Enabled

Detanlt Filtering Rules: Allow the packets not specified by any filtering rales 1o pass threugh 1

1] Effective time  LANIP  LAN Port  WANIP  WANPort  Protocal  Action  Status

Add New,, | Enable All | Disable 28| Delete Al |

Iove [|D| D |

Fresiins I [dEx J

4. Suppose the proxy server's IP address is 192.168.1.100, the "LAN IP Address" range
should be 192.168.1.100 - 192.168.1.100, select "Allow" for "Action", keep other options
as default settings.

IP Address Filtering

Firewall Settings (WVou can change it on Firewall page)
Enable Firewall; Enabled
Envanlule: 1P Rl eess FIRe mvg: Enabled

Detanlt Filtering Rules: Allow the packets not specified by any filtering rales 1o pass threugh 1

1] Effective time  LANIP  LAN Port  WANIP  WANPort  Protocal  Action  Status

Add New,, | Enable All | Disable 28| Delete Al |

Iove [|D| D |

Frevlius I =0 J

5. In fact, it's easily to change IP address on client PCs, so we recommend MAC address
filtering here. Click "Add New" button in the bellow interface.
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MAC Address Filtering

Firewall Settings (You can change it on Firewall page)

Enaldle Firewall; Enalbiled
Enabile MAC Address Filterimg: Disabled

Drefantt Fiftering Rules: [heny these PCs with enabled rules to access the Intemet
(1] MAC Address Description Status Mo dify

Add New. | Enable All | Disable Al | Delste Al |

EialE | et I

Note: the "Default Filter Rules" here should be "Allow..."

6. Type the proxy server's MAC address and keep other options as default settings.

Add or Modify a MAC Address Filtering Entry

MAC Address: |

Description: |

Status: Enabled "]

Seve F Eetum |

7. After you have finished these settings, you need to restart the router to enable them.
Note: you can choose either IP address or MAC address filtering, up to you.

5.19 How to Block Gmail with CCProxy?

The web filter function of CCProxy can be used to block gmail for specified clients and
bellow are the steps:

1. Click the "Account" button in CCProxy main window -> click the "Web Filter" button ->
click the "New" button -> Select "Site Filter" and "Forbidden Sites" -> input "mail.google."
-> click the "OK" button to save (Figure 1).
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¥eb Filter [X]
€z web Fiter Name | BLOCKGMAIL v
Site Filter () Pemitted Sites (%) Forbidden Sites
|mail. google. * | =E]

Tip: Site filter supportz wildcard character. Each item iz divided by
zemicolon. Eg. ¥ pahoo, comm;® man. com

Advanced DNS Fiter | |

[] Farbidden URL | |

Tip: Each item iz divided by zemicolon. Eg. .exe;.zip

[ ] Forbidden Content I

Tip: Each item iz divided by zemicalon. Eq. chat;travel

Mew ] [ Save ] [ Delete ] ok [Eancel

Figure 1

2. Select an account in the account list and edit it -> click to select the "Web Filter" check
box -> select the web filter you have just created -> save (Figure 2).
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x

A Uzer/Group Mame ITDI'I'I
[ Passwaord | T
¥ Enable [ IP Address/IP Range |1 92.168.1.112
[ MAC Address/Hosthame IDEIEICEEI?EEFE1
[~ &sGroup [ Belongs to Group I j

# awimum Connections |-1 j “Unlirmited Conrection:-1

Download B andwidth(kB /2] I-'I j *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I j *Unlimited B andwidth:-1
IV vt W Mail v Telnet ¥ Femote Dial-up

¥ FTP ¥ S0CKS [ Others

¥ Wb Filter [BLOCKGMAIL |
I~ Time Schedue | |
I Auto disable at | 94 42013 = | 33344 PM =
I~ Bandwidth Duota |0 ME |11 Days
[~ Left Time 0: 0000 DD:HH: MM
New | Save | ok | Cancel
Figure 2

Now, Tom can visit all websites except gmail.

5.20 CCProxy Account Management

In this section we will talk about the account management of CCProxy. CCProxy features
powerful Internet access control function. It helps the administrator to manage clients
easily and efficiently. The account management includes "Account List", "Web Filter" and
"Time Schedule". We will introduce all of them in detail below.

Account Management Main Interface
Click "Account" button on the CCProxy window to open account manager dialog box:
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Account Manager = || IEI_SE
Options Filter/Time
=3 Permit Categony: [F'Eﬂ'ﬂit Only e | | Wwieh Filter ]
bt &
Autth Type: |IP Address v| | Time Schedule |
|Jzer Mame IP Address MAC Address Conn.. Band.. Enable [ hew

Uzer Count: [T Domain User Auth D'omain I Flow Stats | I 0k | | Cloze I

4| 1 [

 SelectAl
- futoScan

Permit Category: There are two options - "Permit All" and "Permit Only". "Permit All"
means all proxy clients can access the Internet via CC Proxy. "Permit Only" means
only the clients which have been given permission can access the Internet via CC
Proxy.

Auth Type: CCProxy account authentication supports IP Address, MAC Address and
User/Password. Each account can be authenticated with these auth types. The
"User/Password" authentication is only valid to web proxy and socks5 proxy service.

Web Filter: The administrator can define the filter rule here. CCProxy supports "Web
Site Filter"(Permit or forbidden), "Forbidden URL"(Web URL filter) and "Forbidden
Content"(Web Content Filter).

Time Schedule is used to control the clients' on-line time.

New, Edit, Delete and Select All: These are used to create, edit or delete the account
list.

Auto Scan: This is used to scan the computers on the LAN to get the computer's
information automatically. For example, computer name, IP address and MAC
address.

Export and Import: Export is used to save the account list information to a specific
folder. Import is used to load account information from a specific file. These two
features function just like the backup and restore operations of account list.

Domain User Auth: If you check this box, CCProxy will scan out the Active Directory
accounts automatically. You can input the AD server name in the edit box. "." means
local server.

Flow Stats: displays the bandwidth usage of each account.

Create New Account
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"Account -> Permit Category -> Permit Only -> New".

Account 3 |
, Uzer/Group Mame Uszer-001
— | Pazzwiord
4| Enable [V IF AddrezsAP Range [2)
[ MaC Address/Hostname (2]
| Az Group [ ] Belongs to Group

M auimurn Connections -1 — *Unlimited Connectiar:-1

Download Bandwidth(kB ] -1 : *Unlimited B andwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth: -1
[] oo [V Mail [] Telnet [¥] Remote Dial-up

WIFTP  [#]S0CKS  [¥] Others

| "#eb Filter [E]
[] Time Schedule @
[] &uto dizable at /292004 = 11:16:43 AW
| Bandwidth Quata ME |1 Days
| Left Time DD:HH:MM
I New | | Save l [ 0k, | | e

® Enable is used to enable or disable the account.

® User/Group Name is used to define each account. It's also used as the username for
User/password authentication.

® Password is used to define the account's password.

® |P Address/IP Range: you can input a single IP or IP range. For example:
192.168.0.1 or 192.168.0.1-192.168.0.10.

® MAC Address is used to define the client's MAC address. Click the "?" to get the
MAC address by the IP address or computer name.

® As Group means this account is defined as a group account.

® Belongs to Group: you can add this account to any defined group.

® Maximum Connections refers to the maximum simultaneous connections. The value
-1 means no limitation.

® Bandwidth refers to the maximum bandwidth of each connection. The value -1
means no limitation.

1M



CCProxy www.youngzsoft.net/ccproxy/

® Services are used to choose the permitted services of this account.

® \Web Filter: you can choose a defined web filter here.

® Time Schedule: you can choose a defined time schedule here.

® Auto disable at: the account will be disabled at this defined time automatically.
Web Filter

Web filters can effectively restrict clients accessing to particular web sites.
"Account -> Web Filter"

¥eb Filter ﬁ |
web Filter Name WebFier-1 3
Site Filter (O Pemitted Sites (%) Forbidden Sites
* aol.com;* yakhoo. com:*. ebay. com:®. craigzlist. org® craigslist. com; IE

Tip: Site filter supportz wildcard character. E ach item iz divided by
gemicolon. Eg. * vahoo. com;* men.com

[ ] Forbidden URL

Tip: Each item iz divided by zemicalon. Eq. .exe.zip

Farbidden Cantent chat travel;

Tip: Each item i divided by zemicolon. Eg. chat;travel

Mew ] [ Save ] [ Delete ] [ ok | [ Cancel

® \Web Filter Name is used to define different web filter rules.
® Site Filter: Input the sites you want to filter in the edit box. Site filter supports
wildcard character (,7). Multiple sites should be divided by semicolon. For example:

.yahoo.com;???.hotmail.com;www..org.

Also you can define port filter. For example:

433, .yahoo.com:80;.hotmail.com:;

You can also input a web filter file name here. The web filter file format is one web filter
for one line. For example:

.yahoo.com;

.hotmail.com;

.bbc.com:;

.msn.com:433;
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® Permitted Sites: the clients can only access the sites which are included in the site
filters.

® Forbidden Sites: the clients can not access the sites which are included in the site
filters.

® Forbidden URL: You can define the URL filter here. You can input whole or partial
URLs. For example:

http://www.google.com/;.zip;.exe;/mail/;
Forbidden URL is different from Site Filter. Site Filter only applies to the web host name
and port, whereas Forbidden URL applies to the whole URL address.

® Forbidden Content can filter web pages with specific characters. If the web page
includes such characters, it will be banned. Input the characters you want to name in
the edit box. Multiple characters should be divided by semicolon. For example:
chat;travel.

Notes: This step is only to define a web filter rule. If you want to apply it to a specific
account, you should edit the account's properties and select the web filter rule for the
account.

Time Schedule (Control On-line Time, Access Time Control)

Time schedule is used to control the clients' on-line time.
"Account -> Time Schedule"

Time Schedule

x]

] Time Schedule Mame | TimeSchedule-1 W

Sunday | 00:00-24:00
Monday | 00:00-24:00
Tuesday  |00:00-24:00
wednesday | 00:00-24:00
Thursday | 00:00-24:00

Friday | 00:00-24:00

ajajaaaaa

Saturday | 00:00-24:00

Mew ] [ Save ] [ Delete ] [ 0K | [ Cancel ]

® Time Schedule Name is used to define different time schedule rules.
® Sunday to Saturday: This is used to set different on-line time schedules for business
days. You can edit time schedule directly in the edit box or click the button besides
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edit box. In the popup "Time Table" dialog box, there are 24 time range choices.
Note: "01:00" means Internet access is allowed from 00:00 to 01:00. "Apply to," means
the time control of the day is only effective for checked choices.

Notes: This step is only to define a time schedule rule. If you want to apply it to the
specific account, you should edit the account's property and select the time schedule rule
for this account.

Some Samples of Account Management

How to block some certain sites for clients

. Suppose you want to block Yahoo and CNN sites.

. Open "Account Manager" dialog box.

. Click "Web Filter" button and open the "Web Filter" dialog box.

. Click "New" button.

. Enter "filter-yahoo" in "Web Filter Name".

. Check "Site Filter" and "Forbidden Sites".

. Enter "yahoo.;cnn." in the edit box of "Site Filter".

. Click "Save" and "OK" button.

9. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
10. Check "Web Filter" and choose "filter-yahoo" from the list box.

11. Click "OK" button. Now the client unable to access Yahoo and CNN.

0 N O OB~ WN -

How to allow only several certain sites for clients
Suppose you want to allow clients only access www.youngzsoft.net.
1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "permit-youngzsoft" in "Web Filter Name".

5. Check "Site Filter" and "Permitted Sites".

6. Enter "youngzsoft" in the edit box of "Site Filter".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "permit-youngzsoft" from the list box.
10. Click "OK" button. Now the client can only access www.youngzsoft.net.
How to block sites with certain content

Suppose you want to block sites that contains "chat".

. Open "Account Manager" dialog box.

. Click "Web Filter" button and open the "Web Filter" dialog box.

. Click "New" button.

. Enter "filter-chat" in "Web Filter Name".

. Check "Forbidden Content".

. Enter "chat" in the edit box of "Forbidden Content".

. Click "Save" and "OK" button.

~N o o0k WODN -
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8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "filter-chat" from the list box.

10. Click "OK" button. Now the client cannot access any sites that contains "chat".
11. How to block some exercisable files from Internet

12. Open "Account Manager" dialog box.

13. Click "Web Filter" button and open the "Web Filter" dialog box.

14. Click "New" button.

15. Enter "filter-exe" in "Web Filter Name".

16. Check "Forbidden URL".

17. Enter ".exe;.bat;.pif;.msi" in the edit box of "Forbidden URL".

18. Click "Save" and "OK" button.

19. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
20. Check "Web Filter" and choose "filter-exe" from the list box.

21. Click "OK" button. Now the client cannot download exercisable files.

How to limit bandwidth for clients

1. Open "Account Manager" dialog box.

2. Select one client and click "Edit" button.

3. Enter "4096" in the "Bandwidth".

4. Click "OK" button. Now the client's bandwidth is 4Kb/s.

5. If you only want to limit upload bandwidth, please go to CCProxy "Options" ->
"Advanced" -> "Networks". You can select the bandwidth control type from "Bandwidth
Control Apply for".

How to block some certain ports for clients

Suppose you want to block port 1863 (MSN messenger port).

1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "filter-port-1863" in "Web Filter Name".

5. Check "Site Filter" and "Forbidden Sites".

6. Enter ":1863" in the edit box of "Site Filter".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "filter-port-1863" from the list box.

10. Click "OK" button. Now the client cannot access port 1863 and MSN messenger.

How to customize the "Forbidden" page

1. Open "Options" dialog box.

2. Click "Advanced" button.

3. Click "Customize" button.

4. You can change the "Account auth failed message", "Web site filter message" and
"Web content filter message".

5. Click "OK" button.
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5.21 Internet, Web and Content Filter

CCProxy Server Software has all-around filter functionality. It can realize Internet filter
and Web filter, no matter basing on the content or the site itself. Web filter can effectively
control the web sites that clients want to visit.

Web Filter
Web filters can effectively restrict clients accessing to particular web sites.
"Account -> Web Filter"

¥eb Filter ﬁ |
web Filter Name WebFier-1 3
Site Filter (O Permitted Sitex (%) Forbidden Sites
* aol.com;* yahoo. com:*. ebay. com:®. craigzlist. org:®. craigzslist. com: IE

Tip: Site filter supportz wildcard character. E ach item iz divided by
semicolon. Eq. * pahoo. com;® man. com

[ ] Farbidden URL

Tip: Each item iz divided by semicolon. Eq. .exe.zip

Forbidden Content chattravel;

Tip: Each item iz divided by zemicolon. Eg. chat;travel

Mew ] [ Save ] [ Delete ] [ ok | [ Cancel

Web Filter Name is used to define different web filter rules.
Site Filter: Input the sites you want to filter in the edit box. Site filter supports wildcard
character (,?). Multiple sites should be divided by semicolon. For example:

.yahoo.com;???.hotmail.com;www..org.
Also you can define port filter. For example:

433, .yahoo.com:80;.hotmail.com:;

You can also input a web filter file name here. The web filter file format is one web filter
for one line. For example:
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.yahoo.com;
.hotmail.com;
.bbc.com:;
.msn.com:433;

Permitted Sites: the clients can only access the sites which are included in the site filters.
Forbidden Sites: the clients can not access the sites which are included in the site filters.

Forbidden URL: You can define the URL filter here. You can input whole or partial URLSs.
For example:

http://www.google.com/;.zip;.exe;/mail/;
Forbidden URL is different from Site Filter. Site Filter only applies to the web host name
and port, whereasForbidden URL applies to the whole URL address.

Forbidden Content can filter web pages with specific characters. If the web page includes
such characters, it will be banned. Input the characters you want to name in the edit box.
Multiple characters should be divided by semicolon. For example: chat;travel.

Notes: This step is only to define a web filter rule. If you want to apply it to a specific
account, you should edit the account's properties and select the web filter rule for the
account.

Time Schedule (Control On-line Time, Access Time Control)

Time schedule is used to control the clients' on-line time.
"Account -> Time Schedule"

Time Schedule

x]

] Time Schedule Mame | TimeSchedule-1 W

Sunday | 00:00-24:00
Monday | 00:00-24:00
Tuesday  |00:00-24:00
wednesday | 00:00-24:00
Thursday | 00:00-24:00

Friday | 00:00-24:00

ajajaaaaa

Saturday | 00:00-24:00

Mew ] [ Save ] [ Delete ] [ 0K | [ Cancel ]
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Time Schedule Name is used to define different time schedule rules.

Sunday to Saturday: This is used to set different on-line time schedules for business
days. You can edit time schedule directly in the edit box or click the button besides edit
box. In the popup "Time Table" dialog box, there are 24 time range choices. Note:"01:00"
means Internet access is allowed from 00:00 to 01:00. "Apply to," means the time control
of the day is only effective for checked choices.

°

Notes: This step is only to define a time schedule rule. If you want to apply it to the
specific account, you should edit the account's property and select the time schedule rule
for this account.

Some Samples of Internet Web Filter Management
How to block some certain sites for clients

Suppose you want to block Yahoo and CNN sites.

1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "filter-yahoo" in "Web Filter Name".

5. Check "Site Filter" and "Forbidden Sites".

6. Enter "yahoo.;cnn." in the edit box of "Site Filter".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "filter-yahoo" from the list box.

10. Click "OK" button. Now the client unable to access Yahoo and CNN.

How to allow only several certain sites for clients

Suppose you want to allow clients only access www.youngzsoft.net.

1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "permit-youngzsoft" in "Web Filter Name".

5. Check "Site Filter" and "Permitted Sites".

6. Enter "youngzsoft" in the edit box of "Site Filter".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "permit-youngzsoft" from the list box.

10. Click "OK" button. Now the client can only access www.youngzsoft.net.

How to block sites with certain content

Suppose you want to block sites that contains "chat".

1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.
3. Click "New" button.
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4. Enter "filter-chat" in "Web Filter Name".

5. Check "Forbidden Content".

6. Enter "chat" in the edit box of "Forbidden Content".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "filter-chat" from the list box.

10. Click "OK" button. Now the client cannot access any sites that contains "chat".

How to block some exercisable files from Internet
1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "filter-exe" in "Web Filter Name".

5. Check "Forbidden URL".

6. Enter ".exe;.bat;.pif;.msi" in the edit box of "Forbidden URL".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.

9. Check "Web Filter" and choose "filter-exe" from the list box.

10. Click "OK" button. Now the client cannot download exercisable files.

How to limit bandwidth for clients

1. Open "Account Manager" dialog box.

2. Select one client and click "Edit" button.

3. Enter "4096" in the "Bandwidth".

4. Click "OK" button. Now the client's bandwidth is 4Kb/s.

5. If you only want to limit upload bandwidth, please go to CCProxy "Options" ->
"Advanced" -> "Networks". You can select the bandwidth control type from "Bandwidth
Control Apply for".

How to block some certain ports for clients

Suppose you want to block port 1863 (MSN messenger port).

1. Open "Account Manager" dialog box.

2. Click "Web Filter" button and open the "Web Filter" dialog box.

3. Click "New" button.

4. Enter "filter-port-1863" in "Web Filter Name".

5. Check "Site Filter" and "Forbidden Sites".

6. Enter ":1863" in the edit box of "Site Filter".

7. Click "Save" and "OK" button.

8. Back to "Account Manager" dialog box. Select one client and click "Edit" button.
9. Check "Web Filter" and choose "filter-port-1863" from the list box.

10. Click "OK" button. Now the client cannot access port 1863 and MSN messenger.

How to customize the "Forbidden" page
1. Open "Options" dialog box.
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2. Click "Advanced" button.

3. Click "Customize" button.

4. You can change the "Account auth failed message", "Web site filter message" and
"Web content filter message".

5. Click "OK" button.

5.22 Bandwidth Control Function

Bandwidth control is one of special features in CC Proxy. It is the best choice of
bandwidth contoller for your company's networks, which can effectively realize bandwidth
control and limit the bandwidth of your networks. In fact, CC Proxy Server can also work
as bandwidth monitor and create bandwidth statistics report.

Control Browsing Speed, Bandwidth Control and Limit Bandwidth

You may use two parameters to control browsing speed of clients: "Maximum
Connections" and "Bandwidth".

Click "Account", open "Account Manager" dialog box, select one account and click "Edit":
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Account x|

A UzerGroup Marne IW|NEUU3-ENT-H 2
[T Pazzword I
¥ Enable [ IP Address/IP Range |1 92.168.1.112
[T WAL AddressHosthame lDEIEIn:EEI?EEfE1
[T AsGrowp [ Eelongs to Group I j

M axirnumn Connections |'1 ﬂ *Unlimited Connection:-1
Download B andwidth(kB /2] I-'I j *Unlimited B andwidth:-1

Ipload B andwidth(kB /2] I"I jl *Unlimited B andwidth:-1

IV wiwnad W bai V¥ Telnet ¥ Femote Dial-up

¥ FTP ¥ sS0CKS [ Others

[~ web Filter | |
[T Time Schedule I :J E

I Auto disable at | 94 42013 = | 33344 PM =

I Bandwidth Quota |0 ME |0 Days

[T Left Time O:00:00 DD:HH: kR

MHew | Save | | ] 4 I Cancel

Figure 1

Maximum Connections refers to the maximum connections of the client to the server at
the same time. CCProxy will refuse the extra connections of the client.

Download Bandwidth refers to the download KBytes bandwidth per second of the client.
Upload Bandwidthrefers to the upload KBytes bandwidth per second of the client.

In most cases, we set the maximum connections for client as 5 and download bandwidth
10KB to limit the client's bandwidth.

Bandwidth Monitoring

When some users access the Internet through CCProxy, you will find a moving yellow
curve on the green grids of CCProxy. It shows the total Internet bandwidth usage of your
LAN. You can adjust the display scale of the yellow curve by right clicking mouse button
on the green grids.

If you want to watch each user's current bandwidth, you can click "Monitor" and open
"Connection Information" dialog box. Click "Account" tab, and you will see the bandwidth
of each client (Figure 2).
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Bandwidth Calculation, Bandwidth Statistics

Connection information

=+
Current Connection |nformation Connections: 10 Ueerz 1
Lag | Account | I=]
zer Hame  |P Address Connections B andwidth Bytes
TYOUMGES... 192.168.1.213 1041 hEa934 4782
[]Stop Scrall Cend Message] [ Flow Stats ] [ Open Logs ] [ Clear Logs ] [ Cloze |
Figure 2

Open the "Options" dialog box, click the "Advanced" button, select the "Log" tab and
check "Enable Flow Stats". "Flow Stats Time Interval(m)" means how often to do
bandwidth calculation (Figure 3).
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Advanced |E|

Dial-up | Cache Cascadinz| Log |Mai1 Hetworks | Others

Please DOH' T intercept user' = mail without
hiz/her permissiomn.

E@ CCProxy can log ewery user’ = information.

[#]Sawe Logs to File ||::I'L|:|:PI'IZI}{}'I'I.LEIE | E]

Log Session Selection

Request 1EL |:|Pi|:t1.1re Info I:l'l'l'eb Title Info
Maximum Lines 10000 Hew Log Daily
Flow Stats Time Interwal (m) [#]Eniable Flow Stats

[ Flow Stats ] [ Open Log= ] [ Clear Logs ] |§Ex1:n:urt Exce1§|

| o0& || Cancel |

Figure 3

Click the "Monitor" button on the main window of CCProxy, and then click "Flow Stats"
(Figure 4), you will see the bandwidth statistics text file.

Connection information

=+
Current Connection |nformation Connections: 10 Ueerz 1
Lag | Account | I=]
zer Hame  |P Address Connections B andwidth Bytes
TYOUMGES... 192.168.1.213 1041 hEa934 4782
[]Stop Scrall Cend Message] [ Flow Stats ] [ Open Logs ] [ Clear Logs ] [ Cloze |
Figure 4
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Bandwidth Control Upload or Download Only

Open the "Options" dialog box, click the "Advanced" button, select the "Network" tab and
you will find "Bandwidth Control Apply for" options. There are three options (Figure 5):
Upload and Download: All upload and download bandwidth will be limited.

Upload: Only upload bandwidth will be limited.

Download: Only download bandwidth will be limited.

Advanced E|

Dial-up | Cache || Cazcading|| Log Mail |HE+-“"3'1'1':5 Others

ii [#|Enable SOCES4  [¥]Dizable External Users

Bandwidth Control Apply for |]-r1:':|-'3"3“=1 and Dowrload V|

Web Sites for On—line Checking |www.5rah-:-n. com;www. 1cq. c-:-m:ww|

Soclket Idle Discommect Minutes |5.|:| |

| oK || Cancel

Figure 5

If you are using V6.62 or above you can configure as bellow (Figure 6):
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oo

A UzerGroup Marne IW|NEUU3-ENT-H 2
[T Pazzword I
¥ Enable [ IP Address/IP Range |1 92.168.1.112
[ MAC Address/Hosthame IEIEIEICEEI?EEFE1
[~ &sGroup [ Belongs to Group I j

M axirnumn Connections |-1 ﬁ *Unlimited Connection:-1

Download Bandwidth(K.B /2] I-'I :ll *Unlimited B andwidth:-1

Ipload B andwidth(KB /2] I"I jl *Unlimited B andwidth:-1

IV owiwnad W bai ¥ Telnet ¥ Femote Dial-up
¥ FTP ¥ 50CKS ¥ Others

I~ web Filter | =l
I~ Time Schedule | |
™ Auto disable at | 9 42013 = | 33344 PM =

I~ Bandwidth Duota |0 ME |11 Days

[T Left Time IEI:EIEI:EIEI DD:HH: kR

MHew | Save | | ] 4 I Cancel

Figure 6

5.23 How to Add Accounts?

Assume the IP address of the client is 192.168.1.233.
The steps of adding accounts in CCProxy are as follows:
On CCProxy main interface, click the "Account" button (Figure 1-1).
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=

5 CCProxy 8.0(Demo version only supports 3 users) Build 20140418 = [
Shart Stop Options | Account | Register  Monitor Hide Help

CCProxy A% uth Soft

Copyright[C] 2000-2014 Youngzzaft 0/0 11:06:04 @ f

Figure 1-1

The "Account Manager" dialogue box will pop up, click "Permit Category" combo box,
select "Permit Only", then click the "New" button (Figure 1-2).

Account Manager . |:||@
Options Filter/Time
f Pernit Categany: IF'E"'l'lit Orily v| EE?E [ ‘wieb Filter ]
Autth Type: |IP ddress v | Time Schedule |
|Jzer Mame IP Address MAC Address Conn.. Band.. Enable [ hew
Select Al
4 1y | 3
Uger Count: [ [T Domain User Auth i Domain | Flow Stats ] [ Ok l [ Cloze ]
Figure 1-2
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In "Account" dialogue box, select "IP Address/IP Range" check box, and in the edit box

type the IP address of the client (such as 192.168.1.233), then click the "OK" button
(Figure 1-3).

-

Account =i
zerGroup Marne Uzer-0M
oy
' [] Pazsward
[¥] Enable [¥] IP &ddrezs/P Fange 192.168.1.233 (2]
[] MALC AddrezsHostname '
[]&sGroup [ Belongs to Group

M auimurn Connections -1 = *Unlimited Connectior;-1

Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth:-1
[] o [ V] Mail [¥] Telnet [¥] Remote Dial-up

WIFTP  [¥]50CKS  [¥] Others

[ web Filter E]
[ Time Schedule '
[ Ao dizable at 20134 54 7 1540580
["] Bandwidth Quota B |1 Days
I e ] l Save l | 0k, | [ Cancel
Figure 1-3

A new account has been successfully added. If you want to add more accounts, please
redo the above steps.

Note: If you have too many accounts, you can type the IP range in "IP Address/IP
Range" edit box (Such as 192.168.1.1-192.168.1.255), then click the "OK" button (Figure
1-4).

127



CCProxy www.youngzsoft.net/ccproxy/

-

Account [ £3 |
|—§,—| zerGroup Marne Uzer002
rini] (S
[] Pazzward
[¥] Enahle [¥] IF &ddrezs/IP Range 132.168.1.1-192.168.1.255 |E
[T MALC Address/Hostname @
[&zGoup [ Belongs to Group
M aximumn Connections -1 — *Unlimited Connectior:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth:-1
[] o [ V] Mail [¥] Telnet [¥] Remote Dial-up

[VIFTP  [V]SOCKS [V Others

[ *wieb Filer E]
[ Time Schedule '
[ Ao dizable at 20134 B¢ 7 [ 1R0747
["] Bandwidth Quota ME |1 Davs
I e ] | Save l | 0k, | [ Cancel
Figure 1-4

After configured like that, all the IP addresses in the IP range can access to the Internet
through CCProxy.

5.24 Limit Multiple Login with Username

When the auth type of CCProxy is "User/Password ", you could use "Limit Multiple Login
with Username" to limit one account can only login in one machine.

1) In the "Auth Type" combo box, select "User/PAssword", then double-click the
account (Figure 1-1).
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Optionz Filter/T ime
Permit I:a[egg[_lrl: [PEflTlit Dnl}l v] [ wheb Filter ]
Auth Type: IUSEI.-"PEISSWDrd vl [ Time Scheduls ]
IJzer Mame IP Address MAC Address Conn... Band.. Enable [ M et
|Jzer-001 192168.1.233 3 1441 1 ( .
User-002 AR I ET 7
Select Al

4 1IF 3

Uzer Count; 2 [T MT User &uth Domain: : 1 Floww Stats ] I )4 I [ Cloze ]

Figure 1-1

2) In the pop up "Account" dialogue box, configure the user name and password
(Figure 1-2).
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Account
zerGroup Marne Uzer-0M
Eer
' [¥] Pazzward see
[V|Enable  []IF Address/IP Range 1921681233 B
[] MALC AddrezsHostname '
[&zGoup [ Belongs to Group
M axirum Connections 3 ~ “Unlimited Connection:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth:-1
[] o [ V] Mail [¥] Telnet [¥] Remote Dial-up
[ZIFTP  [¥]50CKS  [¥] Others
[ 'feh Fier [E]
[ Time Schedule [E]
[] Auto dizable at 203 5/ 8 15:32:39
[] Bandwidth Quota ] ME |1 Cays
Mew ] l Save l [ ] 4 [ Cancel
Figure 1-2

In "Advanced" dialogue box, click the "Networks" tab (Figure 1-3).
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-

[ Advanced

[¥] Dizable BExdemal Uszears

Weh Sites for Ondine Checking www yahoo com www icg.com M
Socket |dle Disconnect Minutes 50
Server Bind IP Address 0.0.0.0 ™

[ Enable Muttiple 1P Outgoing

[] Add Client IF in HTTP Header

[¥] Limit Muttiple Login with Usemame

0K || Cancel

Figure 1-3

If you select the "Limit Multiple Login with Username” check box, only one client
can use the user name "User-001" and its password to login.

If you uncheck the "Limit Multiple Login with Username" check box, any client could
use the user name "User-001" and its password to login.

5.25 How to Limit Traffic Usage of Clients

1) On the main interface of CCPrxoy, click the "Account" button (Figure 1-1).
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=

Start

Stop

Options | Account

Register

= CCProxy 8.0(Derno version only supports 3 users) Build 20140413

&) &2 = [

Monitor

Hide Help

CCProxy A% uth Soft

Copyright[C] 2000-2014 Youngzzaft 0/0 11:06:04 @ f
Figure 1-1
2) In the pop up dialogue box, double-click "User-001" (Figure 1-2).
Account Manager = || B E3
Optionz Filter/T ime
Permit Categany: [PE"TIit Only "] [ Web Filer ]
Auth Type: [User;"F‘assword v] [ Time Scheduls ]
szer Marne IP &ddress MALC Address Conn... Band.. Enable [ MHew
|Jzer-001 192.168.1.233 3 -1/-1 1 :
J=er-002 192 168.1.112 -1 1441 1 [
Select Al
4 1IF 3
User Count. 2 [T MT User suth Damair; Flows Stats ] [ 0k ] [ Cloze ]

3)

Figure 1-2
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the edit boxes type the value of bandwidth and days (such as 10M/day), then keep
clicking the "OK" button to the main interface of CCProxy (Figure 1-3).

- T =)

Account =i
zerGroup Marne Uzer-0M
e
' [¥] Pagzword .
[W|Enable  []IF Address/IP Range 1921681233 B
[T MALC Address/Hostname @
[z Group 7] Belongs to Group

M auimurn Connections 3 = *Unlimited Connectior;-1

Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth:-1
[] o [ V] Mail [¥] Telnet [¥] Remote Dial-up

VIFTP  [¥]50CKS [V Others

[F]'weh Fiter [E]
[T Time Schedule [E]
[] Auto dizable at 201345/ 8 (| 153239
[¥] Bandwidth Guata 10 ME 1 Draps
Mew ] | Save l I ] 4 I [ Cancel
Figure 1-3

5.26 Proxy Settings for Domain Users

Domain users authentication is a newly-added powerful function, which can be used for
scanning all the domain accounts and passwords, especially, you can add accounts by
domain group. Besides, domain users and password could be updated synchronously.
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5.26.1 Configuration of Proxy Server

Note: First you should install CCProxy on the domain server or domain client pc with
administrator authority.
1) Run CCProxy and click the "Account" button in the tool bar (Figure 1-1).

& CCProxy 8.0{0emo version only supports 3 users) Build 20140418 E“I_EI | B
Skart Stop Options | Account | Register  Monitor Hide Help

CCProxy YouhéZL

Copynght{C] 2000-207 4 Youngzzoft 00 14:00:52 @ f

Figure 1-1

2) Check "Domain User Auth" and click the "Domain" button in the pop-up "Account
Manager" form (Figure 1-2).
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Account Manager I_?!
Options FilterTime
E PermitCategory: | PEmitOnly v [ Web Filter ]
Auth Type: ’User,.’Passwurd v‘ [ Time Schedule ]
UserName IF Address MAC Addre.. Con.. Ban. Ena. G Belo.. Time Mew
4| 1 ; b
User Count; ] [¥] Domain User Auth | Damain I l Flow Stats l [ oK J l Close ‘
Figure 1-2

3) Edit the “Domain name” and click the “Get user list” button in the pop-up "Domain
Options" dialog box, then press the "OK" button (Figure 1-3).
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Domain Options [ T 5™
Diamain name damain.cam Getuser list 1
Dormain user and group list

User!Group name
[ & Hone
[ & Administrator
DIk Close

Figure 1-3

Note: If CCProxy is installed on domain server, you should enter "." in the "Domain
name".

4) All the "domain accounts" can be scanned out in the "Domain user and group list"
(Figure 1-4).
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] M Enterprize Read-only Domain Controllers
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[l :k_, Read-anly Domain Controllers

] % Schema Adminz

& P oungzsoft

[ ﬂ‘:".i‘-.l:lministrat-:nr

] & FanBian

] ’_{-" jiangbe

] B fiargruivy

[ gy

[ | & fiwerba e

m

0K || Close

Figure 1-4

5.26.2 Add Domain Accounts

1) Select the group (Sign [1]) and users (Sign [2]) from the "Domain user and group list"
details pane in which all the accounts on the Active Directory can be found, and
press the "OK" button (Figure 1-5).
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Dornain Options -|:_|-.|___IEI_ I.__?E_.

Damain name darmain. corm [ et uzer list ]

Domain uzer and group list
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[ é‘ Schema Adminz:

—>
| & A dministrator {0 Group
| & FanBian
[l f,'; jiangbe
[l &' iargruigL
] ik

] A fiwenbo
|:| "‘“ test
(] B Uger001
[l §- Uszerd02

'j ‘. I—ISEIDDE q
Wi ,,_’1:' Uzer0nd U

= sSers
V] A sernns @

P

m

] &“ RELN ]
[ 3 2er0g Bt

[ ok ]| Close

Figure 1-5
2) The domain group (Sign [1]) and users (Sign [2]) that you selected are added into

the account list (Figure 1-6), then all the users in this domain group and other users
that you add can access to Internet by CCProxy.
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Ilzer Hame IP Addrezs MALC Address Conn... Band.. Enable [ e
Lt oungzsclt 0000 -1 141 1 |
Oserd 0.0.0.0 % % % E [ Edit
[Jeer00z 0000 -1 1441 1 [
] I
Usei003 0.0.00 1 RV { Delete
Uzerl0d 0000 -1 141 1 [ =T
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Auto Szan
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User Courk: [¥] Diomain Llser Auth Diomain ] I Flowy Stats I I oK. I I Cloze I
Figure 1-6

Note: You only have to make sure the user belongs to the group on domain server, and
this group is added into CCProxy, then the user can access to the Internet.

5.26.3 Configuration of Domain Server

1) Click the "Start" button, input "gpedit.msc" in "Run” edit box, then press the "Enter"
key.

2) In the pop up "Local Group Policy Editor" window, click the "User Configuration”
node to expand the tree; click the "Windows Settings" node to expand the tree; click
the "Internet Explorer Maintenance" node to expand the tree; and then click
"Connection", on the right side of the window double-click "Proxy Settings" (Figure 1-
7).
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< |

Figure 1-7

3)

In the pop up "Proxy Settings" dialogue box, select the "Enable proxy settings" check

box, type the IP address and port of the proxy server both in "Address of proxy" and
"Port" edit boxes, then click the "OK" button (Figure 1-8).

Proxy Settings = .;-

Proxy Settings |

‘You can spedify what proxy servers, if any, you want your users to connect to. Use semicolons {; ) to
separate entries. Gopher cannot be customized in Internet Explorer 7 and later.

¥ Enable proxy setﬁngsl

—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for

L HTP: 1921681147 i Bkese by il

B I‘I%E‘.‘IES.‘I.M? : |sn =

3 ETR: |192_153_1_1a? : |3n

4, Gopher: |1%2.1E?>.1.1f.-? : |3|:|

5} Smcks; |192.1aa.1.1ﬁ.? : |sn ha

¥ Do notuse proxy server for

| ¥ Use the same proxy server for all addressesl local {intranet) addresses.

Cancel Ay Help

Figure 1-8
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5.26.4 Configuration of Domain Clients

Proxy Settings for Domain Clients

After made "proxy server settings" and "domain server configuration”, the IE browser in
domain clients do not need to make proxy settings again. Accessing the Internet could be
done by domain accounts, but it only works for IE. However, as many softwares access
the Internet via IE' proxy, you do not need to make proxy settings for them.

Some softwares could detect the system proxy of domain automatically. You could
choose the system proxy settings to get away from making proxy settings for them.

Mail Proxy Settings for Domain Clients

Because Outlook don't support domain and auth type of user/password, the mail proxy
settings for domain clients, please refer to this link.

5.27 Auto Disable at

By taking advantage of "Auto disable at", you could control how long the clients can use

the Internet by proxy conveniently and effectively.

1) In the "Account" dialogue box, select the "Auto disable at" check box.

2) In "Auto disable at" edit boxes, type date and time, or click the up/down arrow on
"Spin" to configure the date and time (Figure 1-1).
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Figure 1-1

The meaning of (Figure 1-1) is that by 10:30 on May 23, 2013, User-001 would be
forbidden to access the Internet through proxy.

5.28 How to Add Groups

1. As Group
1) On the main interface of CCProxy, click the "Account" button.
2) In the pop up "Account Manager" dialogue box, click the "New" button (Figure 1-1).
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[ Account Manager IZI-‘
Optionz Filter/T ime
Pemit Categony: [F'ermit Ornly v] [ wheb Filter ]
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Izer Hame IF Address MaC Address Conn..  Bandwidth En: Pew
4 m | b
Usger Count,. ) [TMT User &uth Domair:— domain, com Flows Stats ] [ 0k ] [ Cloze ]

Figure 1-1

3) The "Account" dialogue box will pop up. After select the "As Group" check box, type
the name of the group in "User/Group Name" edit box, then click the "OK" button

(Figure 1-2).
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Figure 1-2

Notes: You can configure bandwidth control, web filter and time management rules here
to manage the accounts in this group.

2. Belongs to Group

1) In "Account Manager" dialogue box, double-click the account that needs to be added
in the group "Marketing Department" (such as User-001).

2) The "Account" dialogue box. After select the "Belongs to Group" check box, click the
combo box, select "Marketing Department", then click the "OK" button (Figure 1-3).
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Figure 1-3

5.29 Set the Bandwidth Quota

Set the "Bandwidth Quota" for single account

In the "Account" dialogue box, select the "Bandwidth Quota" check box.

Type the size of capacity you want to set in the "MB" edit box, and how many days for
this account to use from the time setted to the deadline (Figure 1-1).
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Figure 1-1

Set the "Bandwidth Quota" for batch
For this step, you just need to modify the "IP Adress/IP Range" on the foundation of the
single account settings (Figure 1-2).
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I~ web Filter | =l
I~ Time Schedule | |
[ Auto disable at | 9 42013 = | 33344 PM =
||7 Bandwidth Quata ~ [100 ME |3 Days

[T Left Time IEI:EIEI:EIEI DD:HH: kR
[ F=T | Save | | 0k, I Cancel

Figure 1-2

Note: If the bandwidth quota is exceeded on the client, you can get the info page as
below (Figure 1-3).
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7) Mozilla Firefox

File Edit Miew History Bookmarks Tools Help
http:fiwww.haidu‘:umf I et ‘

(— ;:,.-; v baidu. com ¢ | 1- ~ Google ):| 3+ @

Unauthorized ...

IP Address: 192.168.1.123

MAC Address: 000c29d014ac

Server Time: 2014-05-06 20:24:18

Auth Result: Bandwidth quota exceeded

Figure 1-3
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6 Proxy for Browser and FTP

6.1 Make Proxy Server Settings in Firefox

Suppose the proxy server address is 192.168.0.1
"Tools" -> "Options" -> "Advanced" -> "Network" -> "Connection" -> "Settings":
Select "Manual proxy configuration”, then configure as bellow.

Connection Settings [z|

Configure Proxies to Access the Inkernet

) Mo prosy

() Auta-detect proxy settings For this network
{'_:. se syskem proxy settings

(%) Manual proxy configuration:

HTTP Proxy: | 192.168.0.1 | part; | a0 |

[] Use this proxy server for all protocals

SSLProsy: | 192.168.0.1 | Port: | anai%
[ 3 ' [—A

ETP Procey: | 192.168.0.1 | Part: [ as . |
SOCKS Host: | 192.168.0.1 | Port | 10305

() SOCKS w4 (3) SOCKS w5
Mo Prooey For: ! localhost, 127.0.0.1 J

Example: .mozila.org, .net.nz, 192.168.1.0/24
{:} Aukamatic procey configuration LIRL:

(4 l [ Cancel ] [ Help
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6.2 Cannot Access FTP Sites Requiring

Authentication

Sometimes, you may get an error as bellow and can not access FTP sites which require
authentication.

FTP proxy warning [g|

— because the proxy server is not set up o allos Full
access,

% I The Folder 'Frpi ) vinkik. ihome, net, ua/pub) is read-only

To move, paske, rename, or delete files, wou must use a
different prosxy, For infarmation an chanaging yaur
procey, contack your adminiskrakar,

[ Do not show me this message in the Fukure!

Clase

Here's a solution for this issue (suppose the proxy server's IP is 192.168.1.100) -

1. Enable the "DNS" and "SOCKS/MMS" option of CCProxy in the "Configuration"
window.
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Configuration E|
Fromy zervices
Pratocol f'u:urt

<LrLL> [FIHTTR/RTSE 908 |
b il Secure 808 |
DMS FTPwab) 508 |
[ ]'web Cached Gopher |BDE |
[] Remate Dialup | [7]500KS/Mms | 1080 |
[ ] Auto Startup FTF |21 21 |
[] Auto Hide Telnet 2 |
Fort Map 5 Mews |_1 13 |

Local IP Address: Auto Detect

[]NT Service [ Advanced ] [ Ok | [ Cancel

2. On the client, "Local Area Connection Status" -> "General" -> "Properties" -> "General"
-> "Internet Protocol (TCP/IP)" -> "Properties", set the "Preferred DNS server" as the IP
address of CCProxy server.

151



CCProxy www.youngzsoft.net/ccproxy/

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get IP gettings azsigned automatically if your netwaork, supports
thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate [P zettings.

{7y Obtain an IF address autamatically
&) Uze the follawing IF address:

1P address:

1920168, 1 .41 |

|
|

Subnet mazk: | 286 285 2BH .0 |
|

Default gateway:

Ibtain OMS server addrezs automatically
_@_U_s‘:g_the_f_nﬂawjng LS serer addresess:
Ereferred DNS server: | 192 .168. 1 .100 |

Alternate DMS zerver | . ) ) |

i Ok ,|[ Cancel ]

3. In the IE or Firefox proxy setting window, leave FTP proxy blank.

Proxy Settings

SErvers

Type Prowy address ko use Fart

e % .

. HTTP: | 192,168.1.100 BEC
Secure: | 192,168.1.100 t|aos |
ETP: | L
Gopher: | 192,168.1,100 |+|eos |
Socks: | 192.168.1.100 '+ | 1080 |

[ ] Use the same proxy server for all probocals

Exceptions

Do not use proxy server for addresses beginning with:
Lg 8

SUE]

IJse semicalons | ; ) to separate entries.

[ Ok, J[ Cancel ]
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4. Suppose the FTP site is ftp://111.111.111.111, username is test, password is test,
please input ftp://test:test@111.111.111.111 to visit this FTP site.

6.3 Enable Web Filter Using FTP Protocol

Q: Can | enable the web filter for a client while | want to send&receive emails and
download&upload files using FTP protocol bypass CCProxy at the same client?

A: Well, if you want to enable the web filter for a client you must make sure it can not
access Internet without CCProxy. So that both email and FTP should also go through
CCProxy at the same client.

6.4 Modify the Web Filter Feedback Information

Pleaes open ccproxy.ini, and revise "AuthorityFailed=Unauthorized ..." to what you like.

If you are using 6.62 or above, please go to this path: C:\CCProxy\web, and then you can
find these files: authinfo-account.htm, authinfo-content.htm, authinfo-site.htm. Please
modify them as you wish.

Note: you also need to do as bellow to make sure clients can get the "Unauthorized..."
page.

IE "Tools" -> "Internet Options" -> "Advanced" -> click to not select the "Show friendly
HTTP error messages" option (Figure 1-1).
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Internet Options E| E|

General | Securty | Privacy | Content | Connections F'ru:ugrams| .ﬁ.dvanced|

Settings:

[] Display a naotification about every script eror ~
Enable folder view for FTF sitez

[] Enahble Install On Demand [Intermet Explorer)

Enable Ingtall On Demand [Other]

Enable offline items to be spnchronized on a schedule

Enable page ranzitionz

[] Enable Personalized Favorites Menu

Enable third-party browszer extensions [requires restart]

Enable vizual styles on buttons and controlz in web pages

[] Force offscreen compositing even under T erminal Server [requ
Motify when downloads complete

Reuze windows for launching shortcuts
IE Show fiendly HT TP ermor meszages

[T Show Friendly URLs

Show Go button in Address bar

Underlire links o

4 | = |

[ Bestare Defaultz ]

] 4 ][ Cancel ]

Figure 1-1

6.5 Configure Web Proxy Settings in IE

Proxy server address: 192.168.0.1
Launch IE--> "Tools"-->" Internet Options"--> go to " Connections" tab.
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Internet Options

| General I Security | Frivacy | Content| Connections |P'rogram5 | Aduancedl

To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Metwark settings -

Setup

£3h VPN Connection

Choose Settings if vou need to configure a proxy
server for a connection,

i@ Mever dial & connection
() Dial whenever a network connection is not present

71 Always dial my default connection

Add...

Add VPM...

Rermowve...

Settings.

Current More Set default
Local Area Metwork (LAN) settings
LAM Settings do not apply to dial-up connections, LAN settings
Choose Settings above for dial-up settings.
o) (Cona ) [Camh ]

Click "LAN Settings", configure as it is shown below.
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-

Local Area Metwork (LAN] Settings @

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[#] Automatically detect settings

[ use automatic configuration script

Proxy server

7 Use a proxy server for your LAN {These settings will not apply to
"~ dial-up or VPN connections).

Address; Paort:

[| Bypass proxy server for local addresses

[ oK J[ Cancel J

Click button " Advanced". Configure servers as it is shown below.

Prosxy Settings
Servers
& Type Proxy address to use Port
”'“r ..E.'
HTTF: 192.168.0.1 © 803
Secure: 192.168.0.1 . 808
FTP: 192,168.0.1 . 803
Socks: 192,168.0.1 . 1080

[uge the =ame proxy server for all protocols

Exceptlions
B . Donotuse proxy server for addresses beginning with:
l.?e"- é |

IIse semicolons ( ; ) to separate entries,

oK, { [ Cancel
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6.6 Configure Web Proxy Settings in Firefox

Proxy server address: 192.168.0.1
"Tools" -> "Options" -> "Advanced" -> "Network" -> "Connection" -> "Settings":
Select "Manual proxy configuration", then configure as bellow.

Connection Settings E|

Configure Proxies ko Access the Internet

) Mo proxy

) Auta-detect proxy settings Far this network
(‘_“_j. se swskem proxy sekkings

(%) Manual proxy configuration;

HTTP Proxy: | 192.168.0.1 | part; | f0a o |

[ ] Use this prowxy server Far all protacals

SSLProsy: | 192,168.0.1 | Port: | 8083%
b 5 1 [—A

ETP Proxy: | 192,168.0.1 | Park: [ as . |
SOCKS Host: | 192.168.0.1 | Part: 1080 :I

() SOCKS w4 (3) SOCKS 5
Mo Procey For: ; lacalhost, 127.0.0.1 J

Example: .mozila.org, .net.nz, 192.168.1.0/24
{:} Aukomatic prosy configuration LIRL:

(0] 4 l [ Zancel ] [ Help

6.7 Configure FTP Proxy Settings in WS-FTP

Proxy Server Address: 192.168.0.1
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I 2| x|
Gemersl |Startup | Advanced | Firewall |
Profile M ame: IMC.-“-‘-.fee j Mew
Host Mame/Address: Iftp.mn:afee.n::n:-m Delete |
Host Tupe: |.-’-'-.ut|:|mati|: detect j
User |0 Ianun_l,lmcnus W Anonymous
Pazaward: stftpEElE@ [T Save Pwd
Aocount; I
Comment; I
s B | mRw | m=m |

B 2/ x|

Ganearal I Startup I Advanced Firewall |

Hozt Mame: |1 92.168.0.1 ¥ Usze Firewall
Uzer 1D I
Pazzword: I [ Save Passward
Fort: {2121
Firewall Type

i~ SITE hosthame % USER with ho logon
" USER after logon " USEF firelDi@remaoteH ost

™ Prosy OPEN i~ USER remotelD@EremateH ost firelD
" Transparent " USER remotelDi@firel Di@remateH ost
T B | mARw | #mm |

6.8 Configure FTP Proxy Settings in Dreamweaver

Suppose proxy server address: 192.168.0.1
Dreamweaver Menu "Edit" -> "Preferences":
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Preferences

Category

Site

Feneral

Code Colors

Code Format

Code Rewriting
C35 Styles

File Typez / Edito
Fonts / Encoding
Highlighting
Invisible Elements
Layers

Layout View

Panels

Preview in Browser
Buiclk Tag Editor

Status Bar

Muwars Show:

Dependent Files:

FTF Conmection:
FTIF Time Out:
Firewall Host:

Firewall Port:

Fut Options:

ILDr_'al File= ‘"I oI IRight vI

[¥ Prompt on Get/Check Out
[¥ Prompt on Put/Check In

[V Dizeconmect &FH30

IEU Seconds

{192, 165.0.1

|2121

[T Sawe Files Before Futting

lefine Sites..l

Mimmtes Tdle

x|

Cancel

Dreamweaver Menu "Site" -> "Define Sites" -> "Edit" -> "Remote Info":

Category

Eemote Info

|anal Infa

Design Hotes

Site Map Layout
File View Columns

Eccess:lFTP

FTF ﬂnst:Iynur_remute_ftp_site_address

Host Eirectnry:lf

Lngin:llngin_user_name

Easswnrd:l*********

|¥ Use Fas=iwe FTF
[¥ Use Firewall [(in Freference:

¥ Save

Chack InfOut

Cancel

* [T Enable File Check In and Check Out

Help
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6.9 Configure FTP Proxy Settings in CuteFTP

CuteFTP

Menu "Edit"-> "Settings"-> "Connection"-> In "Firewall" tab: fill in proxy server address
after "Host". Port is 2121. Choose "USER user@site" in "Type". Check "Enable firewall
access".

CuteFtp Pro

Open menu "Edit"-> "Global Settings"-> "Connection"-> "SOCKS4 & 5"

Choose "Use the highlighted Socks server when connecting"; click button "Add", delete ""
in Host, fill in proxy server address. Port is 1080.

Don't choose "Use Authentication". Choose "Socks5".

If you are using CuteFTP 8.3 Professional, the proxy setting is "Tools" -> "Global
Options" -> "Connection", you can use "SOCKS" proxy, "FTP" proxy, "HTTP" proxy and
also IE proxy settings here.

Global Options |E| [g|

Connection\SOCKS4 & 5

[=- General

[

Logs Specity SOCKS 4 or 5 zettings below
Log Files
|- Conneckion Ilze the highlighted S0CES server when connecking

Smart Keep Al T
i (192, 165.1.100
S0CKS:

Bl

Proxy Server
|- Securiby
OperPGP Security | HPstname: | 192.168.1.100 |

Bl

55HZ Security Part: 1080 |SpeciFies the host name or address faor |
55L Security ~ [—
- Transfer [ JUse authentication

-]

-Ewents PR | |
Smark Cverwrite 5
ASCII Types HasSIr | |

Mode 2 Socks type: () 50CKS4 (%) 50CKS5

-Rename Rules

|- Mawvigakion
T Files
Lirks bt

Bl

I_ (0] 4 ] [ Cancel ] [ apply

Using SOCKS Proxy
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Global Options

= General
' Logs
Log Files
[=- Connection
' amart Keep Alive
DR LA
SOCKS4 B 5
Proy Server
[=) Security
' OpenPGP Security
S5H2 Securiky
S5L Security
[=- Transfer
: -Ewents
Smart Overwrite
-A5CII Types
-Mode Z
-Rename Rules
[=) Mavigation
: TOC Files
Links
& L

[

[£

Connection\Proxy Server

Suto-detect or specify Pr

things-below,

|:| Ise network conneckion proxy settings from Internet Explorer
Ilze the highlighted prosxy when connecting

Proxies:

Hosk nare:

Pork:
sername:

Password:

Proxy byvpe:

Remove

| 192.168.1.100

| 2121

() FTP

I HTTR

Ok ] [ Cancel ] [

Apply

Using FTP Proxy
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Global Options

= General

' Logs
Log Files

[=- Connection

' amart Keep Alive
DR LA
SOCKS4 B 5
Proy Server

[=) Security

' OpenPGP Security
S5H2 Securiky
S5L Security

[=- Transfer

: -Ewents
Smart Overwrite
-A5CII Types
-Mode Z
-Rename Rules

[=) Mavigation

: TOC Files
Links

& L

[

[£

Connection\Proxy Server

Suto-detect or specify Pr

things-below,

|:| Ise network conneckion proxy settings from Internet Explorer
Ilze the highlighted prosxy when connecting

Proxies:

Hosk nare:

Pork:
sername:

Password:

Proxy byvpe:

Remove

| 192.168.1.100

Iana
| |
| |
CIFTR (%) HTTP
(0] 4 ] [ Cancel ] [ Apply

Using HTTP Proxy

162




CCProxy www.youngzsoft.net/ccproxy/

Global Options

= General - Connection\Proxy Server
: Logs T Auto-detect or zpecify Proxy server sethings belotw,
Log Files N
= Cannection [#]iise netwark conneckion prosy settings From Inkernet Explorer!
amart Keep Alive Use the biohlichtad oroxs.wher tonnsthag
DUN/LAN =g the highlighted prosy when connecking
SOCKS4 &5 EEEEIRTE
Prowxy Server Proxies:
[=)- Security Eemove
: OpenPGP Security
S5HZ Security Host name: | 192.168.1.100 |
S5L Security — —
= Transfer £y, |:|
: -Events JsErpamE: | |
Smark Cwerwrite
-ASCII Types Passiyord; | |
‘Mode 2 Priy Bede ETP HITP
-Rename Rules i
=) Mavigation Adyanced..
: TOC Files
Links ¥
£ |
UteFTF [ OF ] [ Cancel ] [ Apply

Using IE Proxy Settings

6.10 Setup FTP Proxy in Filezilla

CC Proxy software can be used as an FTP proxy server and this is an instruction for you
on how to setup FTP proxy in Filezilla:
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X

Settings
Select page: GENErC proxy
= Conneckion T Tywpe of generic proxy:
= FTF | Onane
Active mode (JHTTP{1.1 using COMMECT method
Passive mode (3)500KS 5
-SFTETP L Proxy host: !192. 168,1.100
GENEFC prooy Proy pork: [ 1080
[=- Transfers T —
File Types Prowxy user: iusername

File exists action Proxy password: eessesss

| Inkerface
Themes Mote: Using a generic proxy Fforces passive mode on FTP connections.

i

Dratekime Format
Filesize Format

File lisks
Language
[ File editing o
l Ok l
[ Cancel ]

6.11 Access FTP Site Using Internet Explorer

Suppose the proxy server address is 192.168.0.100.
1. In CCProxy, click to select the "DNS" check box in the "Configuration" dialog box.
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Configuration

Prowy services

=

M ail

[v] DNS

[ ]web Cached
] Remate Dial-up
[ ] &uta Startup

[ ]&uto Hide
Fart b ap

Local [P Address:

[T Service

X]

Pratocal Part

[GIHTTR/RTSP |B0B |
Secus |08 |
FTPiweb) 1808 |
Gopher |EDE |
[7] SOCKSMMs | 1080 |
FTF 2121 |
Telnet EE |
News 119 |
&t Detect

| Advanced | | 0K | | Cancel

2. Click to select the "Enable SOCKS4" check box in "Options"->"Advanced"

"Networks".

Advanced

Dial-up | Cache

Cazcading || Loz

=i

) Ensble SOCKS4

Disa]:-le External Users

Web Sites for On—line Checking |www.3rahn-:l. COM;WHW. 100, cnm:ww|

Socket Idle Discomnect Minutes |5-|:|

Mail | Hetworks |Qthers

Server Bind IF Address ||:'-|:'-|:'-|:I V|
DEnable Multiple IF=s Outzoing
[]4dd Client IP in HITF Header

[ Customize ] [ 0K i [ Cancel

]

->

3. At clients, Open TCP/IP property in network property and set dns and gateway to

192.168.0.100.
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Internet Protocol (TCP/IP) Properties

General |
Y'ou can get [P zettings azsigned automatically if wour nebwork, supparts
thiz capability. Othemaize, vou need to azk vour network, administrator for
the appropriate P settings.
() DObtain an IP address automatically
%) Uze the following IF address:
IP address: ! 192 168 . 0 . 250 |
Subnet mask: | 55055 250 |
Default gateway: | 192 168 0 100 |
uptain DMS zerver address automatically
%) Use the following DNS server addreszes;
Ereferred DNS server: | 192 .168. 0 100 |
Alternate DMS server: | |
t oK | [ Cancel ]

4. Open IE at clents, click "Internet Options"

166

-> "Connections"
"Advanced" -> Leave blank in FTP field, fill "192.168.0.100" in SOCKS and 1080 in port.

-> "Lan Settings"
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Proxy Settings

Servers

1 Type Prosy address to use Port

HTTP: | 192.168.1.100 e
Secure; | 192.165.1.100 | EEDB |
m [
Gopher: | 192.168.1.100 1 | 508
Socks: |192.1E-8.1.1EIEI | !_man

[ ]Use the same proxy server For all prokocols

Exceptions

o Do nok use proxy server for addresses beginning with:

==

127.0.0.1

IJse semicolons | ; ) to separate entries,

[ ck | [ Cancel
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7 Proxy for Mail Client

7.1 Steps for Configuring Microsoft Outlook 2013

Test result shows that CCProxy 7.3 (2013.06.19 or after) supports working with Microsoft

Outlook 2013. Please follow the configuration steps below.

1) Install Microsoft Outlook 2013 on the client PC, and then run the program.

2) In the "Add an Email Account" dialog box, select the "Yes" radio button. And then,
click the "Next" button (Figure 1-1).

Microsoft Qutlook Account Setup

Add an Email Account

Use Qutlook to connedt to email accounts, such as your organization's Microsoft Exchange Server or an Exchange
Online account as part of Microsoft Office 365, Qutlook also works with POF, IMAP, and Exchange ActiveSync
accounts.

Do you want to set up Outlook to connect to an email account?

) Mo

< Back || Mext = |[ Cancel

Figure 1-1

3) In the pop up "Auto Account Setup" dialog box, select the "Manual setup or
additional server types" radio button, and then click the "Next" button (Figure 1-2).
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Add Account

Auto Account Setup
Manual setup of an account or connect to other server types.

7 E-mail Account

@ Manual setup or additional server types

[ < Back “ Mext = I[ Cancel l

Figure 1-2

4) In the pop up "Choose Service" dialog box, select the "POP or IMAP" radio button,
and then click the "Next" button (Figure 1-3).

Add Account

Choose Service

) Microsoft Exchange Server or compatible service

Connect to an Exchange account to access email, calendars, contacts, tasks, and voice mail
) Outlook.com or Exchange ActiveSync compatible service

Connect to a service such as Outlook.com to access email, calendars, contacts, and tasks
@ POP or IMAP

Connect to a POP or IMAP email account

< Back " Mext = |[ Cancel

Figure 1-3
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5) In the pop up "POP and IMAP Account Settings" dialog box, input the corresponding
information to the "Your Name", "Email Address", "Incoming mail server", “Outgoing
mail server (SMTP)”, "User Name" and "Password" edit box. And then click the
"More Settings..." button (Figure 1-4).

Add Account

POP and TMAP Account Settings
Enter the mail server settings for your account,

User Information Test Account Settings

Your Mame: |2333321735 I We recommend that you test your account to ensure that
the entries are correct.

Email Address: |2s3s821736 @040, com |

Server Information

[ Test Account Settings ...

Account Type: POF3
Incoming mail server: [192.168.1.123 | E?'Eﬁu;?cnlz:ttjica”ymt SRR
Qutgoing mail server (SMTF): |1_92|153.1_|]_23 | Deliver new messages to:
Logon Information @ Mew Outlook Data File
User Name: |2838821736#p0p.qq.c0m I ") Existing Outlook Data File
e

Passwaord: Iaaaaaaaaaaaaa I Browse

[¥] Remember passward

Require lagon using Secure Password Authentication

SPA]
GEA bore Settings ...

< Back ” Mext = ][ Cancel l

Figure 1-4

Your Name: Your mail account.

Email Address: The full name of your mail address.

Incoming mail server: CCProxy |IP address.

Outgoing mail server (SMTP): CCProxy IP address.

User Name: Your mail account + # + incoming mail address.

Password: Your mail password.

6) In the pop up "Internet E-mail Settings" dialog box, click the "Outgoing Server" tab,
select the "My outgoing server (SMTP) requires authentication" check box, and then
select the "Log on using" radio button. In the "User Name" edit box, type "Your Name
+ # + Outgoing Mail Address", and type the password into the "Password" edit box.
Then, click the "OK" button (Figure 1-5).
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15 =

Internet E-mail Settings

| General | Outgoing Server |Advanced|

I@ My outgoing server (3MTP] requires authentication

7 Use same settings as my incoming mail server

User Mame: |2838821?36¥5mtp.qq.mm I

Pazswaord: I*********a*** I

[¥] Remember passwaord
EI Require Secure Password Authentication [SPA)

(71 Log on to incoming mail server before sending mail

[ QK ] [ Cancel

Figure 1-5
7) Inthe "POP and IMAP Account Settings" dialog box, click the "Test Account Settings"

button. Then it will pop up the "Test Account Settings" dialog box. Just wait for the
testing result, then you will see all tests completed successfully (Figure 1-6).
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Add Account i§§ I

POP and TMAP Account Settings
Enter the mail server settings for your account,

User Information Test Account Settings

Your Mame: 83881736 We recommend that you test your account to ensure that
the entries are correct,
Email Address: 2838821736@qq.com

Server Information

Test Account Settings ...

Account Type: POFS
Incoming mail server: Test Account Settings
Qutgoing mail server (SMTF):
Congratulations! All tests completed successfully. Click Close to Stop
Logon Information cantinue,
User Mame:
Passwaord: Tasks | Errors_i
[¥]Rs Tasks Status

.__I Require logon using Secur \/Log onto incoming mail server (POP3) Completed

[SPA) \/Send test e-mail message Completed

Figure 1-6

7.2 Outlook Works with User/Password Auth Type

If you set the "Auth Type" as "User/Password", or "User/Password + IP", or
"User/Password + MAC" in the CCProxy "Account Manager" dialog box, then Outlook
Express will not work with this settings. But you can solve this problem according to the
following steps.

1) On the main interface of CCProxy, click the "Account" button (Figure 1-1).
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CCProxy 7.3(Demo version only supports 3 users) Build 20130621 '-;_' = |EE il

© © B |%|w 3§ © @

Stop Options | Account | Register Monitor  Hide Help

CCProxy A€\ u ngZSo

Copyright[C] 2000-2013 Y oungzzaft 5] 00 10:06:03

Figure 1-1

2) It will pop up the "Account Manager" dialog box, click the "Permit Category" combo
box, and select "Permit Only". And then, click the "New" button (Figure 1-2).

[ Account Manager = _. IE'
Optionz Filker/Time
@ Permit Categony: IPE"TI“ Only - [ wéeh Filker ]
Auth Tupe: |IP Address = | Time Scheduls |
Uszer Mame IP &ddress MAC Address Conr... Band.. Enable Mew
4 I b
User Count: [T Usger &uth Damair: : Flows Statz I [ ] ] I Cloze I
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3)

4)

Figure 1-2

It will pop up the "Account" dialog box, type the User/Group Name in the
"User/Group Name" edit box (such as "Mail"). Uncheck the "Password" check box.
Select the "IP Address/IP Range" check box, and type the IP Address/IP Range in it
(such as 192.168.1.1-192.168.1.255). Only select the "Mail" check box and then
click the "OK" button (Figure 1-3).

o 1

Account

|—§~| |L|$er.-"|3r|:|up Mame GET |
EE=
I | Password |

[Enable  [V]IP Address/IF Range  1921661.1-1521681.2585 | (3]

[T MAC Address/Hostname @
[&zGoup [ Belongs to Group
M aximum Connections -1 = *Unlimited Connectior;-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kBAz) -1 - “Unlimited Bandwidth:-1
[Tt (] Mail [ Telmet [ Remote Dialup
[CIFTP [C1SDCKS  [C] Others
[ b Flker E]
[] Time Schedule [E]
[ Auta disable at 2013/ B426 | 101228
[] Bandwidth Quota kB |1 Drapz
[] Left Time DD:HH: kR
Mew ] | Save ] 4 Canicel
Figure 1-3

In the "Account Manager" dialog box, add a new account whose IP is within the "IP
Address/IP Range". And then double click it (such as User-001) (Figure 1-4).
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Account Manager = '
Optionz Filker/Time
Permit Categony: [PE[ITIit Oy T] [ “wieb Filker ]
Auth Tope: [|P Addrezs v] [ Time Schedule I
Ilzer Mame IP Address MALC Address Conn.. Band.. Enable I
b il 192168.1.1-192 168 . -1 1441 1 [ .
|Jeer-001 192168.1.159 -1 1441 1
Select All
< i | :
Usger Count 2 [TINT User suth Domair Flow Stats ] I Ok, ] I Cloze I

5)

Figure 1-4

In the pop up "Account" dialog box, select the "Password" check box, and type the

password in the right side edit box. Uncheck the "Mail" check box, and then click the
"OK" button (Figure 1-5).
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o

Account
Uzer/Group Mame Uzer-007
EEe
/] Password sessnee |
[¥] Enable [¥]IP AddrezsAP Range 192.162.1.195 B
[T] MAC Address/Hosthame @
[&zGoup [ Belongs to Group
t aximum Connections -1 — *Unlimited Connectior:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1

-

Upload Bandwidth(kBAz) -1 + | “Unlimited B andwidth:-1

[] oo [ Mail [¥] Telnet [¥] Remote Dial-up
WIFTP  [VI50CKS [V Others

[ e Fter E]
[] Time Schedule [E]
[ Auta disable at 20134 B/26 102808
[] Bandwidth Quota ] kB |1 Drapz
[] Left Time (0000 DD:HH: kR

e ] | Save l || ].4 ]l [ Cancel

Figure 1-5
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7.3 Configuring Windows Live Mail

Install Windows Live Mail on the Client PC, and then run the program.
In the "Accounts" menu, click the "Email" button (Figure 1-1).

6) After finished the above steps, Outlook Express can work well with the "Auth Type"
of "User/Password", or "User/Password + |IP", or "User/Password + MAC".
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| EI {a % = | Inbox - Windows Live Mail

@ * @

Emaill Newsgroup | Properties

Folders View Accounts

New Account

4 Quick views
Unread email

Unread from contacts

Unread feeds (48] - view.

4Qq (94371232)
. .Ir"lbnx
Drafts

Sent items

Junk email (2]

[ Mail
|15 Calendar
[i} Contacts
El Feeds

B Mewsgroups

0 messagels), 0 unread

There are no items in this

===

2627282930311
2345673
9101112131415
161718192021 22
2324/2526 27 28 2
30123456

Today

Mo events for the next
month

Recewing email... 55 Working cnline@

Figure 1-1

3)

It will pop up the "Add your email accounts" dialog box, type your Email address,

Password and Display name in their corresponding edit box, and then click the

"Next" button (Figure 1-2).
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-

I Windows Live Mail

Add your email accounts

If you have a Windows Live ID, sign in now. If not, you can create one later.
Sign in to Windows Live

Email address:

2838821736@qq.com |

Get a Windows Live email address

Password:

[¥] Rernember this password

Display name for your sent messages:

2838821736 I

[] Make this my default email account

[ ] Manually configure server settings

| Cancel || Ned

4)

Figure 1-2

It will pop up the "Configure server settings" dialog box, in the "Incoming server
information" column, type the server address and log-on username in their
corresponding edit box, and in the "Outgoing server information" column, type the
server address in the "Server address" edit box. Then, click the "Next" button (Figure
1-3).
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[ | =

7 Windows Live Mail 3

Configure server settings

If you don't know your email server settings, contact your ISP or network administrator.

Incoming server infarmation Cutgoing server information
Server type: Server address: Port:
|pop ~| [to21681123 B

[ ] Requires a secure connection (55L)
Server address: Port: 1

[192168.1.123 | 10 |

F Requires a secure connection (550)

[ Requires authentication

Authenticate using:

[Clear text - I

Lug-nn UsErname:

[2833821736 |

Cancel || Back || Net |

Figure 1-3

5) You will find that your email account has been added successfully (Figure 1-4).
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1 Windows Live Mail

Your email account has been added

F
*, 2838821736@gq.com was added

Add ancther email account

6)

Figure 1-4

In the "Accounts" menu, click the new added account, and then click the
"Properties". In the pop up "Properties" dialog box, click the "Servers" tab, and then
type the Email username and Password in their corresponding edit box. Then, select
the "My server requires authentication" check box, and click the "Settings" button
(Figure 1-5).
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-

0 messagels), 0 unread

o | [ (& &5 = | Inbox - Windows Live Mail [= 1= = |
Home Folders View (7]
Email Newsgroup |Properties
i Qq (2838821736) Properties
New Account i I Servers ISecurity AdvancedI
e 3 Server Information -
Deleted it (5
Sieted foma () My incoming mail serverisa  POP3 SEVEr.
r L ’ 3 oo
Qg (2838821736 There are rio tems int Incoming mail (POP3):  192.168.1.123
Inbox I view. Outgoing mail (SMTP):  192.168.1.123
Drafts
- ‘ Incoming Mail Server —
ent items
Junk email iE: Email usemame: IEE»BBEZWESﬁpop.qq.com I
Deleted iterms ‘ Passward: Iooooooooooooo I
) A [¥] Remember password
Outbox o () Log on using clear text authentication
@ Log on using securs password authertication
& Mail ) Log on using autherticated POP (APOF)
[z} Calendar
s Outgoing Mail Server — -
1} Contacts
i ||Zf'ﬁ1:.'serverrequires autherrticationl I Settings... I
Ell Feeds
B Mewsgroups
[ e || mE || ERw |

7)

Figure 1-5

In the pop up "Outgoing Mail Server" dialog box, select the "Log on using" radio

button, and type the Account name and Password in their corresponding edit box.
Then, click the "OK" button (Figure 1-6).
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+) Qg (2838821736) Properties =]
Outgoing Mail Server
Log-on

(7 U=e same settings as my incoming mail server

@ Log on using

Account name: |2838821 T36Hsmtp .gg.com I

PESSWDI’d: Iil"lliiil"' I

[¥] Remember passward

|| Log on using Secure Password Authentication

oK || Ccancel

@ Log on using secure password authertication
") Log on using authenticated POP (APOF)

Cutgoing Mail Server

[¥] My server requires authentication Settings...

| wE || BE || ERw |

Figure 1-6

8) In the "Home" menu, click the "Tools" button. Then, you will see that Windows Live
Mail will automatically check for new messages on your email account successfully.

7.4 Set up Mail Proxy in Office Outlook

Suppose your mail account information is -

login user name(account):aaa

login password:bbb

pop3 server address(incoming server address):ccc

smtp server address(outcoming server address).ddd

smtp login user name:eee (generally same as login user name)
smtp login password:fff (generally same as login password)

Suppose your proxy address is 192.168.0.1

You need to change your mail account information in your Outlook as:
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login user name(account):aaa#ccc

login password:bbb

pop3 server address(incoming server address):192.168.0.1
smtp server address(outcoming server address):192.168.0.1
smtp login user name:eee#ddd

smtp login password:fff

If your smtp server DOES NOT require a username and password that you should go to
'MORE SETTINGS'

click on the OUTGOING SERVER tab and check MY SERVER (SMTP) REQUIRES
AUTHENTICATION, and then in the USERNAME field type #your.smtp.server.here and
leave the PASSWORD field blank. Put a check in 'REMEMBER PASSWORD' and then
click OK then FINISH.

Notes: if you are using office 2002 or office XP, you need install office sp1 first.
For more details please refer to the mail proxy settings section in the client

configuration page.

7.5 Configure Mail Proxy Settings in Thunderbird7.0

It's easy to make mail proxy settings in Thunderbird 7.0, only two steps (suppose the
proxy server address is 192.168.1.100). For details, please refer to
http://www.youngzsoft.net/ccproxy/how-to-make-mail-proxy-settings-in-thunderbird.htm.

7.6 Make Proxy Settings in Office Outlook for Gmail

Gmail is different from other email service. The POP3, IMAP and SMTP (Port 465) are
using SSL connection and SMTP (Port 587) is using STARTTLS connection. On the other
hand, there's no STARTTLS option in Outlook Express. So if you want to send emails via
Port 587, you need to use MS Office Outlook 2007 or above version. If you have no MS
Office Outlook 2007 or above version installed, you can also use Thunderbird.

Suppose the proxy server IP address is 192.168.1.250 and the Gmail address is
youngzsoft@gmail.com.

Section 1 - Create port map rules in CCProxy

1. Open "Options" dialog box and click "E" button to open "Port Map" dialog box (Figure

1).
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Configuration
Frosy zervices
Pratocol Fort

% [FIHTTP/RTSP |B08 |
b zil Secure [@'_:'_5_ |
DNS FTPfweb] 508 |
[ ]*feb Cached Gopher i_EDE |
[] Remate Dial-up SOCKS/MMS | 1080 |
Aata Startup FTF |E1 21 |
Auta Hide Telnst 23 |
Fort Map Mews ﬁ1 3 |

Local IP Address: Auto Detect
NT Service [ Advanced ] [ ok, ] [ Cancel
Figure 1

2. Add a port map rule for POP3 service of Gmail:

Fill "pop.gmail.com" in "Dest Host", "995" in "Dest Port", "995" in "Local Port" and select
"TCP" in "Port Type", then click the "Add" button.

Add a port map rule for IMAP service of Gmail:

Fill "imap.gmail.com" in "Dest Host", "993" in "Dest Port", "993" in "Local Port" and select
"TCP" in "Port Type", then click the "Add" button.

Add a port map rule for SMTP (Port 465) service of Gmail:

Fill "smtp.gmail.com" in "Dest Host", "465" in "Dest Port", "465" in "Local Port" and select
"TCP" in "Port Type", then click the "Add" button.

Add a port map rule for SMTP (Port 587) service of Gmail:

Fill "smtp.gmail.com" in "Dest Host", "587" in "Dest Port", "587" in "Local Port" and select
"TCP" in "Port Type", then click the "Add" button (Figure 2).
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Type Dest Host Dest Port Local Port
TCP pop. grail. com 935 935
TCP imap.grmail. com 933 933
TCF gmtp.gmail. com 4E5 4E5
TCF gmtp.gmail. com ha7 ha7
Dest Host ;pnp.gmail.cnm | Dest Port ! 995 |
Paort Type ! TCP w | Local Port ;_EI?EIE -I
Reset | | Selectal | |  add | | Modiy | [ Delste |
[ k. ] [ Cancel ]

Figure 2
3. Keep clicking "OK" button to save above settings.

Section 2 - Make proxy settings in MS Office Outlook 2007 for Gmail
1. "Tools" -> "Account Settings" to open "Account Settings" window as Figure 3.
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Account Settings

E-mail Accounts

‘¥ou can add or remove an account. You can select an account and change its settings.

3

Data Files | RS5 Feeds | SharePoint Lists | Internet Calendars | Published Calendars | address Books |

D] Mew Y Repai

& Dol as

Mame

Close

Figure 3

2. Click the "New" button to open the "Add New E-mail Account" dialog box as Figure 4.
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Add New E-mail Account

Auto Account Setup

Manually configure server settings or additional server bypes

« Back |_: Mext = -J [ Cancel

Figure 4

3. Click to select the "Manually configure server settings or additional server types" check
box (Figure 4), then click "Next".
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Add New E-mail Account

Choose E-mail Service

Connect to your POP, IMAP, or HTTP server ko send and receive e-mail messages,

(") Microsoft Exchange
Cannect to Micrasaft Exchange For access to yaour e-mail, calendar, contacts, Faxes and waice mail,

(") Other
Cannect to a server bype shown belaw,

< Back ” Mext = ][ Cancel

Figure 5

4. Click to select the "Internet E-mail" check box (Figure 5), then click "Next".
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Change E-mail Account

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings

Your Marme: |voungesaft | After filing out the information on this screen, we
e S = recammend waou kest your account by clicking the

E-mail Address: i_ygungzsuft@gmaillcum i button below. {Requires network connection)

Server Information

[ Test Account Setkings ...

Account Type: |popa |

Incoming mail server: I192- 168.1.250 i

Qutgoing mail server (SMTPY |19z 168, 1.750 1

Logon Information

User Mame: [voungzsoft@gmail. com |
Password: [ ———— J
= [

Remember password

[]reguire logon using Secure Password Authentication {SPA) Mare Settings ...

Back | Mext> | [ Cancel ]

Figure 6

5. Configure as Figure 6.
6. Click "More Settings" button -> "Outgoing Server", then configure as Figure 7.
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Internet E-mail Settings

eneral | Qubgoing Server |Cnnnectinn | Advanced |

[#]39y oukgoing server (SMTP requires authenkication:

@ IJse same settings as my incoming mail server

O Log on using

passWord

Require Secure Password Authentication (SPA)

") Log on to incoming mail server before sending mail

Ik ] [ Zancel

Figure 7

7. Click "Advanced" and configure as Figure 8.
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Internet E-mail Settings

General | Outgaing Server Cnnnectiuni Advanced |

Server Port Mumbers

Incoming server (POP3); |995 | [ Ilse Defaulks ]

his sErver requires an encryphed connection (S5L)
Qubgoing server (SMTP): | 537 |

Ise the Following bype of encrypted connection: i.ﬁ.utn w

Server Timeouts

Short "o Long 1 minute
Delivery -

Leave a copy of messages on the server

[ ]Remove From server after {1 days

[ 1remove From server when deleted from 'Deleted Items'

f I, { [ Cancel

Figure 8

8. In the "Internet E-mail Settings" dialog box (Figure 8), click "OK" to save settings and
back to dialog box as Figure 6. Then click "Next" to finish.
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Change E-mail Account

Congratulations!

You have successfully entered all the information required to setup wour
accounk,

Ta clase the wizard, click Finish,

= Back

Figure 9

7.7 Set Mail Proxy for Both Gmail and Hotmail

To retrieve emails from Gmail/Hotmail by Outlook Express/MS Office
Outlook/Thunderbird, we need to create port map rules in CCProxy. However, Gmail and
Hotmail are using the same Port 995 for POP3 and Port 587 for SMTP. So we need to
make different settings for one of them. Let's take hotmail for example.

1. Maintain all the settings of gmail, refer to this article for more details of Gmail proxy
settings.

2. Set different local ports for hotmail in the "Port Map" dialog box of CCProxy.
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Type Dest Host Dest Port Local Port

TCP pop. grail.com 995

TCP imap.grmail. com 933 933 i

TCF gmtp.gmail. com 465 Different

TCF gmtp.gmail. com ha7 | 587 | Local

TCF pop. live. com 995 ER A Port

TCP zmtp.live. com it S atti ngs

Dest Host | smitplive. com | Drest Part 587 |

Port Type ! TCP w | Local Part i et |
Reset | | Selectal | |  #dd | | Modiy | [ Delste |

[ k. ] [ Cancel ]

3. In MS Office Outlook/Thunderbird, set the POP3 port as 996 and SMTP port as 588 for
Hotmail.

Internet E-mail Settings

General | Outgaing Server Cnnnectiun-| Advanced |

Server Port Mumbers

Incoming server (POP3); | 296 [ Ise Defaults ]

This server requires an encrypted connection (3500
Qubgoing server (SMTP) | 535 |

Ise the Following bype of encrypted connection: i.ﬁ.utn w

Server Timeouts

Short "o Long 1 minute
Delivery -

Leave a copy of messages on the server

[ 1Remove From server after {1 days

[ 1remove From server when deleted From 'Deleted Items'

f [8]8 { [ Cancel

4. Maintain other settings of Hotmail, refer to this article for more details of Hotmail proxy
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settings.

7.8 Enter Username/Password to Use OE

If you choose "User/Password", or "User/Password+IP", or "User/Password+MAC"
(Figure 1-1) auth type when using OE, there may be some problems. You can find the
solutions on “Outlook Works with User/Password Auth Type”.

P

Account Manager

Optionz

% i : Ferrnit Ol
Eae Permit Categaon: I I

FilterTime

| = -2

[

webFiter |

Auith Type: IP &iddiess v | TimeSchedule |
MAC Address |
Izer Mame IP Address| User/Password Conn...  Bandwidth Ene et
zer/Password + [P
dzer-1 192168.1. | ser/Pazzword + pdC -1 1441 1 :
|Jzer-002 192168.1.7IF + MAL -1 141 1
Select All
Auto Scan
- - -
Uger Count 2 [CIWT User suth Domair Flow Stats I [ 0. ] I Cloze

Figure 1-1

7.9 Configure Outlook Express E-mail Proxy Settings

Suppose email address is support@youngzsoft.com.

Mailbox account: support
Password:

SMTP address: smtp.youngzsoft.com
POP3 address: pop3.youngzsoft.com
Proxy server address: 192.168.0.1

Launch Outlook Express.
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Menu"Tools"--> "Accounts"--> "Mail" Tab

Internet Accounts : ilﬁl

Al M ail |News I Drirectony Servicel &dd 2

Account | Type | Connection | Hemowve |
@ma' rnail [default] Arw Aevallable

2 Froperties |

Setas Default |

Irnpaoirt... |

Expiort.. |

Set Urder.. |

Cloze

Click button"Properties". The general info should be shown as below:

#® mail.youngzsoft.com Properties ed |

General | Sewersl I:n:-nnec:tin:nnl Sec:urit_l,ll .-’-‘-.d'-.fan-:edl

b ail Account

Type the narme by which pou wolld fike o refer to these
zerverz. For example: woork" or "Microzoft bail
Server'’,

Imail.ynungzsnft.cam |

I1zer Infarmation

Mame: IYDungES aft

Organization; I

E-mail addresz: Isuppart@ynungzsnftcam

Feply address: I

¥ Include thiz account when receiving mail or spnchronizing

0k, I Cancel Amply

Go to "Server" tab. The info should be shown as below.
Pay attention to the account name of "Incoming Mail Server"
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#® mail.youngzsoft.com Properties ed |

General Servers | I:n:-nnec:tin:nnl Sec:urit_l,ll .-’-‘-.d'-.fan-:edl

Server Infarmation

by incoming mail zerver iz a IF'I:IF'S FEIVET,
Iricoming mail [FOFP3]: |1 92.163.0.1

Outgoing mail [SMTP: |1 92.163.0.1

[nizoming kail Server

Account name: Isuppnrt#pupiyuungzsnft.-:Dm

PaSSWDfd Ixxxxxxxxxxxxxxx

v Femember password

[ Log on using Secure Password Authentication

Outgoirnig b ail Serer

¥ My server requires authentication Settings... |

0k, I Carnicel Apply

Click button "Settings"

If your original mail server requires authentication when sending emails,

you need to configure as below.

Pay attention to the account name. It is "support#smtp.youngzsoft.com" here.

Outgoing Mail Server j ed

Logon Information

" Lze zame settings & my incoming mail server

Account name: |suppnrt#smtp.ynungzsnﬂ.u:u:um

lxxxxxxxxxxxxxxx

Pazzword:
v Remember password

™ Log on using Secure Password Authentication

k. I Cancel

If your original mail server doesn't require authentication when sending emails,
then configure as below.
Pay attention to the account name. It is "#smtp.youngzsoft.com" here.
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Outgoing Mail Server . 2 x|

Logar Infarmatian

" Use zame settings as my incoming mail server

Account name: Iﬂsmtp.yuungzsuﬂ.cnm

Pazsword: I
[+ Remember pazsword

[ Log on using Secure Pazsword Authentication

k. I Cancel I

7.10 Configure Mail Proxy in Outlook Express

Suppose email address is support@youngzsoft.com.
Mailbox account: support

Password:

SMTP address: smtp.youngzsoft.com

POP3 address: pop3.youngzsoft.com

Proxy server address: 192.168.0.1

Launch Outlook Express.

Menu"Tools"--> "Accounts"--> "Mail" Tab

Internet Accounts ]

Al haail | M ews I Drirectany Servicel
Account | Type | Connection |
mail poungzaoft.c..  mail [default] A Ayvailable

Setas [0efault |
Impart... |
Export... |

Set [Hrder.. |

Cloze |

Click button "Properties". The general info should be shown as below.
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#® mail.youngzsoft.com Properties ed |

General | Sewersl Ennnectinnl Securit_l,li .ﬁ.dvancedl

b ail Account

Type the name by which pou would ke to refer to these
zervers, For example: work! or "Microzaft b ail

Semer’,

rnail powr

I1zer Infarmation
Harne: IYDungES aft

Oraanizatian; I

E-mail addressz: Isuppurt@yuungzsnftcnm

Feply address: I

v Include thiz account when receiving mail or spnchronizing

(] 4 I Carizel ]y 1

Go to "Server" tab. Configure as below.
Pay attention to account name. It

"support@youngzsoft.com#pop3.youngzsoft.com" here.

should be
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¥ mail.youngzsoft.com Properties 2=l

General Servers | Ennnectiunl SEcurit_l,li .-’-'-.d'-.fann:eu:ll

Server [nformation

My incoming mail zerer iz a IF'EIF'3 FEIVET
Incoming mail [POF3): |1 92168.0.1

Outgoing mail [SMTE: |1 92.163.0.1

Incoming Mail Server

Account nanme: Isuppnrt@ynungzsuﬂ.cnmﬂprE.yDung:

Easswurd: Ixxxxxxxxxxxxxxx
[+ Bemember pazsword

[ Log on uzing Secure Pazsward Authentication

Outgoing kail Server

¥ My server requires authentication Settings... |

] I Cancel Apply

Click button " Settings".

If your original mail server need authentication when sending email,

please configure as below.

Pay attention to the account name. It should
"support@youngzsoft.com#smtp.youngzsoft.com" here.

Outgoing Mail Server ed bt

Logan Infarmatian

" Use zame settings as my incoming mail server

& Logon using

Account name; ISuppurt@yuungzsnftcumﬂsmtp.ynungzsnf

Ixxxxxxxxxxxxxxx

Pazsword:
¥ Remember password

[ Log on using Secure Pazsword Authentication
] I Caricel

If your original mail server doesn't require authentication when sending email,
please configure as below.
Pay attention the account name. It should be "#smtp.youngzsoft.com" here.
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Outgoing Mail Server . ed B4

Logon Information
T |ze zame settings a2 my incoming mail server

£+ Log on using

Account name: Ihismtp.yuungzsnft.cnm

Pazzword: I
v Remember password

™ Log on using Securs Password Authentication

k. I Cancel

7.11 Configure E-mail Proxy in Eudora

Suppose email address is support@youngzsoft.com.
Mailbox account: support

Password:

SMTP address: smtp.youngzsoft.com

POP3 address: pop3.youngzsoft.com

Email proxy server address: 192.168.0.1

Launch Eudora.
Menu"Tools"--> "Opitions"

options 2] x|

Category

! Beal name:

I"r’u:uungzsu:uft

Feturn address:;

Isuppnrt@yuungzsuﬂ.mm

Mail Server [lncoming]:

|192.1EE.EI.1

Login M arme:

Isuppurt#pnpiynungzsuft.cum##suppurtﬂsmtp

sending fact SMTF Server [Outgoing]:
EE [152168.01

Composing Mail lI V¥ Allowe authentication
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Real name: input your own name.

Mail Server (Incoming): input proxy server ip address.

Login Name: support#pop3.youngzsoft.com##support#smtp.youngzsoft.com

SMTP Server (Outgoing): input proxy server ip address.

Note:

If your original SMTP server requries authentication,

Login Name = Your original name#Your original POP3 server address##Your original
login name#Your original SMTP server address

else

Login Name = Your original name#Your original POP3 server address###Your original
SMTP server address

Only the version after 01/06/2002 of CCProxy supports Eudora mail proxy. You can
download this version here.

7.12 Make Mail Proxy Settings in Thunderbird7.0

It's easy to make mail proxy settings in Thunderbird 7.0, only two steps (suppose the
proxy server address is 192.168.1.100).

1. Windows "Start" -> "Control Panel" -> "Network Connections" -> "Local Area
Connection" -> "General" -> "Properties" -> "Internet Protocol(TCP/IP)" properties -> set
the "Prefered DNS server" as the proxy server's IP address - 192.168.1.100 (Figure 1).
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Internet Protocol (TCP#IP) Properties

General |

Y'ou can get [P zettings azsigned automatically if wour nebwork, supparts
thiz capability. Othemwize, vou need to azk vour network, administrator for
the appropriate 1P settings.

{7 Obtain an IP address automatically
%1 Uze the following IP address:

P address: ! 192 168 . 1 . BO |

Subret mask: |3t 0hs o5 |

Default gateway: | y : ; |

Lptain UM zerver address automatically

%) Use the following DNS server addresses;
Ereferred DNS server: | 192 .168. 1 100 |

Alternate DMS server: | ) . ) |

f oK |[ Cancel ]

Figure 1

2. Thunderbird menu "Tools" -> "Options" -> "Advanced" -> "Network & Disk Space" ->
"Connections" -> click "Settings" button -> set as Figure 2.
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Connection Settings @

Configure Proxies to Access the Inkernet

) Mo proy

() Auto-detect proxy settings For this network
G Idse syskem proxy settings

(%) Manual praxy configuration:

HTTP Presey: | 192.168.1.100 | port; a0s 3 |

[ ] Use this prozy server for all protocals

550 Praxcy: | 192,168.1,100 | part | mosf

SOCKS Host: | 192.168.1.100 | port: | 10803

() S0CKS w4 (3) SOCKS v5

Mo Procey For: ;-Incall']n.si:., i.Z-?.III.EI.l.

Example: .mozilla.org, .net.nz, 192.163.1.0/24
{:} Aukomatic procsy configuration LIRL;

(.4 l [ Cancel

Figure 2

7.13 Configure Mail Proxy in Office Outlook for Free
Mail

Suppose your mail account information is -

Email address: testuser@ccproxy.com login user name(account): testuser

login password: poppw

pop3 server address(incoming server address): pop3.ccproxy.com

smtp server address(outcoming server address): smtp.ccproxy.com

smtp login user name: testusersmtp (most time it's the same as pop3 login user name,
let's say they are different in this case)

smtp login password: smtppw (most time it's the same as pop3 login password, let's say
they are different in this case)

Suppose your proxy address is 192.168.1.250

You need to change your mail account information in your Outlook as:

login user name(account): testuser#pop3.ccproxy.com

login password: poppw

pop3 server address(incoming server address): 192.168.1.250
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smtp server address(outcoming server address): 192.168.1.250

smtp login user: testusersmtp#smtp.ccproxy.com

smtp login password: smtppw

Notes: if you are using office 2002 or office XP, you need install office sp1 first.
Bellow are screenshots of how to make proxy settings in Office Outlook 2007.

1. "Tools" -> "Account Settings" to open "Account Settings" window, and then click the
"New" button as Figure 1.

Account Settings [EJ

E-mail Accounts
‘¥ou can add or remove an account. You can select an account and change its settings.

B .[')at:a.iiiies' RSS Ién-aecis. I ShareF‘ulnt Llst-s __'Il:uternei:m('faienciars ( F‘ub-lis-heu:i Cai;anciars- -.ﬂ..cici.ress.élooks [

[y MEw..

Mame Tvpe

Close

Figure 1

2. In the pop up "Auto Account Setup" dialog box, select the "Manually configure server
settings or additional server types" check box, then click the "Next" button as Figure 2.
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Add New E-mail Account

Auto Account Setup

Manually configure server settings or additional server bypes

« Back |_: Mext = J [ Cancel

Figure 2

3. In the pop up "Choose E-mail Service" dialog box, select the "Internet E-mail" radio
button, then click the "Next" button (Figure 3).
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Add New E-mail Account

Choose E-mail Service

(") Microsoft Exchange
Cannect to Micrasaft Exchange For access to yaour e-mail, calendar, contacts, Faxes and waice mail,

(") Other
Cannect to a server bype shown belaw,

< Back ” Mext = ][ Cancel

Figure 3

4. In the pop up "Internet E-mail Settings" dialog box, click the "More Settings" button
as Figure 4.
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X

Add New E-mail Account

Internet E-mail Settings
Each of these settings are required to get wour e-mail account working,

User Information Test Account Settings

recammend yau kest your account by clicking the
button below. (Requires network, connection)

Your Mame: |kest i After Filling cut the informiation on this screen, we
|
|

E-mail Address; itestuser@ccpruxy.cum

Server Information

[ Test Account Settings ...

Account Type: ; POPS " |

Incaoming mail server: I 192.168.1,250 i

Qutgaing mail server (SMTPY |19z 165,1.250 i

Logon Information

User Mame: :testuser#pupS.ccpru:uxy.cu:um !

Password: i*****l J

Remember password

[]require logon using Secure Password Authentication (SPA) Maore Sekbings ...

< Back ” Mext = ][ Cancel ]

Figure 4

5. In the "Internet E-mail Settings" dialog box, click the "Outgoing Server" tab, then
configure as Figure 5.
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Internet E-mail Settings

General | CUbQoing Server !-C-:unne-:tiu:un. | Advanced |

My oukbgoing server (SMTP) reguires authentication
O Iz same setkings as my incoming mail server

@ Log on using
lzer Mame: !testusersmtp#smtp.u:u:pru:uxy.u:-:um |
Passwiord; I****** |

Remember password
[ ]Require Secure Passward Authentication (SPA)

(") Log on to incoming mail server befare sending mail

Ik ] [ Cancel

Figure 5

6. In the "Internet E-mail Settings" dialog box (Figure 5), click "OK" to save settings and
back to dialog box as Figure 4. Then click "Next" to finish.
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Change E-mail Account

Congratulations!

You have successfully entered all the information required to setup wour
accounk,

Ta clase the wizard, click Finish,

= Back

Figure 6

7.14 Make Office Outlook Proxy for Company Mail

Suppose the company mail is test@youngzsoft.net, the proxy server address is
192.168.1.100. Bellow are steps of how to make mail proxy settings in Office Outlook
2007.

Notes: If you are using office 2002 or office XP, you need install office sp1 first.

1. "Tools" -> "Account Settings" to open "Account Settings" window as Figure 1.
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Account Settings

E-mail Accounts

‘¥ou can add or remove an account. You can select an account and change its settings.

3

Data Files | RS5 Feeds | SharePoint Lists | Internet Calendars | Published Calendars | address Books |

D] Mew Y Repai

& Dol as

Mame

Close

Figure 1

2. Click the "New" button to open the "Add New E-mail Account" dialog box as Figure 2.
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Add New E-mail Account

Auto Account Setup

Manually configure server settings or additional server bypes

« Back |_: Mext = -J [ Cancel

Figure 2

3. Click to select the "Manually configure server settings or additional server types" check
box (Figure 2), then click "Next".
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Add New E-mail Account

Choose E-mail Service

Connect to your POP, IMAP, or HTTP server ko send and receive e-mail messages,

(") Microsoft Exchange
Cannect to Micrasaft Exchange For access to yaour e-mail, calendar, contacts, Faxes and waice mail,

(") Other
Cannect to a server bype shown belaw,

< Back ” Mext = ][ Cancel

Figure 3

4. Click to select the "Internet E-mail" check box (Figure 3), then click "Next".
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Add New E-mail Account

Internet E-mail Settings
Each of these settings are required to get your e-mail account working,

User Information Test Account Settings

Your Mame: |kest | After Filling out the informiation on this screen, we
— — i recammend yau test your account by clicking the

E-mail Address: [hest@youngzsoft, et i buttan below. (Requires network connection)

Server Information

[ Test Account Settings ...

Account Type! ; POIP3 |

Incoming mail server: 5192.153.1.100 [

Qutgoing mail server (SMTPY 1oz 168.1.100 1

Logon Information

. | |
User Nam: |test@youngzsoft net#pop3.y |

Password: l************ J

Remember password

[]Rrequire logon using Secure Password Authentication (5PA) Maore Sekbings ...

< Back ]l' Next = |[ Cancel ]

Figure 4

5. Configure as Figure 4.
6. Click "More Settings" button -> "Outgoing Server", then configure as Figure 5.
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Internet E-mail Settings

General | CUbgoing Server !-C-:unne-:tiu:un. | Advanced

My oubgoing server (SMTP) reguires authentication
O Iz same setkings as my incoming mail server
@ Log on using

| lser Mame: !test@yuungzsnft.net#smtp.ynungzsnft.net ||

Passwl:lrd' | sk sk bk shobo ke ok |

[
Remember password
[ ]Require Secure Passward Authentication (SPA)

") Log on to incoming mail server befare sending mail

|I (o]'s ,I [ Cancel

Figure 5

7. In the "Internet E-mail Settings" dialog box (Figure 5), click "OK" to save settings and
back to dialog box as Figure 4. Then click "Next" to finish.
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Change E-mail Account

Congratulations!

You have successfully entered all the information required to setup wour
accounk,

Ta clase the wizard, click Finish,

Figure 6

7.15 Make Office Outlook Proxy for Hotmail

Hotmail is different from other email service. The POP3 is using SSL connection and
SMTP is using STARTTLS connection. However, there's no STARTTLS option in Outlook
Express so we need to use MS Office Outlook 2007 or above version. If you have no MS
Office Outlook 2007 or above version, you can also use Thunderbird, and it's much more
easily to make mail proxy settings in Thunderbird.

Suppose the proxy server IP address is 192.168.1.250 and the Hotmail address is
youngzsoft@hotmail.com.

7.16 Configure News Proxy Settings in OE

Choose the configured News server in Outlook Express and right click menu->
Properties-> Server.

Suppose the original server name is "msnews.microsoft.com”. You need to change the
server name to the proxy server's address. Choose "This server requests to log on". Fill
in "#msnews.microsoft.com" in account. Leave "Password" blank. Check "Remember
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Password".

Note: If the News server you log onto isn't free of charge, then the account number and
password are needed. Your account name should be revised to "old account
name#original News server address".

7.17 Send and Receive Gmails by OE with CCProxy

1. Configure the Port Map Rules
1) On the main interface of CCProxy, click the "Options" button(Figure 1-1).

CCProxy 7.3{Demo version only supports 3 users) = = :

©@ o B | w 8 w @
Stop | Options |Account Register Monitor Hide Help

CCProxy MEREE AN,

Copyeright[C] 2000-201 2 *'oungzzoft §] 0o 11:13:03

Figure 1-1

2) In the popup "Configuration" dialogue box, select "Port Map" check box, then click
"E" button(Figure 1-2).
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[ Configuration ﬁ
Prowy services
<::| Fratocol Fort

= [V|HTTP/RTSP 508
7] Mai V] Secure 808
(7] DMS [ZIFTPweb) 503
[¥]%eb Cached (V] Gopher 603
[| Remote Diakup [¥] SOCKSMms 1080
[¥] &uta Startup [ FTP 2121
[ Auta Hide [] Telnet 2
[7] Part Map [V] Mews 113

Local IP &ddress: [] dusto Detect [192-1 B5.1.147 "] ¥
[CINT Service Advanced l | Ok, ] | Cancel ]

Figure 1-2

3) The "Port Map" dialogue box will pop up. In "Dest Host" edit box type the pop3
address of gmail, namely, "pop.gmail.com". In "Dest Port" and "Local Port" edit
boxes type "995", select "TCP" in "Port Type" combo box, and then click the "Add"
button.

In "Dest Host" edit box type the smtp address of gamil, namely, "smtp.gmail.com". In

"Dest Port" and "Local Port" edit boxes type "465", select "TCP" in "Port Type" combo

box, and then click the "Add" button.

After configured the port map rules, keep clicking the "OK" button to the main interface of

CCProxy(Figure 1-3).
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-

r.Port Map @

Type Dest Host
TCF gmtp.gmail. com

Dest Local
465 465
pop. il com

D'est Host pop.grail. com Dest Part 995

Local Paort 935

Fort Type [TEF' "]

Reset | | Selectal | |  #dd | | Modiy | [ Delste |

[ Ok ] [ Cancel ]

Figure 1-3
4) The configuration of port mapping has been done.

2. Configure Outlook Express

Assume the IP address of the server is 192.168.1.147, the account name of gmail is

"ctian.jane@gmail.com".

1) After launching Outlook Express, click "Tools" on the menu and then click "Accounts
button.

2) In the popup "Internet Accounts" dialogue box, select "Mail" tap, click "Add" and then
click "Mail" button(Figure 1-4).

Internet Accounts 21|

Al b il |News | Directory Service | i Add Wl mai.. |
Mews. ..

Account | Tupe | Cormection | Bemove I Directory Service. ..
Broperties |

2 ‘auw - i

Bet as Detaul | Message Identi
Tip of the d

When replyir

Espart.. | message in ¢

newsgroup, 1
select the o
to which you

Set Order... | replying.
Then click Ri
Cloze | Group to po
reply to the
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Figure 1-4

3) In "Your Name" dialogue box, type name(such as yaozhi), then click the "Next"
button(Figure 1-5).

Internet Connection Wizard 1 5[

Your Hame

“When vou zend e-mail, your name will appear in the From field of the outgoing mezsage.
Type vaur name az you would like it to appear.

Dizplay name: I_l,la-:uzhi

Far example: John Smith

« Back I Mewt » I Cancel

Figure 1-5

4) In "Internet E-mail Address" dialogue box, type your gmail account name(such as
ctian.jane@gmail.com), then click the "Next" button(Figure 1-6).
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Internet Connection Wizard )i ﬂ

Internet E-mail Address

Your e-mail address iz the address other people uze to send e-mail meszages to pou,

E-mail addrezs; clian. jane@gmail. conl

For example; someonet@microsoft com

< Back I] Mest = Cancel

Figure 1-6
5) In the popup "E-mail Server Names" dialogue box, select "POP3" server, in

"Incoming/Outgoing Mail Server" edit boxes type "192.168.1.147" respectively, and
then click "Next" button(Figure 1-7).
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Internet Connection Wizard )i ﬂ

E-mail Server Hames

ty incoming mail zerver iz a | POPZ - I TEIVET.

Incaming mail [POF3, IMAF or HT TP zerver:

"192.158.1.14? |

An SMTP zerver iz the zerver that iz uzed far your outgaing e-mail.

Outgaing mail [SMTR] zerver:

I1 32.1658.1.147 |

< Back " Mest = I Cancel

Figure 1-7

6) In the popup "Internet Mail Logon" dialogue box, input your account name and
password. Please note that you should type your complete gmail account name, and
then click "Next" button(Figure 1-8).
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Internet Connection Wizard )i ﬂ

Internet Mail Logon

Type the account name and password your Internet zervice provider has given you.

Account name: In::tian. janeiaigriail. com |

Bazzword: "---------------

v Remember password

[f pour Intermnet service provider reguires pou to use Secure Password Authentication
[SPA] to access vour mall account, zelect the 'Log On Using Secure Pazzward
Authentication [SPA) check box.

I™ Log on uzing Secure Password Authertication [SFA]

< Back Il Mest = i Cancel

Figure 1-8

7) Click "Finish" button, go back to "Internet Accounts" dialogue box.
8) In "Internet Accounts" dialogue box, double-click the mail account you created just
now(Figure 1-9).

Internet Accounts j ilil

All kil | Mews I Directory Servicel

Accaunt | Type | Connection | Bemove |
% 132.168.1.147 rnail [default] A Available

Broperties |

Set az Default |

Irmpart.... |

Export... |

Get [drder.. |

Cloze

Figure 1-9

9) Select the "General" tab, in "Mail Account" edit box type your complete gmail
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address, in "Name" edit box type the name you want to show when sending&
receiving e-mails, and in "E-mail address" edit box type your gmail address
again(Figure 1-10).

¥ ctian.jane@gmail.com Properties el B

General |Sewers| Eu:unneu:tiu:unl Seu:urit_l,ll .ﬁ.dvancedl

b ail Azcount

Type the name by which you would like ko refer to these
zervers, For esample: ""work! or "Microzoft Mail
Server,

Ictian.iane@gmail. com

Izer Infarmation

Hame: I waozhi

Oroanizatiorn: I

E-mail address; Ictian.iane@gmail.cnm

Reply address: I

¥ [Include thiz account when receiving mail or synchionizing

k. I Cancel Apply

Figure 1-10

10) Click "Servers" tab, in "Incoming Mail" and "Outgoing Mail" edit boxes type the IP
address of the server, namely, 192.168.1.147. In "Account Name" edit box type your
gmail account, and type your password in "Password" edit box, select "My server
requires authentication" check box, and then click "Settings" button(Figure 1-11).
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#m' ctian.jane@gmail.com Properties

Server Information

My incoming mail sereer iz a IF'EIF'3 TEVEL

Inzoming mail [POP3): |1 92168.1.147

Cutgoing mail [SMTF): I'IEIE.'IEE.'I 147

Incoming k ail Serer

Account name: Ictian.iane@gmail.mm

Pazgword; I---------------

v Remember paszword

[™ Log on using Secure Password Authentication

Outgoinig k ail Serer

v by server requires authentication Settings... |

| (0] I Cancel Apply

Figure 1-11

11) In the popup "Outgoing Mail Server" dialogue box, select the "Use same settings as
my incoming mail server" radio button, then click "OK" button(Figure 1-12).

Outgoing Mail Server 7] x|

Logon Information

&+ |se same settings az my incoming mail server

i~ Log on using

Bcount mranme; I

Bazsword; I
¥ Bemember pazswond

™| Logonusing Secure Password Suthentication

k. I Cancel

Figure 1-12

12) Click "Advanced" tab, in "Outgoing mail" edit box type "465", select "This server
requires a secure connection" check box, in "Incoming mail" edit box type "995",
select "This server requires a secure connection" check box, and then click "OK"
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button(Figure 1-13).

¥ ctian.jane@gmail.com Properties el Bt

Generall Serversl Eu:unneu:tiu:unl Securty  Advanced |

Server Port Humbers

Dutgoing mail [SH TP |4EE Uze Defaults |

¥ This server requires a secure connection [S51)

Incoming mail (FOF3): IEIEIE

v This server requires a secure connechion [S51]

Server Timeouts

Shot = F———— Long 1 minute

Sending
[ Break apart messages larger than IEEI Eﬁ kKB
Deliven

v Leave a copy of messages on server

[T Bemove from server after 55 3: day(z]

[T Remove from server when deleted from 'Deleted ltems!

| E i Cancel | Apply

Figure 1-13

13) Now the configuration of using gmail to send and receive e-mails has been done.

7.18 Make Proxy Settings for Mail Clients

Configurations of all mail clients are different, but the principle is still the same. Here set

Outlook Express as an example to teach you how to configure them as follows:

1) After launched Outlook Express, click "Tools" button, and then click "Accounts".

2) In the pop up "Internet Accounts" dialogue box, click the "Mail" tab, and then click the
"Add" button, select "Mail" (Figure 1-1).
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All Mail |News I Diirectomn Servicel Hl Mail...
Mews. .,

Account | Type | Connection | Bemnve | Directory Service. ..
Eroperties |

Set as Defaulb |
Import... |
Erport,.. |

Setdrder... |

Cloge

Figure 1-1

3) In the pop up "Display name" dialogue box, input the name (such as yaozhi), then
click the "Next" button (Figure 1-2).

Internet Connection Wizard _ ﬂ

Your Hame

“When pou zend e-mail, pour name will appear in the From field of the outgoing mezzage.
Type wour hame as you wauld like it ta appear.

Dizplay name: yaozhi

For example; John Smith

¢ Back

Cancel |

Figure 1-2

4) In the pop up "Internet Connection Wizard" dialogue box, input your e-mail address,
then click the "Next" button (Figure 1-3).
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Internet Connection Wizard B ﬂ

Internet E-mail Address

Your e-mail address iz the address other people uze to send e-mail meszages to pou,

E-mail address: lSuppmt@ynungzsuft.cnm

For example; someonet@microsoft com

< Back

Cancel |

Figure 1-3

5) In the pop up "E-mail Server Names" dialogue box, select "POP3" as the incoming
mail server, in "Incoming mail server" and "Outgoing mail server" edit boxes, type the
LAN I[P address of the Server (such as 192.168.1.1), then click the "Next" button
(Figure 1-4).
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Internet Connection Wizard __ ﬂ

E-mail Server Hames

ty incoming mail zerveriz a |POP3 * | ZErVEr

Incaming mail [POF3, IMAF or HT TR server:
192.168.1.1

An SMTP zerver iz the zerver that iz uzed far vour outgaing e-mail.

Outgaing mail [SMTF] zerver:
192.168.1.1|

< Back I Mest = I Cancel

Figure 1-4

6) In the pop up "Internet Mail Logon" dialogue box, input the complete account name
and password, then click the "Next" button (Figure 1-5).
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Internet Connection Wizard N ﬂ

Internet Mail Logon

Type the account name and paszsword your Internet zervice provider has given pou.

Account name: supprat@yaungzzaft. com

Fazsword: I-------------

v Remember password

[f wour Internet service provider reguires pou o use Secure Password Authentication
[SPA] to acces: vaur mail account, zelect the 'Log On Using Secure Pazzward
Authentication [SPA] check bos,

[ Log on uzing Secure Password Authertication [SP4)

¢ Back

Cancel |

Figure 1-5

7) Click the "Finish" button to go back to the "Internet Accounts" dialogue box.
8) In the pop up "Internet Accounts" dialogue box, double-click the mail account created
just now (such as 192.168.1.1) (Figure 1-6).

Internet Accounts i 21 x

Al b il INEWS I Dhirectary Sewicel

Account | Type | Connection | Bemowve |
C192.168.1.1 mail [defaul] Ay dvailable |

Froperties |

Setaz [Default |

Irnpaoirt... |

Expart... |

Setdrder. |

Cloze

Figure 1-6
9) In the pop up "mail.youngsoft.com Properties" dialogue box, in "Mail Account" and
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"Name" edit boxes input the names, in the "E-mail address" edit box input the
complete e-mail address (such as support@youngzsoft.com), and then click the
"Servers" tab (Figure 1-7).

"‘E mail.youngzsoft.com Properties 1 il 5'

General | Serversl Eu:unneu:tiu:unl Seu:urit_l,ll .ﬁ.dvancedl

b ail Azcount

Type the name by which you would like torefer o theze
zervers, For example: ""work! or "Microzoft bail
Serer’.

Imail.yuungzsuft. com

Uzer Information

Harme: I“h:uungzsu:uft

Organization: I

E-mail addresz: Isuppmt@yuungzsnﬂ.mm

Feply address: I

¥ Include this account when receiving mail or synchionizing

Cancel Spply

Figure 1-7

10) In the pop up "mail.youngzsoft.com" dialogue box, modify the account name of
"Incoming Mail Server", it should be: account name + "#" + incoming mail server
address, then select the "My server requires authentication" check box, then click
the "Settings" button (Figure 1-8).

Notes:

Different mail accounts have different pop3 and smtp addresses. Here are some

frequently used pop3 and smtp address:

QQ Mail

pop3 Address: pop.gg.com

smtp Address: smtp.qg.com

163 Mail

pop3 Address: pop.163.com

smtp Address: smtp.163.com

Sina Mail

pop3 Address: pop.sina.com

smtp Address: smtp.sina.com
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¥2 mail.youngzsoft.com Properties el |

General Servers | Eu:unneu:tiu:unl Seu:urit_l,ll .ﬁ.dvancedl

Server Information

My incoming mail zerver iz a |F'EIF'3 FEIVEL
Ineoming mail [FOP3): |1 92168811

Outgaing mail [SMTPL: |1'EIE.'IEB.1 A

Incoming Mail Server

I.-’-\.gcu:uunt name: Isupprnt@yuungzsnﬂ.cnm I

Easswnrd: Iii-lnl---------
[+ PFemember password

™ Log on using Secure Pazsword Authentication

Outgoinig k ail Server

¥ My server requires authenticatiort | Settings...

| F I Cancel Apply

Figure 1-8

If your pop3 address is "mail.test.com" and account is "user" when you receive/send e-

mails on the website, you should input "user#mail.test.com".

If your pop3 address is "pop3.test.com" and account is "user@test.com" when you

receive/send e-mails on the website, you should input "user@test.com#pop3.test.com".

11) The configuration rules of outgoing mail server is almost the same with the incoming
mail server, you just need to notice that you should input the smtp server address
behind "#", such as "smtp.domain.com", "main.domain.com” (Figure 1-9).

Outgoing Mail Server I el

Logar |nfarmatiar

{~ Use zame settings az my incoming mail server

* Log on using

Aooount nanme: |suppnrt#smtp.yuungzsuftu:u:um

Pazzwaord: I-------------
¥ Remember password

[ Log on using Secure Password Authentication

Cancel |
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Figure 1-9

If your smtp address is "mail.test.com" and account is "user" when you receive/send e-
mails on the website, you should input "user#mail.test.com".
If your smtp address is "smtp.test.com" and account is "user@test.com" when you
receive/send e-mails on the website, you should input "user@test.com#smtp.test.com".
12) After the configuration is done, click the "Send/Recv" button to test whether outlook

express could send/receive e-mails or not (Figure 1-10).

¥4 Outlook Express

J File Edit Miew Tools Message Help

=181 ]

L

Create Mail Send/Recy

Addresses Find

R

= Outlook Express

Folders b3 |
I‘_‘;ﬂ Cutlook Express
&5 Local Folders

Contacks ¥ x |

There are no contacks to display, Click
on Zonkacts ko create a new conkact,

E-mail

There are no unread Mail messages in your

Inbox

for Youngzsoft
Find a Message...

@ Create a new Mail message

Read Mail

Newsgroups

Set up 3 Newsgroups account...

Contacts

Dpen the Address Book...

Identities »

Tip of the day X

By subscribing to
a newsgroup, the
newsgroup will
remain in your
Folders list for
a5y access.

Click the Tools
menu and then
click
Newsgroups.
Zelect a
newsgroup fram

ﬁ Find People... the list and click
; Subscribe. o
™ when cutloaok Express starts, go directly to my Previoy
- 1 evIols
@ Working Online |& Erraor “

Figure 1-10
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8 Proxy for Others

8.1 Set up Proxy for Time Server

suppose the target time server is www.xxx.com, you can add (dest host:www.xxx.com,
dest port:123, port type:udp, local port:123) in port map of ccproxy. And then change
client time server address to 192.168.0.1.

8.2 Setup Google Talk (GTalk) Proxy Settings

"Settings" -> "Connection", Use the following proxy,
Host: 192.168.1.100
Port: 1080
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Settings [Z|
General :
Matifications Serasn
Cannection
Audin
Appearance () Detect proxy automatically

(%) Use the following prosxy:

Host: | 192.168.1,100 Part: iman |

|:| Prosyw requires Authentication
1
| |

Skart monitar, .. ]

5 K, | [ Cancel

8.3 Make Proxy Settings for Java

Some websites need a Java platform support. Suppose the proxy server |IP address is
192.168.1.100, here's how to make proxy settings for Java step by step.

About Java Technology

o ko Java,com

Cpen Conkral Panel
Cpen 1.6.,0_75 Consaole

Hide Icon
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E Java Control Panel

General | Update | Java | Security | Advanced |

[ About

Wigw versian infarmation about Java Contral Panel,

~ Mebwork Settings

Metwork settings are used when making Internet connections. By default, lava
will use the nebwork setkings in your web browser, Only advanced users should
modify these settings,

[ Metwark Settings... |

~ Tempaorary Internet Files

Files wou use in Java applications are stored in a special Folder For quick execution
later, ©Only advanced users should delete files ar modify these settings.

[ Settings. .. ][ View, .. ]

[ ok H Cancel ] apply

Network Settings
Metwork Proxy Settings

Cwerride browser proxy setkings,

{:} IJse browser settings
() Use proxy server

Port: 'BE ! i Advanced..,

ok e

[ ] Bwpass proxy server for local addresses

{:} Idse automatic prosy configuration scripk

) Direct connection

[ Ok ] [ Cancel
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Advanced Network Settings E'
- Servers
Type Prowy Address Part
HTTP:  |192.168.1.100 |+ Eans !
Seurei [192.168.1.100 s
FTP:  |192.168.1,100 |ileos |
Socks: |192.168.1,100 =

[] Use same proxy server For all protocals

- Exceplions

Do nok use procey server for addresses beginning with

|
I
|
Ise semicolon () ko separate entries,
[. 8] 4 ] [ Cancel ]

8.4 Make Proxy Settings for UTorrent

"Options" -> "Preferences" -> "Connection", set as bellow.
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Preferences

- General Connection

I Setkings

Directories Listening Port :

Conneckion Port used for incoming conneckions; | 29106 | [ R.andom park
Bandwidth ]

BitTorrerf Enable UPNP port mapping [ 1Randaomize port each start

Transfer Cap Enable NAT-PMP port mapping Add Windows Eirewall exception

- QUeLEing Fro=y Server

Scheduler Type: | HTTR w| Prowe |192.168.1.211 | port: |aos |
Remote == — - = : —
Streaming [ ] Authentication FrAa | | Password: | |
DA IUse prosy For hostname lookups

- Advanced Ise prowy for peer-to-peer conneckions

Proscey Privacy
[ Disable all local DMS lookups

[ | Disable Features that leak identifying information
[ | bisable connections unsupported by the prosey

[ 84 ] [ Cancel

You can choose HTTP and SOCKSS5, if SOCKSS5, the port should be 1080

8.5 Software without Proxy Setting Options

If the software has the proxy option (generally in network settings or system settings) for
proxy configuration, you can configure the proxy according to the relative protocols and
ports. Generally you can use SOCKS proxy settings (port is 1080) or HTTP proxy
settings (port is 808). Also you can search proxy settings in google. For example, you can
search "skype proxy settings" to find out how to set up proxy for skype.

Otherwise, you will need to install SocksCap32, software from NEC on the client and add
this software to SocksCap32.

For specific guide, please refer to http://www.youngzsoft.net/sockscap/.

8.6 Make Proxy Settings for TeamViewer on Client

Suppose the proxy server's IP address is 192.168.1.100, bellow are the steps for you to
make proxy settings for TeamViewer.
1. TeamViewer menu "Extras" -> "Options" (Figure 1).
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S

Zonneckion wtras  Help i

Ciptians
Play recorded s

'sentation | Tel-a-Friend

Cpen log Fi
Control Remote O

Please enter vour parknet's 1D in order
ko conkral the remoke compker.,

H D=whame T

Figure 1

2. "General" -> "Network Settings" -> "Proxy Settings" -> "Configure" (Figure 2)

Tean¥Viewer options

Security i Hover your mouse over options to get additional info
Reemote contral Important options for working with TeamVYiewer
Presentation Your display name
My Computers
o ;

e [] start Teamiiewer with Windows

[]Close to tray menu
Videa

Network settings

Custom invikation

Proxcy settings i Configure, .. i
Advanced

Connection in local network (via IP address)

Incoming LAN connections deactivated |

Lok J[ Goncel |

Figure 2
3. Select "Use manual proxy" and input the proxy server's IP address and port. If the

proxy server need authentication, you should also input the user name and password
(Figure 3).
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® Prozy settings g|

() Mo procey
) Use web browser proxy settings (recommended)

() Use manual prowy:

Proxy IP: 1192.168.1.100 | Port: e
Iset narne: ;test
Fassward: TE——

Leave user name and password empty if no
authentication is nesded,

| ok | [ iZancel

Figure 3

8.7 CCProxy-Proxy Settings of Popular Software

In this section, we will talk about the proxy settings of client software. CCProxy is proxy
server software. If the client wants to access the Internet via CCProxy, some proxy
settings need to be set up in the client software. Below we provide guides for proxy
settings for popular client software. Each guide is based on the assumption that the proxy
address is 192.168.0.1. If you know other client software's proxy settings, please email
us. We will publish them on our site for the benefit of other users.

Web Proxy Settings

Internet Explorer | Firefox
Mail Proxy Settings

Outlook Express for free email | Outlook Express for company email | Outlook Express
for Gmail

Outlook Express for News Group | Eudora | Thunderbird | Office Outlook for free email
Office Outlook for company email | Office Outlook for Gmail | Office Outlook for Hotmail
SOCKS/SOCKS4/SOCKS4a/SOCKS5 Proxy Settings

MSN Messenger | ICQ | WinMX | Yahoo Messenger | Voice/Video Chat Software | GTalk
FTP Proxy Settings

WS-FTP | Dreamweaver | CuteFTP/CuteFTP Pro | Filezilla | Internet Explorer

MMS Proxy Settings

Media Player
RTSP Proxy Settings

Real Player
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Telnet Proxy Settings

NetTerm | Java application for Game/Chat room | IRC Proxy Settings
Proxy Settings for Torrent

UTorrent

Proxy Settings for Antivirus Live Update

Norton | AVG | CA Anti-virus

Other Software Proxy Settings

Time Server | RDP Client | More

8.8 Configure SOCKS Proxy Settings in MSN

Menu "Tool" -> "Options" -> In "Connection" tab, check "l use proxy server", choose
SOCKS 5 in type, fill local proxy servers IP address in "Server". Port is 1080.

If you are using Live Messenger 2011, "Options" -> "Connection" ->"Advanced Settings",
you can set SOCKS proxy here and also can use HTTP proxy which are set in IE.

Settings @

Connection Settings

Click Test below to test each connection setting. Change these settings only i you
know how to resolve your connection problem.

TCP
Mo advanced settings for a TCP connection.

t

Test

SOCKS 152.168.1.100 : (1080 Test
Usemame: Password:
Flease set HT TP prosgy server and port using Control Panel (Intemet Options).

HTTFP ; Test

|Jsemame: Password:

Cancel

oK |

For some other versions of MSN, if the SOCKS proxy settings do not work, you need to
set HTTP proxy to make it work.
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8.9 Configure SOCKS Proxy Settings in ICQ

Proxy address:192.168.0.1
SOCKS5 port: 1080
Launch ICQ. Menu "Main"--> "Preferences"--> "Connections" tab

Contact List Connections
éﬂ Miscellaneous

General | Serwver Firewall User |
%Status Mode

—Connection Type
" Modem (dial-up connectic
(¥ Permanent [Lan, Cable Modem, et

onnections

@Alerts and Wotifications
Qshortcut Bar

—Launch
EfJEdit Launch List [T Launch ICH on startug
&7 I1CQ Email Import

[T Leunch defenls ek Browser when conmection ie ds
E'ESMS lefss s ¥ | Eutematieally: sotivete Stendbe Mode npen dicconnestion. from
Eﬁlrwite 01d Friends / f==o

—Firewall TP Settings
" Always uze internal IF
(" ICO will determine IP automati
.URL Messages f+ flways uze external LFi

z\E+Email Preferences

D File Transfer

@i'ﬁ'eh Informationl estore ICH Default! 0K Cancel Apply |E /f

Go to "Server" tab. Configure as below.

{iE Contact List Connections
éﬂ Miscellaneous
General Server | Firewall User |
%Status Mode
—Servers
—ICH Serwer
@ Merts and Hotifications Host: [Login icq com huto Configare... |

QShortcut Bar Port: FFEI-D_- Rezet I

EF]Edit Launch List
&7 100 Email Import
SHS Messages

—Proxy Settings
(" Hot using Firewall

f* Using Firewall “Proxy——
Eﬁlrwite 01d Friends / f==o .
" Hot using prox; ISocks 5 vi
zE*Email Preferences * Using Proxy

D File Transfer
'U'RL Mes=sages

Sames HEIES! servers mar difsconmect ol fram JEQwothont

o Keep conmection ali-

@i'ﬁ'eh Informationl estore ICH Default! 0K Cancel Apply |B /f

Go to "Firewall" tab. Configure as below.
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E Owner Fr

Contact List Connections
é} Mizcellaneous
q35*;:&;!:.5 Mode

General | Server
~Proxies / Firewall

~Proxy Server

Define wour Proxy

@ilerts and Hotifications servers settings. Host:  [i92 165.0.1
You can define more
QShortcut Bar than one Proxy! Fort: |1|:|E“:I

Eﬂ Edit Launch List
&7 IC0 Email Import

E.ESHS Messages
Eﬁlrwite 01d Friends / Asso

[~ Authenticati

Username: i

Password I

z\E+Email Preferences
DFile Transfer
.U'RL Messages

[~ External proxy
[¥ Usze proxy to resolwe hostnames

%ﬁ'ﬁ'eb Information! estore ICH Defaultl 0K Cancel Apply IB i

Go to "User" tab. Configure as below.

{EContact List Connections
é} Mizcellaneons

General | Server Firewall User
q35*;:&;!:.5 Mode

~User to Uszer Conmection

(" Use server proxy settings [recommen

@ﬂerts and Notifications
QShortcut Bar

—hdvanced Users
" Hot using Proxs
EEJEdit Launch List Lrcoming: ports are needed ondy: for commund catyon with
: o that are Deldnd o Fireqailll
&ICQ Email Import el e e U
& e dimamioedds: allooated port ounbers
E.ESMS Mezzages O oles
Eﬁlm’ite 014 Friend= / #szo

the followrnes T0E BT port Lot Loc

2é]!m:ail Freferences From !L'I T'o !L'I
DFile Transfer f* Usinz Proxy
& UEL Mezzages Select type of

%ﬁ'ﬁ'eb Informationl estore ICA Default! 0K Cancel Apply |E i

You can also set HTTPS proxy in ICQ Lite version
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5] Connection Settings
— ICQ Serwver

Host:

™ Hot uzing pro

Login icg com ( Reset J
Port: 443
— Proxy Settings
™~ Hot using Fires R e Hitps= j
% Using Firewsl: Host: 132, 163.0.1 Pert 308

— Authentication

[T huthenticat

3 Using From

Zome HITFE serwers Username:
may disconmnect you
from ICH withont Fazsword

[T Use proxy to resolve hostnames

[T EKeep connection ali

(

0K J r Cancel J rﬁestnre Defaults)

A

8.10 Configure SOCKS Proxy Settings in WinMX

Proxy server address: 192.168.0.1

* Settings

Setupwizard...

- Colors
[=I- Inkernet Connection

L ukgoing TP Connections
i Incoming TP Connections
L Infout UDP Packets

-~ Host Name Resalution

- WINME Peer Metwork,

- Dpentap Mebwarks

- Incoming Msgs & Privacy
- Search

- File Transfers

i Queuing

- Bandwidth Throttle
- File Launching
- Miscellaneous

Cloze

25

Connmection attempts = seconds

—Froxy Serwer
" Ten’ t uze & proxy server [conmect
" Usze SOCESY proxy
{+ Use SOCESS proxy
Froxy Serwver Forid
{192, 185.0.1 {1080
i"rn'xjr Login Hame (if required by

Fazsword (if required by

[ Push host names threugh S0CESS pe

X
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*#! Settings x|

Setup ‘Wizard... | YO0U HEED TO RESTART WIHMX FOE THESE
SETTINGS TO TARE EFFECT.

[#- Calors

[=}- Internet Connection oL = : y
; Listen on P.!._-E'-'El‘.:l for incoming TCE
- Oukgaoing TCP Conneckions
8 1 corning TCF Conneckions I!'np-:nrtant: [F pou are behind 5 S_thware ar hardware
L InjOut DR Packets fireweall, home cable/dsl rauter, intemet connection
! zharing, OF accezs the internet through a LAk, pou
may need bo map an incoming TEP port through your

‘- Host Mame Resalution

- WinMx Peer Nefwark roter, firewall, or IC5 zoftware to vour local computer
- Dpentap Netwarks fo wze this option, |f yoware having difficulty doing this,
- Incaming Msgs & Privacy pou should Lze the other opticn,
- Search {% Unable to accept incoming TCP conmec:
=k F|.|E Transfers Uze thizs zatting if wou are on a LAN or
L JUEUing behind a firewall, router, or internet
- Bandwidth Thratte conmiection sharing and are unable to accept

; g incoming TCF conmections and can t de
- File Launching

- Miscellaneous

Cloze

*#! Settings x|

Setup ‘Wizard... | Y0U HEED TO RESTART WIHMX FOR THESE
SETTINGS TO TARE EFFECT.

[#- Colars
=) Internet Connection
L Outgoing TCP Connections {" Send and receive UDP datagrams on 5257

-+ Ineoming TCP Connections Impartant: [Fyou are behind & software or hardware

88 I/ Ot LIDP Pac firewwall, home cableddsl router, internet connection
‘. Host Name Resalution zharing, OF access the intemet thiough a LA, pou
R Peer Mebwark mal tieed to map a UDP port thraugh your rauter,

firewyall, ar ICS software to pour local complter to use

+ Openhap Metworks thiz aption. |F wau are having difficulty daing this, pou

- Incoming Msgs & Privacy zhould uze the ather optior.
- Search % lUnable to =zend or receiwe UDF datagrams on a
[=)-File Transfers Use this setting if you are on o LAW or
- QUELIng behind a firewall, router, or internet
.. Bandwidth Throttls connectlon sharing and are unable to send

; ; and receive incoming UDF packets and can' t
- File Launching

- Miscellaneous

Cloze
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8.11 Configure Proxy Settings in Yahoo Messenger

Suppose the proxy server address is 192.168.0.1

Yahoo! Messenger Preferences |z|
Categony:
Skl Comnegton |
Content
.ﬁ.ppearance (i HD pn:.:.;ieg {."] Eirewall with o I:ITI:I:':iES
Meszages & ; ~ :
S ! Llse. !:uru_tu__:-fles r\.l%.netwu:urk detection |
File: Transfer [~ Enable HTTP prosy
&lerts and 5ounds O ety
Chat [
weboam | 1 1 = — .
Super Webcam - -
Mobile Friends ¥ Enable SOCKS prowy
Privacy ~ SOCKS Prasy -
Connection

Server Server
e [192.188.0.1 oo [1080

" Verd | Wzer Mame 1—-

[T Authentication

* Yer§ | Password ]‘_

Cancel SEply Help

If you are using Yahoo Messenger V11.0 or above, you can use both "HTTP Proxy" and
"SOCKS Proxy". If you choose "HTTP Proxy", Yahoo Messenger will use the proxy
settings you made in IE. If you choose "SOCKS Proxy", you need to specify the proxy
server parameters here.

OO MESSENGER

Exit
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'f.' hoo! Messenger Preferences b4

Category:

i} Connect directly to the Internet

This iz the recommended setting if you have never had connection
problems,

i#) Connect via a proxy server Learn Maore

Ise this option if you are behind a firewall and know your proxy
Ignore List server settings.

[_JHTTP proxy
== Set the HTTP proxy server options {if any) in Internet Explorer.
. (®) SOCKS proxy
cam Broadoast Server name Part
192.168.0.1 s [ 1080
-. ser ID Password
Internet connection: Home country:
High-speed (T1/LAN) | = | -

8.12 Configure Chat Software with SOCKS

Most voice chat software doesn't support proxy such as MSN and Yahoo. You need to
install SocksCap32 at client, add voice chat software into SocksCap32 and launch it from
SocksCap32.

For specific guide, please refer to http://www.youngzsoft.net/sockscap/. Currently
CCProxy cannot support MSN and Yahoo voice/video chat. If you want to use voice/video
chat, we suggest you use skype. In skype, the Internet Explorer proxy settings are used.
If you are using Skype, Skype supports SOCKS5. You can set up SOCKS5 in Skype's
connection settings. We strongly suggest you use Skype's voice and video chat instead
of other video chat software.

For Skype proxy settings: "Tools" -> "Connection options" -> "Connection", you can select
"HTTPS" and "SOCKS5" proxy for Skype.
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s Skype (TM) - Options

1-:.:.! Connection ; L
Use port For incoming connections

HTTES W
Host 192.168,1,100 Fort
[]Enable proxy sutherkication

ﬁ Advanced Connection: 52t up how Skype conmacks bo the internet

[¥]Use port: 80 and 443 as alternatives for incoming connections

08|

6 Learr more sbout how Skype deats with proxies and fireveslls

[

Save

] (o

8.13 Configure MMS Proxy Settings in Media Player

We recommend using MedialPlayer7.0 or above.
Local Proxy Server address:192.168.0.1.

Proxy port for MediaPlayer:1080

Proxy port for HTTP:808

Menu"Tools"--> "Options"--> "Network"
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options x|

Performance | Media Libran I Yizualizations I Formats I
Flaywer Metwork | CO &udio I Portable Device
e

|1ze thiz tab ta configure the netwark, pratocal and settings.

— Protocols

I1ze the following protocols for reception of \Windows Media streams
over a network:

v bulticast

v UDP [ Use ports |?r.unn-?nn1 to receive data
¥ 1CP

W HTTP

— Prosy Settings

Diauble clhick the pratocal to configure;

Pratacal | Prosy
HTTF Custom - 192.168.0.1:808 <Mo Bypazs:
kA bd 5 Custam - 192.168.0.1:1080 <Mo Bypass:

<~ m oy Mate: |F pou have a file open, vou must reopen it for any
changes on thiz tab to take effect.

2k, Cancel Spply Help

Figure-1
As it is shown in above figure, in Proxy Settings box, move cursor to HTTP , click button

"Configure".
Change settings to the way shown in figure-2.
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Configure Protocol x|

Thiz dialog allows you to customize the player's prosy settings for the
HTTP praotacal.

— Prosy Settings

" Autodetect prosy settings
{7 Use browser prosy settings

" Do not uze a prosy server

% {lse the following proxy server:

Addresz: |1 92.163.0.1 Part: (808

[ Bypass proxy server for local addresses

Do not use prosy server for addresses beginning with;

IJze zemicolonz [ ; ] o zeparate entries

k. I Cancel

Figure-2

Move cursor to "MMS", click button"configure", change the settings to the way shown in
figure-3.

Configure Protocol x|

Thiz dialog allows you bo cuztormize the player's prosy sethngs tor the
kS protocol.

— Proxy Sethings

" Autodetect proxy zettings
€ U2 brawser prosy settings

" Do nat use a prosy server

% |lse the following proxy serveri

Addiezs; |1 92.163.0.1 Port: (1080

[~ Bypass proxy server for local addresses

Do not use prosy server for addresses beaginning with;

IJze semicolonz [ ; ] to zeparate entries

k. I Cancel

Figure-3
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Note: The ports for HTTP and MMS in figure-2 and figure-3 are different. The port
for HTTP is 808, while the port for MMS is 1080.

8.14 Configure RTSP Proxy Settings in Real Player

Take RealPlayer 8.0 for example:

Proxy server address is 192.168.0.1.

RealPlayer port is 808.

Step1: Menu "View"-->"Preferences"-->"Transport"
Choose "Use specified transports"

Note: Don't choose "Use specific UDP port(s)".

x|

aarerd I -L'..mr'i ke I .I'.J_;-nkzl Comegton  Trarsoet !'—'ll-r I .:‘-:'l'-rl'.-l'r.-.-l St i

Metwork tranzport

@l |f pou are not aware of any problems that require vou to zpecify a
] transport method, choose Auto-Configure.

|f wour computer haz problems using zome hebwork transports, specify
which tranzportz RealPlaver will uze. Mote that val can zpecify zeparate
zetiings for RTSP and PHA protocols,

™ Automatically select best anzport: Sto-Eontigure: i

@ se specified tranzportzi | RTSP Settings.;i EMA Settings. . i

UDF pork
ng Some networkz have imited ports available for Internet applications.
15

'ou can specify the port BealPlaver will uze for receiving data.
Consult your nebwork. adminiztrator for the appropriate zetting,

[T Usze specific UDP portfs): FUaF

Enter at leazt bwo port numbers and/or ranges separated by commas.
For example, 70708200 3030-23036

=]« |

Figure-1

Step 2: Click "RTSP Settings". Check all the three choices under "Use TCP to Connect to
Server".
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RTSP Transpork Settings i H

&} E ach of these settings refers to a different mode of netwark,
] tranizport. Select those modes that you can receive. [Conzult your
network adminiztrator for the appropriate setting.|

¥ [lza TCP to Connect ta Server

[ ittempt to uze Mullicast for lve content

:

Switch to DR if no data iz received after 000 millizeconds

¥ attempt to uze UDP for static content, and for live content hot
avallable via Multicast.
Switch bo TCR i no data iz received after | 4000 milizeconds

:

V¥ Attempt to use TCP for all content.

™ Use HTTP Orly

k., Cancel

]

Figure-2

Step3: Choose "PNA Settings" in Figure-1. Check choice "Use HTTP Only".

PMA Transpork Settings i H

&} E ach of these settings refers to a different mode of netwaork,
] tranizport. Select those modes that you can receive. [Conzult your
network adminiztrator for the appropriate setting.|

i~ Usze TCP to Connect ta Server
¥ Sttempt o uze Bulticsst far e conteht
Switch to DR if no data iz received after I'aﬂl:":' millizeconds

¥ - ftempt touze LDP for static content atd for v e coment fot
avallable via Multicast.
Switch bo TCF if no data iz received after I-’il:ll_'lEl milizeconds

¥ Attempt touse TER for &l zontent:

Ok, I Caricel

Figure-3

Step4: Menu "View"-->"Preferences"-->"Proxy"

Check "Use RTSP proxy". Fill 192.168.0.1 in the first blank . Port is 808.

Check "Manually configure HTTP proxy" Fill 192.168.0.1 in the first blank . Port is 808.
Note: Don't choose "Use PNA proxy".
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x|

=’

el I _'A'..m,'l Ciwhe I '.l;.:_;.-ulrei '_.-rrm.;.nrli Trarsrt oy !-’J\r:.-n'u.l'l'.-l'r.cl Scippirt I

Frosy ophions

For zecurity; pour nebwaork. may receive data throughea prosy. Specify any
praxies below. [Conzsult vour network. administrator. ]

FHA and BTSSP Options Part;
I 52 BA prowy | |
WV Use BTSP prosy: I192.1EE.III.1 Isne

HTTF DQptionz

© Uze my web browser's HT TR progy
" Mo HTTP Proxy

& Manually configure HTTP prosy Poart;
Frosp Server: [192.168.0.1 203
Ercephions

Do not uze prosy for (host], host2, host3,

] I it

Figure-4

8.15 Configure Telnet Proxy Settings in NetTerm

Open menu "File"-> "Phone Directory".

Choose the BBS in the list you want to log on. E.g. bbs.execpc.com.

Follow info will be shown: Host Name is bbs.execpc.com; No entry in Host/IP and telnet
port is 23. Fill in proxy server address (suppose 192.168.1.100) in Host/IP.
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Phone Directory

FPP

lifl

1 Center - EBE

Host Mame Host/AP Telnet Port
.Ebaexecpccum 1921591.1Dd - 23 -:
E mulation Connection — Kews [anﬂ[Enhd[Deskhp]
AMSI v © TCRIP DEEALILT " [ Select Logon Script ]
) Modem [ |nternatianal Mapping ]
[ Add “Ehm@e][Ddﬂe]l Help ] [ Connect l [ k. ][ Emmel]

Click button "Connect". Follow info will be showed on blue screen: CCProxy
Telnet>CCProxy...

= bbs.execpc.com
File Edit Options Send Receive ‘Window Help

% & 81
BT F HARLE
CCProxy Telnet>CCProxy Telnet 3ervice Ready.
CCProxy Telnet:f]

[&Ns| [TCPAP [02:22 | cooo |

Input "open bbs.execpc.com", click "Enter" key. Now you can log on bbs.execpc.com.
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8.16 Configure Java Proxy Settings for Game/Chat

oom

First of all, you need to install Sun JRE (Java Runtime Environment). You can download
it free athttp://www.java.com.

After installation,

1. Go to Control Panel

2. Double click the "Java Plug-in" icon

3. Click the "Proxies" Tab

4. Make sure that the "Use Browser Settings" checkbox is checked. If it is not, then check
it and hit the "Apply" button to save your changes. Doing this will cause the JRE to use
the Web browser's proxy settings for all Internet connections.

5. Close all browser windows. Restart the browser and try to load the applet.

For new version of Java platform, you can also make proxy settings as bellow:

About Java Technology
Go ko Java,com

- Open Control Panel w

Cpen 1.6.,0_75 Consaole

Hide Icon
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E Java Control Panel

General | Update | Java | Security | Advanced |

[ About

Wigw versian infarmation about Java Contral Panel,

~ Mebwork Settings

Metwork settings are used when making Internet connections. By default, lava
will use the nebwork settings in your web browser, ©nly advanced users should
modify these settings,

[ Metwork Settings... |

~ Tempaorary Internet Files

Files wou use in Java applications are stored in a special Folder For quick execution
later, ©Only advanced users should delete files ar modify these settings.

[ Settings. .. ][ View, .. ]

[ ] 4 H Cancel ] Apply

Metwork Settings

retwork Prosy Settings

Creerride browser proxy setkings.

(:} IUse browser settings
{#) Use prawy server

Port; 'BE ! i Advanced..,

DT

[] Bypass prowxy server for local addresses

{:} Iz automatic proxy configuration scripk

) Direct connection

[ Ok ] [ Cancel
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Advanced Network Settings

Servers

Type Prowy Address Part
HTTP: |192.168.1.100 |+ |a0g
Seaurei |192.168.1.100 ¢ a0s
TP [192.168.1.100 ¢ os
Socks: |192.168.1,100 : |1080

[] Use same proxy server For all protocals

Exceptions

o nak use proxy server for addresses beginning with

-
v_.
Ise semicolon () ko separate entries,
[ (] 4 ] l Cancel ]

8.17 Configure IRC Proxy Settings in mIRC

1. In mIRC, click on the File menu

2. Select Setup

3. Select the Firewall tab

4. Enable the Use SOCKS firewall option

5. Under Hostname enter the name of the CC Proxy machine

6. Check that the port number is where the CCProxy SOCKS proxy is configured to
accept connections on (usually 1080)

7. The User ID and Password fields are redundant and do not require entries

8. Under the Indented tab, check that the Indented server option is disabled

9. Under the Local Info tab, you must enter the IP Address that was assigned to your
machine (suggested as being in the 192.168.0 subnet) when it was configured to connect
to your TCP/IP LAN. The Local Host name will also have been assigned to your machine
and must be entered. mIRC will not be able to detect these fields as CC Proxy does not
support reverse look-ups

10. Under Local Info, the On connect, always get: options are not fully understood. It is
trial and error as to which of the two options should be enabled to make the application
work. Both the Normal and Quick IP method options seem to work

11. The rest of the mIRC set up does not relate to CCProxy.
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8.18 Make Proxy for Norton AntiVirus Live Update

First, set HTTP proxy in IE. Open Live Update in Norton AntiVirus.
Popup "Live Update" dialog box and click button "Configure".

Popup dialog box "Live Update Configuration”.

In "ISP" tab, check "the Internet Options in Control Panel".

In "Proxy" tab, check "l want to use my Internet Explorer Proxy Settings".

8.19 Set up Proxy in AVG for Online Update

Suppose proxy address is 192.168.1.100.

AVG -> Update Manager -> Settings -> Proxy -> User proxy server, Server:
192.168.1.100, Port 808.

For AVG Anti-Virus Free Edition 2011, the proxy settings are: "Tools" -> "Advanced
Settings" -> "Update" -> "Proxy". Two choices for you, "Manual" and "Auto". If you select
"Auto", you need to make proxy settings in the IE first of all.

=l K =

. Advanced AVG Settings

I'. Appearance -
I*. sounds Update settings - Proxy
I%. Ignose faulty conditions Lisa proxy 7
I, Identity Protection =
[ 1dentity Protection settings iMarual
[T adowed kst Server: 192.168.1.100 | Port: 809
: ' ;TEtz;tm [ Use PROXY austhentication
I¥ UinkScanner Authentication type: Ary (detault) v
& & Scars
& U Schedules
= . E-maill Scanner Password: anw
[ Certification
{%, Mal Fitering O o
= B Servers
= [ Besident Shigd
[ Advanced Settings
[T Exchuded Items
[ Cache Server
I, Anti-Rootkt
. Update
I Prowy
1% Daalup
I uRL
Sowwe B

LUsarnama: test
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Click to select the "Use PROXY authentication" check box and type in the "Username" &
"Password" only if the proxy server requires.

8.20 Set Proxy in CA Anti-virus for Online Update

CA Internet Security Suite -> Update Product -> Options -> Configure Proxy Settings ->
User these proxy settings:
Proxy Server: 192.168.0.1 Port: 808.

8.21 Set up Proxy for Time Server

Suppose the target time server is www.xxx.com, you can add (dest host:www.xxx.com,
dest port:123, port type:udp, local port:123) in port map of ccproxy. And then change
client time server address to 192.168.0.1.

8.22 Remote Desktop via CCProxy

For details, you can also refer to "How to Use Remote Desktop via CCProxy".

Suppose proxy address is 192.168.0.1

1) If you want to RDP 111.111.111.111,

you need to add a port map rule: "Options" - "Port Map" - "E",

Dest Host: 111.111.111.111, Dest Port: 3389

Port Type: TCP, Local Port: 3389

On the RDP client, you just need to input 192.168.0.1 in the address edit box.

2) If you need to RDP another server at the same time, for example 222.222.222.222.

You can add a new port map rule:

Dest Host: 222.222.222 222, Dest Port: 3389

Port Type: TCP, Local Port: 3390 (Note: It's 3390 NOT 3389)

On the RDP client, you need to input 192.168.0.1:3390 in the address edit box.

3) If you need to RDP another server with a special port, for example
rdp3.test.com:8080

You need to add a new port map rule:

Dest Host: rdp3.test.com, Dest Port: 8080

Port Type: TCP, Local Port: 3391

On the RDP client, you need t input 192.168.0.1:3391 in the address edit box.
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8.23 Configure Other Software Proxy Settings

1. If the software has the proxy option (generally in network settings or system settings)
for proxy configuration, you can configure the proxy according to the relative protocols
and ports. Generally you can use SOCKS proxy settings (port is 1080) or HTTP proxy
settings (port is 808).

2. Also you can search proxy settings in google. For example, you can search "skype
proxy settings" to find out how to set up proxy for skype.

3. Otherwise, you will need to install SocksCap32, software from NEC on the client and
add this software to SocksCap32.

For specific guide, please refer to http://www.youngzsoft.net/sockscap/

8.24 HTTPS Proxy Server Work with Radius

Summary

IPSS is Https proxy server software work with Radius.

Users will connect to this Https server for anonymous surfing (in areas where isp or
firewall restrictions are applied)
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0y

Computer

a
3
a
L
a
L

File Cphions View Help

applications  Frocesses | Services | Perfarmance | Networking | Users |

Lstlisma ; L Tires _

Adrriniskr a5 Bi26:58 & 4;

Adrriniskr ator R 53,180k
syirhwst.exe SYETEM HirH 41,964 k
svchast,exe KETWORK SERMICE st 21,786 K
sychost.ese LOCAL SERVICE o0z 18,844 K
wmitocdsd. e SYSTEM 17 17,308 K
suchost sve SYSTEM 101: 16,808 K
Spoolsy, s SVETEM Hiedl 15,132 K
LoganUl, exe SYSTEM HETH 14,516 K

HTTPS Proxy Server for Radius Built by IPSS

Specifications

® Standard https proxy protocol is needed so regular clients like proxifier connects to
it.

® This server will use another standard radius server for authentications and
authorizations.

® \When a user connects for the first time, this software sends a authentication request
to the radius server. if successful response is received it sends a starting
authorization request to the radius server and connects.

® After first successful connection this software will cache the authentication
parameters like username and password and ip address in Ram and for the rest of
connections it will use this Ram instead of sending another authentication requests.

® |f a user was not active for X minutes, it sends a stopping authorization request to
the radius server.

® \We should be able to limit concurrent tcp connections to X number per username.

® Port filtering should be enabled (like blocking port 25 to prevent spam or blocking all
ports except 80 and 443.)

® Each server should handle 500 online users and 5000 concurrent connections.

® The user's connection speed should not be dropped less than 80% of it's original
speed.
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Prepare

If you want to have a try, please prepare the following steps:

Install Windows Server 2003 or Windows Server 2008 on VPS.

Install Radius server. We recommend using NTTac Plus or IEA Radius.

Give us the IP address and username/password of your VPS.

Please also tell us the radius' IP, authentication and accounting port, login
username/password and encryption key.

Price
USD 100, per month.

Buy Now

8.25 How to Use Remote Desktop via CCProxy

1.1 Configure Port Map

Assume the IP address of the machine that needs to be controlled by remote desktop is
31.211.248.10.

1) On the main interface of CCProxy, click the "Options" button (Figure 1-1).

CCProxy 7.3(Demo version only supports 3 users) = = :

® Ol O |%9 & S = @&
Stop | Options |Account Register Monitor Hide Help

CCProxy &€ u ngZSo

Copyeright[C] 2000-201 2 *'oungzzoft 5] 00 11:13:.03

Figure 1-1
2) On the popup "Configuration" dialogue box, select the "Port Map" check box, then
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click the "E" button (Figure 1-2).

[ Configuration ﬁ
Prowy services
<::| Pratocol Fiort
L [Z|HTTR/RTSP 808
[Z] Mai [¥] Secure L
7] DNS [VIFTRwep) 809
[¥]'web Cached [] Gopher a3
[| Remote Diakup [¥] SOCKSMms 1080
[] Zato Startup [ FTP 2121
[ | it Hide V] Telnet s
[¥] Part Map (] News 113
Local IP Address; [ Auta Detect [192-1 BE5.1.147 "] ]
[CIWT Service Advanced ] [ 1] ] | Cancel I
Figure 1-2

3) The "Port Map" dialogue box will pop up.

In the "Dest Host" edit box, type the IP address of the machine that needs to be
controlled by remote desktop, such as 31.211.248.10; in "Dest Port" and "Local Port" edit
boxes type "3389", click "Port Type" combo box, select "TCP"; click the "Add" button, and
then click the "OK" button(Figure 1-3).
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Port Map |E§E_|

Type Dest Host Dest ... Local...
TCP 21.211.24810 2389 2389

D'est Host 31.211.248.10 Dest Part 3389
Local Port 3383

Fort Type [TEF' "]

Reset | | Selectal | [ Add | | Modiy | [ Deste |

[ Ok I I Cancel ]

Figure 1-3

1.2 Proxy Clients Configuration
Assume the IP address of the proxy server is 192.168.1.147, the account of the machine

controlled by remote desktop is "Administrator", and the password is "1234567".
1) Click "Start", and then click "Run". In the popup "Run" dialogue box, type "mstsc",
and then press the "Enter" key(Figure 1-4).

Run 2 x|

= Tywpe the name of a program, folder, document, or
Internet resource, and Windows will open it Far you,

i

2 I Zancel | Browse, ., |

Figure 1-4

2) In the popup "Remote Desktop Connection" dialogue box, type the proxy server's IP
address, namely, 192.168.1.147, then click the "Connect" button(Figure 1-5).
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=101 x|

".._‘-" Remote Desktop Connection i

Computer; I 92 168.1.147 j
Connect I Cancel Help | Dptiong >
Figure 1-5

3) Account Loggin dialogue box will pop up, type the account name and password of
the machine which needs to be controlled by remote desktop, and then press the
"Enter" key(Figure 1-6).

Figure 1-6

4) After successfully configured the remote desktop, you can use remote desktop now
(Figure 1-7).
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Team¥iewer 8  Smart Flashzet PEPET-M-PR..,

3

rth&4.svs  Bupdater %130

P

Google Chrome  SuperiCache

Figure 1-7

8.26 Configure Proxifier to Work with CCProxy

1. Brief Introduction of Proxifier

Proxifier is a common proxy software for SOCKS5 clients, supporting network
applications to access the Internet through HTTPS or SOCKS proxy. Proxifier supports
operating systems such as XP, Vista, Win7 and MAC OS, and so on. Besides, it supports
protocols such as SOCKS4, SOCKS5, HTTP, TCP, UDP, and so on. Moreover, it
supports all kinds of web games. After combined with CCProxy, the speed for playing
games is very fast.

2. Functions of Proxifier

1) If the web application could make proxy settings or with that function, it could access
the Internet by Proxifier.

2) After configured Proxifier, all the web applications could access the Internet through
proxy, without the need to configure one by one.

3. Install CCProxy

Install CCProxy on the server (Assume its IP address is 192.168.1.123 and the SOCKS
port is 1080).
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4. Configuration of Proxifier

4.1 Proxy Settings

1) Install Proxifier on the client.

2) On the "Profile" menu of Proxifier, click "Proxy Servers" (Figure 1-1).

£ Proxifier
File Log View Help
a2 II_;"j Proxy Servers... | | 7]
Proxification Rules...
{4 Name Resolution...
3= A QY Mme ezokitinn Time/Status Rule : Proxy
A Advanced 4
4 | 1 | b

;=H=Connections .LilJ-LTraffic & Statistics

[05. 2T 15:38:37] -
[05. 27 15:38:37] Welcome to Prowifier +3.21 [l
[05. 27 15:358:37] This trial wersion expires on June 27, 2013 (31 days left)

Fomm mee s e me -

| T | k

Configure proxy servers settings 0 active connections Dow

Figure 1-1

3) Inthe pop up "Proxy Server" dialogue box, click the "Add" button (Figure 1-2).

P )

Proxy Senvers !_?_“ _EE_'
Address /£ Port Type
Edit.
Remaove
Check

¥ou can chain several proxy servers together: | Proxy Chains. ..

Figure 1-2

4) In the pop up "Proxy Server" dialogue box, type the IP address and SOCKS port of
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the proxy server, select the "SOCKS Version 5" radio button, then click the "OK"
button (Figure 1-3).

Proxy Server !__ff]lgg_l
Server
Address:  |192.168.1.123 Port: |1080
Protocol

@ SOCKS Version 5

(71 SOCKS Version 4

() HTTPS

Authentication

[T Enable

LISEFMIame,

Options

Mo options for SOCKSS are available.

Ok Check ] [Advanced...] [ Cancel

Figure 1-3

5) In the "Proxy Server" dialogue box, click the "Check" button (Figure 1-4).

P )

Proxy Senvers

Address # Port Type
192_168.1.123 1080 SOCESS

¥ou can chain several proxy servers together: | Proxy Chains. ..
—

Figure 1-4
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6) The pop up "Proxy Checker" dialogue box will show the test result (Figure 1-5).

' Proxy Checker =] ® &=

Proxy Server l Test Settings... ]
kddress: 192 _TaB 1. 722:-10E0

Protocol: SOCKES 5

it Proxy is ready to work

with Proxifier!

[5&:55]
[56:55]
[66:55]
[66:55]
[56:55]
[56:55]
[56:55]

[56:55]

IP Address: 15%2_.168.1.123 -
Comnection established

Teat passed.

Starting: Teat 2: Connection through the Proxy Server

Zuthentication was successful.

Connection to www.google.com:80 established through the proxy server.

2 default web page was successfuly loaded.

Teat paased.

m

[66:55] Starting: Test 3: Proxy Server latency

[56:55] Latency < 0 ms

[66:55] Teat passed.

[66:558] Tesating Finished. 5

I Start Testing | [ Copy To Clipboard Help ] l (0]4
Figure 1-5

4.2 Make Proxification Rules
1) On the "Profile" menu of Proxifier, click "Proxification Rules" (Figure 1-6).

File

Profile | Log View Help

a

2 [ S2 Prowy Servers... (7]
|l Proxification Rules... | |

= : M Mame Resolution...

1 [ 3

Time/5Status Rule : Proxy

Advanced 4

I=H=Connections_] k. Traffic | % Statistics

[05. 2T 15:358:37] -
[05. 27 15:35:37] Welcome to Proxifier +3. 21 | |
[05. 27 15:35:37] This trial wersion expires on June 2T, 2013 (31 days left)

e s s e e o -

4]

m | s

Edit proxification rules 1 active connection Dow
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Figure 1-6

2) In the pop up "Proxification Rules" dialogue box, select the "192.168.1.123" check
box, click the "Action" combo box, select "Proxy SOCKS 192.168.1.123", then click
the "OK" button (Figure 1-7).

k] Proxification Rules
Rule Name Applications Target Hosts Target Ports Action
7= e localhost; 127.0.0.1; -
[¥] Localhost Ary il b Proxy SOCKS5 192.16 v |

Default Any Any Any TQDZ)TSIGSS?(I:.K;S;

Add... J I Clone | [ Edit. ., J I Remove

Rules are processed from top to bottom. Use the arrows at the right to chanage the arder.

Use check boxes to enable/disable a rule.

Cancel

Figure 1-7

3) Configuration is finished; all the web applications on clients could access the Internet
through CCProxy now.

Notes:
1) All the web applications have to cancel proxy settings on the clients which use

Proxifier. Otherwise, they will fail to access the Internet via proxy.
2) In order to visit the Internet, Proxifier has to be launched first.

8.27 Make Proxy Settings for Dropbox

1) Click the "Dropbox" system tray icon, and then click the "Options" button. Finally,
click the "Preferences..." (Figure 1-1).
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@ up to date o
RECENTLY CHANGED S e :

Coproxysetups, 31
l_l 1 min-ago Get more space
Fauze symcing
like. b Preferences. ..
I—I 2 hours ago Help center
| Exit Drophox

7] Dropbox Folder Ty Cropoo T

Figure 1-1

2) In the pop up "Dropbox Preferences" dialog box, click the "Proxies" tab (Figure 1-2).

» Drophox Preferences

P A= @

General Account Import Bandwidth|| Proxies || Adwvanced

Froxy settings: OHD DY OXy
Dﬂutn—detect
@Ma.nu:al

Proxy type: i_SEICKSE Y|
R e B

i il'ElE.lE-B.l.lEIS |! 1050 |

DPrnx}' Serwver requires a password

@ Helr [ ok ][ cameal | aepiv

Figure 1-2
Proxy settings: Select the "Manual" radio button.
Proxy type: Select "SOCKS5".
Server: Type the server IP address into the first edit box, and then type the SOCKS5
proxy port into the next edit box.

Note: If CCProxy has been set the "User + Password" auth type, then you need to select
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the "Proxy server requires a password" check box, and then enter the username and
password into their corresponding edit boxes.

8.28 Make Proxy Settings on Android Phone

1) Set up a wireless network environment.
2) Configure wireless network on Android phone, and then type the password into the
"Password" edit box (Figure 1-1).

Status
Connected
Signal strength
Excellent

Link speed
OMbps

Security
WPA2 PSK

IP address
192.168.1.157

Password

Show password

Show advanced options

Cancel

Figure 1-1

3) Select the "Show advanced options" check box (Figure 1-2).

271



CCProxy www.youngzsoft.net/ccproxy/

4)

Status
Connected

Signal strength
Excellent

Link speed
OMbps

Security

WPA2 PSK

IP address
192.168.1.157

Password

Show password

+" Show advanced options

Figure 1-2
Click the "Proxy settings" combo box, and select "Manual". In the "Proxy hostname"

edit box, type the proxy server IP address. And then, in the "Proxy port" edit box,
type the http port of the proxy server. Finally, click the "Save" button (Figure 1-4).
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+"  show advanced options

Proxy settings

(W EGIE]

The HTTP proxy is used by the
browser but may not be used by the
other apps.

Proxy hostname

192.168.1.105

Proxy port

808

Bypass proxy for

Figure 1-3

8.29 Make Proxy Settings on iPhone

Suppose the Wifi account information is as follows.
Wifi Account: Youngzsoft
Wifi Password: 888888

Suppose the proxy server information is as follows.
Proxy Server IP: 192.168.1.5

Proxy Server HTTP Port: 808

Username: user

Password: user

1) "Settings" -> "WLAN" (Figure 1-1).
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‘No SIM = 100% ==

|
Airplane Mode Q OFF\

‘\‘

WLAN Youngzsoft >

Notifications >

Ao il

Location Services On >

7
b

N
4

<

A

Sounds >
Brightness >

Wallpaper >

(-q ﬂ]
1 1

General (1 B

Figure 1-1

2) Set the username and password to make iPhone connect to Wifi (Figure 1-2).
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‘No SIM = 100% ==

‘settings | WLAN Networks

[WLAN
Choose a Network...

y N
1719 g8 = @
ChinaUnicom - @
TP-LINK 1618 8~ @

v Youngzsoft a= @
Other... >
b, A

Ask to Join Networks (@ )

Known networks will be joined

Figure 1-2

3) Click the right arrow next to "Youngzsoft" (Figure 1-3).
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NoSIM = 100% ==

‘settings | WLAN Networks

[ WLAN

Choose a Network...

r“.l"'

1719

ChinaUnicom

TP-LINK_1618

v Youngzsoft

Other...

b

[Ask to Join Networks

Known networks will be joined

Figure 1-3

4) Set the IP address (Normally, iPhone will auto obtain the IP address. If it failed to
auto obtain the IP, please click the "Static", and enter the relevant information)
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(Figure 1-4).
NoSIM & 100% =k
[ Forget this Network J

IP Address
BootP Static J
7 S
IP Address 192.168.1.176
Subnet Mask 255.255.255.0
Router 192.168.1.1
DNS 192.168.1.2
Search Domains
Client ID

Figure 1-4

5) Slide down the screen, under "HTTP Proxy", click the "Manual", and then enter the
proxy information (Figure 1-5).
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‘No SIM = 100% ==

"WLAN Networks | Youngzsoft

[ Renew Lease ]
HTTP Proxy

N - BT

y N
Server 192.168.1.1.5
Port 808
Authentication m
Username user
Password 0000000

A A

Figure 1-5

Server: Input the proxy server IP address.

Port: Input the proxy server HTTP port.

If you have set the "Username + Password" auth type on proxy server, please enable
"Authentication" and input the username and password.
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8.30 Make Proxy Settings on iPad

WiFi access point (AP wireless router), is a device which could connect WiFi users to the
Internet, and normally provides route. But some AP does not provide route, and only
used as a wireless switch. If you want to configure WiFi for Internet access, please learn
some information about the operating mode of AP.

Under normal circumstances, AP wireless router will auto assign an IP address to the
users. And it will tell the users about the network mask and default route. At this time, it
needs to configure via using iPad DHCP. For another rarely seen AP which is only used
as a wireless switch, it requires the user to manually set the IP, mask and route. In this
case, the user needs to use the iPad Static Mode to configure. And users could know the
setup information from the AP providers. And the AP which is used for testing belongs to
the later type.

AP wireless router usually will require authentication, though there are many types of
authentications, iPad only supports three types: WEP, WPA and WPA2. Users need to
know AP configuration information from the AP providers. After knowing the AP wireless
router, you can begin to configure and use this AP wireless router on iPad.

For iPhone, please refer to "Make Proxy Settings on iPhone".

1) Click the "Settings" on iPad (Figure 1-1).
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Figure 1-1

2) WIiFi Settings. Set the username and password to make iPad connect to WiFi.
3) Click the right arrow next to "Killian TC" (Figure 1-2).

Wi-Fi Networks

Wi-Fi [ on_ @)

Choose a Network...

¥ Killian TC &=

SKY77527 8+ ©

Other... >

Ask to Join Networks m' B

Known networks will be joined automatically. If no known networks are available, you
will be asked before joining a new network.

Figure 1-2
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4) Set the "IP address" (Normally, iPad will auto obtain an IP address. If it failed to auto
obtain the IP, please click the "Static", and enter the relevant information).

5) Slide down the screen, under "HTTP Proxy", click the "Manual", and then enter the
proxy information (Figure 1-3).

w3 T 6:20 PM (& 97 % =t
Search Domains WEBR-6002
Client ID

Renew Lease

HTTP Proxy

Server 192.168.0.1

Port 8888

Authentication OFF ]
Figure 1-3

Server: Input the proxy server IP address.

Port: Input the proxy server HTTP port.

If you have set the "Username + Password" auth type on proxy server, please enable
"Authentication" and input the username and password.

281



CCProxy www.youngzsoft.net/ccproxy/

9 Monitor and Log

9.1 Get Logs to Show Whether A Site Is Blocked

In the log file you will find 2 types of logs as bellow:

192.168.1.213 - YOUNGZSOFT [16/Mar/2011:10:02:02 +0800]
http://www.google.ca/ HTTP/1.0" 200 13044 "HTTP" "™
192.168.1.213 - YOUNGZSOFT [16/Mar/2011:10:02:31 +0800]

http://www.yahoo.com/ HTTP/1.0" 403 0 "HTTP" ™
200 means successfully while 403 means blocked.

9.2 Introduction of Log

In the "Advanced" dialogue box, click the "Log" tab (Figure 1-1).

| Advanced

| Diglup | Cache | Cascading | Log | Mail I Metworks I Dthersl

= CCProogy can log every user’s information. Please
I_ - l DONT intercept user's mail without his/her pemission.

[¥] 5ave Logs to File C:MCCProog Log D

Log Session Selection

[¥] Request URL [ Picture Info [] Web Tile Info

Maximum Lines 10000 Ii-l Mew Log Daily 30 Days

Flow Stats Time Intervalim) 10 [¥] Enable Flow Stats
Flow Stats | [ Open Logs ] I Clear Logs l [ Export Excel ]

Figure 1-1
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Save Logs to File: You can define which file should be used for saving logs by yourself.
Log Session Selection: Select the log session that log would record, including request
URL, picture information and web title information.

Maximum Lines: Configure the maximum lines of the recorded information in logs.
Days: You can define the days for saving logs.

Flow Stats Time Interval: In order to grasp the flow status of each client, you need to
select "Enable Flow Stats" check box, and type the time of flow stats interval in "Flow
Stats Time Interval" edit box (Figure 1-2).

| Advanced @

| Dialup | Cache | Cascading | Log | Mail I Metworks I Dthers|

i CCProxgy can log every user's information. Please
I I DONT intercept user's mail without his/her permission.

[¥] Save Logs to File CACCProsgyLog E]

Log Session Selection

[¥] Request URL [ Picture Infa [] Web Title Infa

Maodmum Lines 10000 @ Mew Log Daiby 30 Days

Flow Stats Time Interval{m) 10 [¥] Enable Flow Stats
Flow Stats ] [ Open Logs ] [ Clear Logs ] [ Export Excel ]

Figure 1-2

Flow Stats: After clicking the "Flow Stats" button, the "Network Traffic Statistics" dialogue
box will pop up, displaying the sending and receiving flow data of each client (Figure 1-3).
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Metwiork Traffic Statistics

=
' Account Metwork, Traffic
| User-002 £ M
Uzer-003 936K
Figure 1-3
Open Logs: Click the "Open Logs" button to open logs (Figure 1-4).
" 1og20130513 - Notepad = -E-
File Edit Format View Help
PO000L26 -
192.168.1.112 - User-003 [13/Mav/2013:11:49:51 +0800] "GET http://wmm. -
192.168.1.112 - User-003 [13/Mav/2013:11:49:51 +0800] “GET http: /e,
192.168.1.112 - User-003 [13/Mayv/2013:11:52:55 +0800] “GET http: /e,
192.168.1.112 - User-003 [13/Mayv/2013:11:52:56 +0800] “GET http: /e,
192.168.1.112 - User-003 [13/May/2013:11:53:03 +0800] “CONNECT accoun
192.168.1.112 - User-003 [13/May/2013:11:53:06 +0800] “CONNECT ssl. gs-
192.168.1.112 - User-003 [13/May/2013:11:53:06 +0800] “CONNECT ssl. gs-
192.168.1.112 - User-003 [13/May/2013:11:53:06 +0800] “CONNECT ssl. gs-
192.168.1.112 - User-003 [13/May/2013:11:53:06 +0800] “CONNECT ssl. gs-
192, 168.1. 112 - User—003 [13/May/2013:11:53:07 +0800] “CONNECT ssl. gs
192.168.1. 112 - User—003 [13/May/2013:11:53:10 +0800] “COMNECT accowr
192.168.1. 112 - User—003 [13/May/2013:11:53:13 +0800] “GET http:/ wwm.
192.168.1. 112 - User—003 [13/May/2013:11:53:36 +0800] “GET http:/ wwm.
192.168.1. 112 - User—003 [13/May/2013:11:53:37 +0800] “GET http://wwm.
192.168.1. 233 - User—002 [13/May/2013:11:54:56 +0800] “CONNECT 61.146. .
4| .m F
Figure 1-4

Note: "GET" stands for the obtained data via HTTP.
"CONNECT" is for SSL access.
"POST" represents for submiting data to the website.

Clear Logs: After clicking the "Clear Logs" button, a dialogue box for confirming will pop

up, then click the "Yes" button to clear logs (Figure 1-5).
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CCProxy = |

Iel Are you sure to delete all the logs?

[ Yes Mo

| |

Figure 1-5

Export Excel: After clicking the "Export Excel" button, logs will be saved into the Log file

(Figure 1-6).

(=] E ]{aSa)
N Err— |
Rzt Wond) | « CCProxy » Log - | +4 | Search Log jely
Organize = Include in library = Mew folder e iﬁ?
o N =N @ =N
—_— — L alr
data201305  log2013050  log2013050 | log2013051 | log2013051
13 7 8 E E
Figure 1-6

9.3 Monitor and Log

1) Click the "Monitor" button on the main interface of CCProxy.
2) The pop up "Connection information" dialogue box shows the information of clients'
using the Internet (Figure 1-1).
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s it

Connection information o lEl ”53 |

M— T
Current Connection Information Connectionz 1 Uzerz 1
Lag I_a'-‘u:u:u:uuntIIF' -!

Time Uzer Mame  |P Address Action i

10:36:08  Ulger-007 192168.1.112 GET http:#4id wtimg. com/iMad-Babd vk,

10:36:08  User-0M 192168.1.112 GET http: /A2 vkimg. comdiZgnbDFdCp...

10:36:08  Uger-007 1921681.112 GET http: 470 ptimg. comdiAHFEEaWL. .

10:47:42  User-001 1921681112 COMMELT Ihd googleuzercontent.co. .

10:47:43  Usger-001 1921681112 GET http: i1 wtimg. com/ud18di T gDr...

10:47:43  Usger007 192.1681.112 GET http:#f= ptimg. com/ytzfimghindw...

10:47:43  User-0M 13921681112 GET http: /= whima. comdytz/imabinda. .. (W
10:47:45  User-001 192.1681.112 GET httpe v poutube, com ™ auT .. [
10:47:46  Usger-001 192 168.1.112 GET hitp:##ad doubleclick. netMN408. EE
10:47:46  Usger-001 1921681112 GET http:#f= ptimg. comdutz febindwa.. | |
10:47:46  Usger-007 192.1681.112 GET http:#//pageadz googlesyndicati... N |
10:47:48  Usger-007 192.168.1.112 GET http:#/cai.gstatic. comdcai =25, =

[7] Stop Scrol Send Message] [ Flaws Statz ] l Open Logs ] l Clear Logz ] [ Cloze
Figure 1-1
1. Log

Click the "Log" tab, the logs will be sorted chronologically. If you want to check some
certain account's information, you could click the "Account" or "IP" tabs (Figure 1-2).

e

Connection information V=t lEl ”53_|

— T
Current Connection Information Connections 1 Uezerz 1
Lag I_a'-‘u:u:u:uuntIIF' -!

Tirne Uzer Mame  |P Address Action =

10:36:08 | User-007 192168.1.112 GET http:#4id wtimg. com/iad-Babd vk,

10:36:08 | User-0M 192168.1.112 GET http: /A2 vkimg. comdiZgnbDFdCp...

T0:36:08 | User-00 1921681.112 GET http: 471 phimg. comdAHFEEaWL. .

10:47:42 | User-001 1921681112 COMMELT Ihd googleuzercontent.co. .

10:47:43 | Usger-001 1921681.112 GET http: 441 wtimg. com/ud18di T gDr...

10:47:43 | Usger-001 192.168.1.112 GET http:#f= ptimg. com/ytzfimghindw...

10:47:43 | User-0M 1921681112 GET http: /= yhima. comdytz/imabinda. .. (T
10:47:45 | User-001 192.1681.112 GET httpe v woutube, com ™ auT .. [
10:47:46 | User-001 192 168.1.112 GET hitp:##ad doubleclick. netMN408. EE
10:47:46 | Usger-001 192.1681.112 GET http: /= ptimg. comdutz febindw.. . |
10:47:46 | Usger-001 192.1681.112 GET http:#//pageadz. googlesyndicati... [ M
10:47:48 | User-007 192.168.1.112 GET http:#/cai.gstatic. comdcai =25, =

[7] 5top Scrol Send Message] [ Flaws Statz ] l Open Logs ] l Clear Logz ] [ Cloze
Figure 1-2
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2. Account

Click the "Account" tab to show the user name, |IP address, connections, bandwidth and
bytes (Figure 1-3).

(E=
Connection information

=
E=H i :
Current Connection | nfarmation

Lag Account | [P

-

Connections: 0 Uzerz 0O

dzer Mame 1P Address Connections B andwidth
User01  [1821881112 | o410
zer-002 192168.1.233 041 1]
Jzer-003 1921681123 041 1]

[7] Stop Scrol

Send Message] [ Flow Statz ] [ Open Logs ] [ Clear Logz ] [_ Cloze J

Figure 1-3

3.1P

Click the "IP" tab to show the IP address and connections of the active clients (Figure 1-
4).
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.Cunnediun information rm _|@

=
Y==| Current Connection Information Connections: 1 zers: 1

Lag P
IP Address Connections  Usemame

1921681.112 1 User-001

[ Stap Scrol Send Message] [ Flovs Statzs ] [ Open Logs ] [ Clear Logs ] [ Cloze J

Figure 1-4

4. Flow Stats
1) Click the "Flow Stats" button.

2) The pop up "Network Traffic Statistics" dialogue box will show the total usage of
traffic of all the clients (Figure 1-5).

-

Metwork Traffic Statistics |_EE§
Accaunt Metwark, Traffic
Uzer-001 Ak
Uzer-002 0k
Uzer-003 0k
Figure 1-5
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5. Open Logs

5.1 The "Open Logs" Button

Click the "Open Logs" button, "Log Analysis" dialog box pop up, use this you can find all
the browsed information of clients (Figure 1-6).

Log Analysis =Ea @
Log File Uzer name Protocal Filter
lng20140506.t  w  Llserd v HTTP  ~ fralpsis || Ewpont | | Open |
| Time IP address Uzerna.. Protocol Actioh Cantent i
[ OB M ay/2014:20:23:59 -0200  192.168.1.123 Uszer-8 HTTF GET o
OB/ ay/2014:20:23:59 -0200  192.168.1.123 Uzer8 HTTP GET r
| OBAMay /20742002359 0800 1921681123 Uzer8 HTTP GET
j OB/ ay/2014:20:24:06 -0200  192.168.1.123 Jzar8 HTTP GET
| OBAMay/2074:20:24:07 0800 1921681123 Jzer8 HTTP GET
| OBAMay/2074:20:24:07 0800 1921681123 Jzar8 HTTP GET

: OB/ ap /200 4:20024:32 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| DB/Map/2004:20:24:32 -0800 192.168.1.123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| 0E/Map/2004:20026:31 0800 192.168.1.123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
OB/ 2w /200 4:20026:31 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB/Map/2004:20:28:31 -0800 192.168.1.123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
: OB/t ap /200 4:20028:31 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB/Map/2004:20:28:31 -0800 192.168.1.123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB/Map/2004:20:28:31 -0800 192.1631.123 Uzerg HTTPS COMMECT  outgoing via 192.168.1.112
: OB/ ap /200 4:20028:31 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB/Map/2004:20:28:32 -0800 192.163.1.123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| 06/Map/2004:20030:31 0800 192.168.1.123 Uzer-8 HTTPS COMMECT  outgoing via 1321681112
0B/ ap /200 4:20030:31 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB Map/2004:21:03:36 -0800 132.163.1.123 Uzer-8 HTTF GET
: OB/ ap /200 4:21:03:37 0800 1921681123 Uzer-8 HTTPS COMMECT  outgoing via 192.168.1.112
| OB/May/2004:21:03:37 0800 192.163.1.123 Uzer-8 HTTF POST -

| 4 m b

e ]

Figure 1-6

In the details pane of "Log Analysis", you can find the details information of each log,
such as the browsing time of the vistied website, IP address of the client, the user name
of the client, protocol used by the client, visited website by the client, and in the latest
version 8.0, you also can check the outgoing IP in http logs.

Analysis: Analysis the log according to your defined information.

Export: Export the log and save to local.

Open: Open the log in ".htm" format.

5.2 Configure the Information to Be Displayed in Logs

In the "Advanced" dialogue box, click the "Log" tab to choose the information type that
will be displayed in logs (Figure 1-7).
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Advanced l 22 |

| Dial-up ! Cache | | Cascadlng LUEI | rﬁau_[meﬂﬁcﬂﬁh;{;

" CCProxy can log every user's information. Please
E@ DONT intercept user's mail without his/her permission.

[¥] Save Logs to File D:\CCProsy™Log [:]
Log Session Selection

[¥] Reguest URL [#] Picture Info [¥] Web Title Info I
Maximum Lines 10000 [¥] New Log Daity
Flow Stats Time Interval{m) 10 [¥] Enable Flow Stats

Flow Stats ][ Open Logs ]| Clear Logs H Export Excel |

| ok || Cance |

Figure 1-7

Log Session Selection

"Request URL", "Picture Info" and "Web Title Info" respectively decide whether the visited
URL, picture information and web title information will display in logs or not.

It will be embodied concretely in logs as shown in (Figure 1-8):

| log20130523.b¢t - Notepad [= | -2 ==
File Edit Format View Help
00naa20 -

E22.168.1.112 - User-001 [23/May/2013 10:33:53 +0800] “GET http://wmw. voutube. com/resul ts7? @
arch auerveccrroxy HITP/1, 07 200 103641 “HITP” *”
192.168. 1. 112 - User-001 [23/May/2013 10:33:57 +0800] “GET http://s. vtimg. com/vts/csshin/wmm-resul ts—

HITE/L, 07 200 40982 “HITR” “”

E92.168.1.112 - User-001 [23/May/2013:10:33:57 +0800] “GET http://il.ytimg.cam/vi/qOEGOGwTaJI/hqufault.'pgl
TE/1. 07 200 13279 "HTTE” 2

192, 168, 1. 112 - USEI‘ 001 [23/]'|'[ay/2013 10:33:57 +0800] “GET http://il.vtimg. com/vi/tQIP4f0AIRE /madefault. jpg |=

HTTE/1. 0" 200 8843 “HTTR”

192, 168.1. 112 - User 001 [23/May/2013 10:33:58 +0200] “GET http://13. vtime. comdvi AFzzquol fod/madefaul t. jpe

HTTF/1. 0" 200 8256 “HTTR’

192, 168.1.112 - User-001 [23/May/2013 10:33:58 +0200] “GET http: /12, vtime. comdvi MoodHAER ST /madefaul t. jpe

HTTF/1. 0" 200 10349 "HITP

192, 168.1. 112 - User 001 [23/May/2013 10:33:58 +0200] “GET http://12. vtime. comdviEGkET4=1FT /madefaul t. jpe

HTTE/1. 0" 200 8193 “HTTP’ L

192, 168.1.112 - User-001 [23/May/2013 10:33:58 +0200] “GET http://1il. vtime. comdviFECTVIR1iZd/madefaul t. jpe

HITE/L 07 200 10858 “HITE

192,168, 1. 112 - User-001 [23/May/2013:10:33:59 +0800] “GET http://csi.gstatic. comfcsi?

V’Z&S—yuutube&actlDn—results&yt spf=0ke=9114128t 1i= O&El KQCdUECquSLTAGl1YG4Aw&yt lt=warmért=ct. 1063, js_h

ead. 1297, = foot. 1453, ol. 2297, aft. 2297&1t=st. 84 HITP/1. 0" 200 293 “HITPR”

192, 168.1.112 - User 001 L23/May 2013 10 34:02 +0800] "GET http://14. vtims. com/1 KT tptUDHh-RYDsd=01-

5061, jpg HITPA1. 07 200 2557 “HITP”

192,168, 1. 112 - User-001 [23/May/2013:10:36:04 +0800] “GET

http://ad. doubleclick. net/Nd061 /adi/com. ythome/_default; sz=970x250; tile=1;plat= =pc; de dedup 1% kbsg HPUSISOEE

2. kcr=us; kza=—1kgz=-1klg=en; kmyd=ad creative 1;ord= 717266152871236q HTTP/l 0% 200 19195 “HITE”

192,168, 1. 112 - User-001 [23/May/2013:10:36:04 +0800] "GET http:/fewm. youtube. com/ HITP/1. 07 200 131144

Figure 1-8
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6. Other Related Functions

Connection information || =]

SPE—T]|
Current Connection Information Connections: 0 Ueers: 0O

Log |Account [P |

Time Uzer Mame  IP Address Action =

10:36:08  User-001 192.168.1.112 GET http: A2 whimg. comdidgnbDFdCp...
10:36:08  User-007 132168.1.112 GET http: A4 wtirg. comdisHFGEawL...
10:47:42  User-001 192.168.1.112 COMMELT Ihd.googleuzercontent.co. .
10:47:43  User-001 1921681112 GET http: 447 wtimg. comAud8did T gD Tl
10:47:43  Usger-001 1921681112 GET http:/f= ptimg. comdutzfimghinde...
10:47:43  Usger-007 192.1681.112 GET http:#fz ptimg. comdutzfimghindw...
10:47:45  Usger-007 192.1681.112 GET http: A voutube, comouT ...

10:47:46  User-007 192168.1.112 GET http:/#ad. doubleclick. net/MN40E. .

10:47:48  Uszer-001 192.168.1.112 GET http: /= vhimg. comdytzAebindane...
10:47:46  User-001 192168.1.112 GET http:#/pagead?. googlesyndicati. ..

10:47:48  User-001 192.168.1.112 GET http:#fcsi getatic. comdosi tv=2%s. .

m

10:48:14  User-001 1921681112 GET http: 447 whimg. comAAd0maw'pP -
[ Stop Scrol ISend Messagel | Flow Stats | | Dpen Logs J I Clear Logs I [ Cloze
Figure 1-9

Stop Scroll: Select it to stop scroll, because we cannot see logs clearly if they update
too frequently.

Send Message: Send message to a specific client on the proxy server.

Clear Logs: Clear all the log files.

9.4 Export Log with Excel, TXT and HTM Format

CCProxy supports exporting log with excel, txt and htm format.
1. Export Logs with Excel Format
1) On CCProxy main interface, click the "Options" button (Figure 1-1).
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2)

CCProxy 7.2(Demo version only supports 3 users) Build 20131031 El [=] @

©@ © B | & 8 ©n g

Stop Options | Account Register Monitor  Hide Help

CCProxy @GR N NZAN

Copyright[C] 2000-2013 Y oungzzoft ] 0/0 11:11:59

Figure 6-1

In the pop up "Configuration" dialog box, click the "Advanced" button (Figure 1-2).

Configuration @
Prowy services
'\/1,..] Pratocol Fort
= ¥ HTTP/RTSP 808
W Hail v Secure |E":'E
¥ DNS ¥ FTPweh 1808
[ “eb Cached I Gopher |E":|B
™ Remate Dialup ¥ SOCKS/MMg |1080
[ Auto Startup v FTP |21 21
[ duto Hide W Telnet 23
v Part Map ﬂ I Mews |1-IEI
Local IP Address: v Auto Detect | J r
[ MNT Service Advanced | oK | Cancel |
Figure 1-7
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3) In the pop up "Advanced" dialog box, click the "Log" tab, and then click the "Export
Excel" button (Figure 1-3).

-

r.‘f'u::l'l.l'ar'l»::n.=_t:| @
' Dialup ] Cache ] Cascading Mail | Metworks ] Others |

i CCProogy can log every user’s information. Please
E@ DONT intercept user's mail without his/her pemission.

[+ Save Logs to File |C:"-._CCF‘n:o-:'_.r"-._Lcug J
Log Session Selection

[+ FRequest URL [ Picture Info [ Web Title Info
Maimum Lines 10000 v Mew Log Daily
Flow Stats Time Irterval{m) 10 [ Enable Aow Stats

Flow Stats Open Logs | Clear Logs | | Export BExcel I

Customize | OK | Cancel |

Figure 1-8

4) The log will be stored in the "Log" folder according to the date with excel format.
Clear log will not delete excel logs (Figure 1-4).
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e[ sl
el | b Computer » WINT (C) » CCProxy » Log - | *f” Search Log ,OI
Organize * Include in library « Share with + Mew folder E - -Z:.EI-
T Favorites |2 B 2 B 2 2 3
Bl Desktop
& Downloads log2013101  log2013101  log2013102  log2013102  log2013102  log2013102  log2013102  log2013102
B.bet 9.t Lt 2.t ER et 5.t 8.t

=/ Recent Places

W o , W " W E‘;
7 Libraries a.,

leg2013102  log2013103  1og2013103  log2013110  log2013110  1og2013110 | log2013110 | log2013110

18 Computer 9.t 0.bet 1xt 1.t 2.t 4.t S.csw 5.t
E‘l,-l MNetwork
16 items
Figure 1-9

2. Export Logs with txt format
1) On CCProxy main interface, click the "Monitor" button (Figure 1-5).

CCProxy 7.2(Demo version only supports 3 users) Build 20131031 El [=] @

©@ © B % & |39 |» ¢

Stop Options  Account Register | Monitor | Hide Help

CCProxy @GR N NZAN

Copyright[C] 2000-2013 Y oungzzoft ] 0/0 11:11:59

Figure 1-10
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2) In the pop up "Connection information" dialog box, click the "Open Logs" button
(Figure 1-6).

Connection information = @

==| Current Connection Infarmation Connections: 0 Uzers: 0

Log | Account ] IP ]

Time | zer Mame | IP Address Action

11:0713  USEROOE 1921681126 COWMECT 183.60.48.175:30 outgain...
11:0713  USEROOE 1921681126 COWMECT 183.60.48.175:443 outgoi...
11:07:47  USEROOE 1921681126 COWMECT 1153.147.32.203:80 outgoi...
11:07:47  USEROOE 1921681126 COWMECT 119.147.32.203:443 outg...

[ Stop Scroall Send Meszage Flow Stats || Open Logz | Clear Logs | Cloge |

Figure 1-11

3) Inthe pop up "Log Analysis" dialog box, click the "Open" button (Figure 1-7).
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Log Analysis = @
Log File Uzer name Protocal Filter
log201 31105, txt j | j | j | Analyzis | Export H Open |
Tirne | IP address | Lzer namme | Froto... | Aclion | Caontent | Ll
Il 1 3

Cloge

Figure 1-12

4) It will pop up the txt log. On the menu bar, click the "File", and then click "Save as..."
to save the txt log (Figure 1-8).
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| log20131105 ¢t - Notepad [ ===
Edit Format View Help
Mew Ctrl+M " . -
[05/Now/2013:11:07:19 +0800] "CONNECT 183.60.48.175:80 outgoing via
Open... Ctrl+Q [05/Nov/2013:11:07:19 +0800] "CONMECT 183.60.48.175:443 outgoing wvi
[05/Nov,/2013:11:07:47 +0800] "CONNECT 119.147.32.203:80 outgoing wvi
Save Ctr+S  {[05/Nov/2013:11:07:47 +0800] "CONNECT 119.147.32.203:443 outgoing v
Save As... I
Page Setup...
Print... Ctrl+P
Exit
4 1 LS
Figure 13

3. Export Logs with htm format

1) On CCProxy main interface, click the "Monitor" button.

2) In the pop up "Connection information" dialog box, click the "Open Logs" button.

3) In the pop up "Log Analysis" dialog box, click the "Analysis" button, and then click
the "Export" button (Figure 1-9).
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Log Analysis = @

Log File Uzer name Protocal Filter

log201 31105, txt j | j | j | | Analyzis Il Export I Open ‘
Tirne | IP address | Lzer namme | Froto... | Aclion | Caontent | Ll
05Mow/201311:07:1... 192.168.1.126 |JSERDOR SOCK... COM. 1t
05Mow/201311:07:1... 192168.1.126 JSEROOR SOCK... COM. 1E
05/Mow/201311:07:4... 192168.1.126 IJSERDOE SOCK... COM.. 1
05/Mow/201311:07:4... 192168.1.126 IJSERDOB SOCK.. COM.. 1

k

Cloge

Figure 1-14

4) In the pop up "Save As" dialog box, click the "Save" button to save the logs to the
"Log" folder of CCProxy installation folder with htm format (Figure 1-10).
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& save As (23w

Vi A
*® | | « WINT (C:) » CCProxy » Log v | 3 || Search Log o
Organize » Mew folder == - .@.
Mame Date modified Type

i Favorites
Bl Desktop
4 Downloads

Mo iterns match your search.

=l Recent Places
- Libraries

1M Computer

&h Metwork
4 | i F
File name: | EREWE0 S DN (] -
Save as type: [F‘.Eport Files (*.htm) v]
= Hide Folders I Save | [ Cancel ]
Figure 1-15

5) It will pop up the htm log webpage. And you can find the htm format log in CCProxy
"Log" folder (Figure 1-11).

’ o B 32
[1 analysis2013120580m %\

C' [ filey//C/CCProxy/Log/analysis20131105.htm o =
05/Mowv,/2013:11:07:19 +0800] 192. 168. 1. 126| USERO06| SOCESS| CONNECT| | 183. 60. 48. 175:80 outgoing via 192.168.1.2
05/MNov/2013:11:07:19 +0800] 192. 168. 1. 126| 1ISERO06| SOCESH| CONNECT| | 183. 60. 48. 175:443 outgning via 192.168.1.2
05/Nov/2013:11:07:47 +0800] 192. 168. 1. 126| 1ISERO06| SOCESH| CONNECT| | 119. 147. 32. 203:80 outgning via 192.168.1.2
05/Nov/2013:11:07:47 +0300| 192. 168. 1. 126 USERO06| SOCESS| CONNECT| | 119, 147. 32. 203:443 outgoing via 192.168.1. 3

[E=5 R =
@Qv\ v Computer » WINT (C) » CCProxy » Log o
QOrganize » Include in library « Share with Mew folder i v O @'
[ Favorites B B | T By N
Bl Desktop @ | | | | | |
& Downloads analysis201 | 10g2013101  1og2013101  10g2013102  log2013102  log2013102  log201310,
%1 Recent Places 31105.htm Bt 9.t 1ot 24 Jixt it
T B B B B B B

=l Libraries

1092013102  10g2013102  l0g2013102  I0g2013103  I0g2013103  log2013110  log2013110
M Computer St 8nd 9t Ot 1nt Lod 20t

T E‘ ] [
?j MNetwork a,

log2013110  log2013110  log2013110
A Suesw St

17 items
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Figure 1-16
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10 Server Upgrade and Maintain

10.1 Why CCProxy Startup Failed

First of all, download the latest version and upgrade: "Latest Version".

If there are some other programs are using the same ports as CCProxy ("Default Ports"),
CCProxy will report proxy service startup failed. CCProxy will also report which program
is using the same port and stop this program with your confirmation.

For more details, please refer to "CCProxy Start Problem".

10.2 Why CCProxy Stops Working in Win XP sp2

Because there is firewall software in XP sp2, it may block CCProxy. There are 2 methods
for you to fix it.

1. Please just shut off the firewall.

2. Please create an exclusion rule for CCProxy in the firewall.

Then you can restart CCProxy to make it work.

10.3 Get Garbage When Surfing via CCProxy

1. Please make sure you are using the latest version of CCProxy download from our
download center. We have fixed a bug about this issue in latest version.

2. Please go to IE Internet options -> Advanced -> check the option of "Using HTTP/1.1
via proxy".

3. Some websites can not display correctly with the web cache function enabled, so if
you still get garbages even using the latest version, please just disable the web cache
function of CCProxy: "Options" -> click to not select the "Web Cached" check box -> Click
"OK" to save.
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10.4 Remove Unexpectedly Installed CCProxy

As a proxy server software, CCProxy sometimes may be used by some hacker, this
article introduces you how to remove CC Proxy server software which is installed
unexpectedly. Youngzsoft never installed ccproxy to a computer without user permission.
Some hackers cracked CCProxy program and installed it to the PC they hacked. so that's
why you can find it on your PC. We suggest you checking your system and install the
latest packages of Windows. Here is a way to remove CCProxy.

Please go to system task manager, and find out which program has about 16 threads and
the file size is between 760K and 1.2M. Search this program file name in your system
and delete it.

10.5 Internet Proxy Server Installation and Usage

An Internet proxy server means a proxy server which is available for clients over Internet.
With CCProxy - A Windows OS based, easy-to-use and free proxy server software, you can
build your own Internet proxy server easily and efficiently.

Step 1 - Internet Proxy Server Installation and Configuration

1. Download the latest version of CCProxy (V7.2) from the download center.

2. Install CCProxy on a computer which can access Internet directly. Just keep clicking
"Next" to finish the installation.

[ CCProxy 7.2
@ ) = g = i L &~
Stop Opiioms  Account Hegtster Nonitor Hide Help

CCProxy @ RIFEIAR

CoppaghtfC) 2000:2010 Y oungesoft 1] 0m 1207:44

Figure 1

3. "Options" -> "Advanced" -> "Networks", click to not select the "Disable External Users"
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check box, then keep clicking the "OK" button to save.

Advanced E]

|| [#]|Enable SOCES4 | [ ]Disable External Users

Web Sites for On—line Checking iwww.}'ah-:-n. COMm; WHW. 104, c-:-m:ww|

Socket Tdle Disconmect Mimmtes iE.D |

Server Bind IF Addreszs !D-D-D-D V|

DEnable Multiple IF=s Outgzoing

[Jadd Client IF in HITF Header

[ Customize ] [ 0K i [ Cancel

Figure 2
4. Keep all the other options of CCProxy as the default settings.
Step 2 - Internet Proxy Server Authentication Management

After set up proxy server with CCProxy, you can specify the authentication type for your
Internet proxy server in the "Account Manager" dialog box of CCProxy as bellow.
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Account Hanager

Optionz Filter/T irne
Fermit Categony: IPETI‘ﬂit Al b wieh Filter

Auth Type: P éddress Time Schedule
User Hame IP Address MAC Address Con..  Ban.. | Enable =)

Ed
Delsts

< | b
User Counk: [ NT User suth Domain: [ | [ Flow Stats ] [ Ok i [ Close ]
Figure 3

There are 2 authentication types for you to select:

Anonymous - please select "Permit All" for "Permit Category" as Figure 3.

Authentication required - please select "Permit Only" for "Permit Category" and then
select proper "Auth Type" as you wish (Figure 4).
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Account Nanager

Cptionz Filker/Time
Permit I:ateggr_lrl: i Permit Dr'll_lrl b [ “wfeb Filker ]
Auith Type: i-i._i;r-a’.lz'asswura v_i [ Time Schedule ]
Uzer Mame P Address MAC Addreszs Con... Ban... E nable |
|Jzer-001 0.0.00 -1 1441 1 [!
[
; Select Al
|
|
E ' >
Usger Count: 1 CINT User suth Domair: |, | Flow Stats ] [ ak. ] [ Cloze ]
Figure 4

CCProxy supports several authentication types such as "IP Address", "MAC Address",
"User/Password" and some combined auth types as you can see in the "Account
Manager" dialog box. For an Internet proxy server, we recommend "User/Password"
authentication type. It's difficult for CCProxy to get exactly the clients' IP address and
MAC address over Internet because of the complex network conditions such as various
routers, switches, firewalls, antivirus softwares and so on.

Step 3 - Network Settings and Obtaining the Internet IP Address of Your Internet
Proxy Server

If the CCProxy server is accessable for Internet clients, please ignore this step.

If it's behind a router/firewall, you need to open a hole in the router/firewall and map port
808 and 1080 to the computer on which CCProxy has been located. As a default setting,
CCProxy uses port 808 and 1080 for HTTP and SOCKS proxy, these two protocols are
mostly used. If you want to use other proxy protocol such as FTP and News, you also
need to map corresponding ports to the CCProxy server. Figure 5 shows the default ports
CCProxy uses.
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Configuration

Fromy services

3

Before next step, you also need to obtain the Internet proxy server address, it should be an
Internet IP address but not LAN IP address. Just google for "IP query" or "query IP" or
some other similar keywords and open the website google has listed for you on your
proxy server. Then you can get the current Internet IP address of this Internet proxy

server for free.

Step 4 - Make Proxy Server Settings in The Browser Such as IE, Firefox and so on
Let's say your Internet proxy server's Internet IP address is "208.113.200.5". Now you
and your friends can make proxy settings in the browser as bellow to surf with this proxy

server.
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Protocol Port

<‘I1_.l,'> [FIHTTR/ATSP |08 |
Mail Secure 808 |
DNS FTPfweb] | 508 |
[ ]'web Cached Gopher |BEIE |
] Remate Dialup SOCKS/MMs |1080 |
[ ] Auto Startup FTF 2121 |
[ Auto Hide Telnet |23 |
[+] Part Map . [+] Mews 3 |

Local IP Address: Auto Detect
[JNT Service [ Advanced ] [ Ok | [ Cancel
Figure 5
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Proxy Settings
Servers
1 Type Prosy address to use Port
HTTP: | 208.113,200.5 i e0e |
ot B e o i o 1
Secure: | 208.113,200.5 i e0e |
ETP: | 208.113.200.5 B
Gopher: | 208.113.200.5 \i|eos |
Soicks: | 208.113.200.5 | 1080 |

[ ]ise the same proxy server For all prokocols:

Exceptions
o Do nok use proxy server For addresses beginning with:

‘ ‘

IJse semicolons | ; ) to separate entries,

[ oK ][ Cancel ]

Figure 6

If you have selected "Permit All" for "Permit Category" as Figure 3, client computers can
surf directly via this proxy server. If you have selected "Permit Only" for "Permit Category"
and "User/Password" for "Auth Type", it will require username and password when you
surf via this proxy server.
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[N o b 2 Q

General Tabs Conktent  Applicakions Privacy  Security SN Advanced

| General | Metwork, |LI|:u:|aI:e | Encryption

Conneckion

Configure how Firefox connecks ba the Internet Settings...
o ; : ]

Connection Settings E|
i

i Configure Proxies ko Access the Inkernet
) Mo proxy
) Auta-detect proxy settings For this netwark

E {:} Use swskem proxy setkings
T (%) Manual proxy configuration:;
HTTP Pray: 5203.113.200.5 | Part: 808 %
[ ] Use this prowy server For all protacals
SSLProxy: | 208.113,200.5 | Part: | s0s l
= ETP Prosey: | 208.113.200.5 | Port: | 805 i_! —!
SOCKS Host: | 208.113.200.5 | Part: [ 1080 3 |

() SOCKS w4 (3) SOCKS ¥5

R

Mo Praocey For: . lazalhost, 12?.03& [

Example: .mozila.org, .net.nz, 192, 168,.1.0/24
(:} Aukomatic prosy configuration LIRL;

Ik l [ Cancel ] [ Help

Figure 7
Besides IE and Firefox, maybe you also need to make proxy settings for some other

network applications such as MSN Messenger, Skype, CuteFTP etc. We have more
instructions for you - how to proxy server for various network applications.

10.6 Shut Down Programs Occupying CCProxy Ports

Sometimes SOCKS/HTTP/FTP/Mail or others would fail to boot through proxy. That is
because other programs occupied those proxy ports, resulting in port conflicts.
The First Situation
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1) CCProxy would show which program occupied that port. As shown in (Figure 1-1), it
is dbmailserver that occupied the Port 25 and its PID is 2900.

HTTP proxy startup failed! {2) b x|

\!}) . \DBMailidbmailserver, exe[PID 2900] is using pork 25,

Figure 1-1

2) Open Windows Task Manager, click the "Process" tab.
3) With the guidance of PID 2900, navigate to dbmailserver program; right-click it,
select "End Process"(Figure 1-2).

E windows Task Manager _ =10 x|
File ©Options Wjew Help
&pplications ~ Processes IF‘erFDrmance I Metworking I Isers I
Image Marme User Mame
dbmailserver.exe ... End Process
IEXPLORE.EXE *32 2504 p¢  EndProcess Tree 5
wiauclk, exe 2456 A0 Debug &
ctfrnon. exe *32 2396 Ay 3
ctfmaon. exe 2356 Ar  Set Priority r 3
VMwareUser.exe 2348 Adminiskrator oo 17
MMwareTrav.exe 2340 Adminiskrator oo 5
explarer.exe 2276 Adminiskrakor ]| 1[0
svihosk, exe 1763 5SYSTEM oo 5
CCProsy . exe ¥32 1700 Adminiskrator oo 3
dllhost, exe 1564 SYSTEM an 9
svchosk.exe 1508 SYSTEM oo 5
WMUpgradeHelper, .. 1324  SYSTEM ] 5
vmtoolsd. exe 1260 SYSTEM 0o 1z
svchosk, exe 1188 LoCaL SERVICE an 1
svchosk.exe 1132 SYSTEM oo 3
msdte, exe 1012 MNETWORK SERVICE ([} o
4| | v
[ show processes from all users End Process |
|F‘r|:n:esses: 34 CPU Usage: 0% |C|:|mmil: Charge: 253M [ 1051M -
Figure 1-2

4) In this way, programs which occupied the server's port can be shut down.

The Second Situation
Assume the port being occupied is 25.
If CCProxy doesn't show the program which has occupied the port, Active Ports can be
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used for detecting the port.

1) Download and install Active Ports.

2) Run Active ports.

3) The main interface of Active Ports is as shown in (Figure 1-3).

&# Active Ports =]

File Options 7
Frocess | FID | LocallP| LocalPat = | Femote IF'I Remote F'l:ultl -
TeF CCPromy. exe 1700 0ooo 23 LIt
g dbima f 0.0.00 2
uoF CCPromy. exe 1700 00oo 53 LIt
TR CCProwy. exne 1700 nooo 110 LIt
TeF CCPromy. exe 1700 00oo 119 LIt
uoF | Jnlknovn Taa 1521681112 123 LI
TR Unknowin B34 nooo 135 LIt
P 5 ustem 4 15921681112 137 LI
UDF 5 ystem 4 1921681112 138 LI
TeF System 4 15921681112 139 LI
UDF Spshem 4 0ooo 445 LIt
TeF System 4 0000 445 LI
uoF L pkniown 420 nooo a00 LIt
TR CCProwy. exne 1700 nooo ang L
EF | Jnknoven 40 0ooo 1025 LI
2P Lnknovn 420 0000 1026 LI
vk [ExPLOREE... 2504 127.0.01 1028 LI
Uk |Jnknovn 40 0000 1043 LI
TeF dbmailserver.... 2772 127.0.01 1064 127.0.01 8025 ESTABLI®
TeF dbmailserver.... 2772 127.0.01 1065 127.0.01 8025 ESTABLIY
TCF T Prown awa 1700 nnnn 1Ngn [
J [ it
Teminate Procesz  Query Hames > Esit

Figure 1-3

Process: Name of the running programs

PID: Process ldentifier of the running programs

Local IP: The local IP address used by that program

Local Port: The local port used by that program

4) On the main interface of Active Ports, with the guidance of PID 2900, we find out that
it is dbmailserver which occupied the Port 25 (Figure 1-4).
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Active Ports oy ]
File Options 7
Frocess | FID | Local IF'I Local ... = | Femote IF'I Remote F'l:ultl Sh; =
TeF CCProwy. 00oo
VET... no.0o 28
uoF CCPromy. exe 0ooo LISTE
TeF CCProxy.exe 1700 0000 110 LISTE
TP CCProsy. exe 1700 0o.oo 119 LISTE
uoF | Jnlknovn Taa 1521681112 123 LISTE
TEF |Jnknovn B84 0ooo 135 LISTE
P 5 ustem 4 15921681112 137 LISTE
UDF 5 ystem 4 1921681112 138 LISTE
TeF System 4 15921681112 139 LISTE
UDF 5 ystem 4 0oon 445 LISTE
TeF System 4 0000 445 LISTE
uEF | Jnknovn 420 0o.oo R00 LISTE—
TeF CCProsy.exe 1700 0000 a0g LISTE
EF | Jnknoven 40 0ooo 1025 LISTE
2P Lnknovn 420 0000 1026 LISTE
vk [ExPLOREE... 2504 127.0.01 1028 LISTE
Uk |Jnknovn 40 0000 1043 LISTE
TeF dbmailserver.... 2772 127.0.01 1064 127.0.01 8025 ESTABLISHE
TeF dbmailserver.... 2772 127.0.01 1065 127.0.01 8025 ESTABLISHE
:-:P MM Prowen sws 1700 nnnn 1N8Nn 1 Iciiﬂ
Teminate Procesz  Query Hames > Esit
Figure 1-4

5) Open Windows Task Manager, click the "Process" tab. With the guidance of PID
2900, navigate to dbmailserver program; right-click it, select "End Process"(Figure 1-
5).
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-1
File ©Options Wjew Help
&pplications ~ Processes IF‘erFDrmance I Metworking I Isers I

m

4
dbmailserver.exe ... 277e End Process 5
IEXPLORE.EXE *32 2504 p¢  EndProcess Tree 5
wiauclk, exe 2456 A0 Debug &
ctfrnon. exe *32 2396 Ay 3
ctfmaon. exe 2356 Ar  Set Priority r 3
VMwareUser.exe 2348 Adminiskrator oo 17
MMwareTrav.exe 2340 Adminiskrator oo 5
explarer.exe 2276 Adminiskrakor ]| 1[0
svihosk, exe 1763 5SYSTEM oo 5
CCProsy . exe ¥32 1700 Adminiskrator oo 3
dllhost, exe 1564 SYSTEM an 9
svchosk.exe 1508 SYSTEM oo 5
WMUpgradeHelper, .. 1324  SYSTEM ] 5
vmtoolsd. exe 1260 SYSTEM 0o 1z
svchosk, exe 1188 LoCaL SERVICE an 1
svchosk.exe 1132 SYSTEM oo 3
msdte, exe 1012 MNETWORK SERVICE ([} o
4| | 3

[T show processes From all users End Process |
|F‘r|:n:esses: 34 ICF‘LI Idsage: 0% ICI::mmit Charge: 253M [ 1051M -
Figure 1-5

6) In this way, programs which occupied the server's port can be shut down.

If your operating system is Windows 7, you can also use the build-in port detection. You
may refer to this link.

10.7 CCProxy Upgrading Steps

Before upgrading, it is recommended that you should back-up files first. Configurations of
servers are all saved in "CCProxy.ini", while accounts information, filter rules and time
schedule are all saved in "Acclnfo.ini". You just need to back-up these two files.

If you modified files in Web directory, then this directory also needs backing-up. If you
want to save the old logs, back-up log directory as well.

Upgrading steps are as follows:

1) Backing-up the files you need.
2) In setting up directory, double-click "unins000" to uninstall CCProxy older version
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(after uninstalling CCProxy, none configuration files would be delete) (Figure 1-1).

=N (BRI
@Qv| .« Local Disk (i) » ccproxy » - | +4 | | earch ccoraxy o |

Organize * Include in library = Mew folder = = [ I@-
Marne } Date modified Type Size

. dump 2013/5/7 10:06 File folder

Language 2013/5/7 10:06 File folder

| Log 2013/5/7 10:06 File folder

. web 2013/5,/710:06 File folder
%) CCProxy.dll 2013/3/22 15:18 Application extens... 483 KB
CCProxy 201373722 1518 Application 872 KB
#k| CCProxy 2013/5/7 10:06 Configuration sett... 2KB
|| History 2013/3/2215:20 Text Document 2 KB
|%| mfc90.dll 2007/11/7 1:19 Application extens... 1,130 KE
|| Microseft.VC90.CRT.manifest 2013/1/29 5:15 MAMNIFEST File 2 KB
|| Microsoft.VC90.MFC.manifest 2007/11/6 22:51 MAMIFEST File 1KE
|%| mswcpl0.dll 200771177 17:19 Application extens... 556 KB
1% msverdd.dll 2007/11,/717:19 Application extens... 641 KB
| | unins000.dat 2013/5/7 10:06 DAT File 3 KB
ﬁ'_:j}! unins000 2013/5/7 10:06 Application 699 KB
% Update 2008/9/2012:13 Application 32 KB

Figure 1-1

3) Set up the new version. Please note that the new version should be saved into the
old setting up directory. Only in this way, the old configurations and account
information can be imported to the new version.

10.8 Why the License Code of CCProxy Become

Invalid

1. How to Check Machine ID
The reason for license code become invalid is that the machine ID changed.
1) On the main interface of CCProxy, click the "Register" button (Figure 1-1).
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CCProxy 7.2(Demo version only supports 3 users) | = | = |EE|

@ ©® B % |w |8 © @
Stop Options  Account| Register | Monitor  Hide Help

CCProxy MERIEESAT

Copyright[C] 2000-201 2 Y oungzzoft §] 00 16:17:14

Figure 1-1

2) Inthe pop up "Registration" dialogue box, check the machine ID (Figure 1-2).

[ Registration -‘

CCProse 7.3
Copynght[C] 2000-2011 Youngzsaft

hittp: £ A, oungzzaft. net

bMachine I 933332776

Serial Mumber  enabc000000
Register Code  4f5aB64f6a51falf3a21

[ Reqister ] I By Mow I | Cloze

Figure 1-2

2. Anti-virus Software and Firewall
Anti-virus software and firewall would lead to the change of machine ID, please close
firewall and anti-virus software, then register again.

3.NIC
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The machine ID would change as the NIC address change.

10.9 The Build-in Port Detection Function

If your operating system is Win7 which is equipped with a build-in port detection function,

you could use it to detect the processes occupying the ports (such as Port 25).

1) On the opened "Windows Task Manager", click the "Performance" tab, then click the
"Resource Monitor" button (Figure 1-1).

'8 Windows Task Manager ;_ EIEIE@
File. Options View Help

_i__.-!_'!pplicaﬁons _!ﬂ:c&sses_i_ﬁewices Performance INetwqujn_gd[_l_lse_rs |

CPU Usage CPU Usage History

Memary Physical Memory Usage History

Physical Memory (MB) System

Total 3838 Handles 25525

Cached 954 Threads 932

Available 956 Processes 77

Free 47 Up Time 0:06:31:15
Commit {ME) 2675 | 7575

Kernel Memary (MB)

Faged 255

Monpaged 47 I Resource Monitor... I

Processes: 77 CPU Usage: 30% Physical Memony: 75%
Figure 1-1

2) In the pop up "Resource Monitor" dialogue box, click the "Network" tab, then click
the "Listening Ports" tab. After detecting, it is DBMail that occupied the Port 25 and
its PID is 3840 (Figure 1-2).
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-

{"‘FJ Resource Monitor ; E_@ _il_ij
File. Monitor Help
| overview | cPU | Memory | Disk | Network |
1
e T _ %
Processes with Network Activity Ll —l (> =
— 1| | Metwork 100 Mbps -
Network Acti... B 12 Mbps Networ., [l 13 Network Utili.. (v 2
TCP Connections (v
Listening Ports (A
e 1
Image PID Addr... | Port Proto... Firew... * ||
A=l s0s d 0
dbmailserver.exe 3840  IPwk.. 35 TCP = TCPEED" = i L
dbmailserver.exe 3540 v, 110 TCP DINECB0
svchost.exe [LocalServi... 1032 IP6.. 123 upp
svchost.exe (Local5ervi... 1032 IPvd .. 123 uop
svchost.exe [RPCSS) 504 PG ... 135 TCP
svchost.exe [RPCS5) 304 IPvd4 .. 135 TCP
System 4 1921... 137 uDP
System 4 1921.. 137 upP i
* | I || veniss 100% 7 | _
4 P T N Y T O T N O O
Figure 1-2

In the "Task Manager" dialogue box, click the "Progress" tab, according to the PID
3840 find the "dbmailserver" process. Right-click "dbmailserver", then click "End
Process" to close the process which has occupied the Port 25 (Figure 1-3).
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=

: (8 Windows Task iu'f,anager E'

File Options View Help
Aaimﬁuns Processes ISer'ui::es Performance | Metworking I Lzers |

-

Image Mame F‘ID! CPU  Memory (... Description i
IDMan.exe *32 3540 ulu} 10,152 K Internet...
taskmar.exe 3588 01 3,396 K Windows ...

00.exe *32 3624 00 40,932K  QQ2013
YahooMessen... 3824 a0 4,032K  Yahoo! M...
-!jbI'!'IEiISEr'u'Er. ... 3840 01 — 2179 (mdewe ||
avchaost. exe 3872 oo Open File Location

chrome.exe *32 4176 i
chrome.exe 32 4344 oo
IEMonitor.exe... 4440 oo End Process Tree
chrome.exe *32 4464 0z Debug

chrome.exe *32 4480 i
audiodg.exe 4540 0o
SnagPriv.exe ... 4804 oo Create Dump File
chrome.exe *32 4943 i

End Process

UAC Virtualization

. .
WINWORD.E... 4960 0O et Fionty
Set Affinity...
[¥] show processes from all users
Properties
Go to Service(s) 1
Processes: 73 CPU Usage: 1% 5 = !
Figure 1-3

Notes:
If PID does not display in the "Task Manager", you can refer to the below steps:
1) On the "View" menu, click "Select Columns" (Figure 1-4).
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2)

= )

B Windows Task Manager E'
File Options | View | Help
1
Aaimﬁuns P Refresh Mow FS Ei.ng T
Update Speed k

.Image bl | Select Columns... | Escrlphnn : ni

| System Idie = Sl NS |
System 4 00 52K NTKernel... 3
SMSs.exe 272 i 412K Windows ... W
CSrss.exe 360 0o 1,732K  Client Ser...
CErss.exe 428 i 28,290 K  Client Ser...
wininit.exe 435 oo 1,328 K  Windows ...
winlogon.exe 475 i 2,964 K  Windows ...
SEMVICES BeXe 336 o1 4,690 K Services ...
|sass.exe 544 W} 4,475 K Local Sec...
lsm.exe 552 i} 1,576 K Local Ses...
sychost.exe 6249 0o 3800K HostProc...
sychost.exe 656 0o 4, 290K HostProc...
MWWEW T, EXE 764 oa 1,540 K- NVIDIAD...
sychost, exe 204 i 3,440 K HostProc...
atiesrxx.exe 885 oo 1,412 K AMD Exte... i

[¥] show processes from all users Eod b

Select which columns will be visible on the Process page

Figure 1-4

In the pop up "Select Process Page Columns" dialogue box, select the "PID
(Process Identifier)" check box, then click the "OK" button (Figure 1-5).
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’ y

Select Process Page Columns I-EEI

Select the columns that will appear on the Process page of Task Manager.

[#] PID {Process Identifier) | -
",}] User Mame |
[ session ID

[C] cPU Time
[ Memory - Working Set
[C] Memory - Peak Working Set

m

[¥] Memary - Private Working Set

[] Memary - Commit Size

[ Memary - Paged Pool

[] Mmemary - Mon-paged Pool

[ Page Faults

[] Page Fault Delta

[ Base Priarity in

| Ok, I | Cancel

Figure 1-5

10.10 Backup Upgrade and Transfer

1. Backup CCProxy
Advantage of backing up CCProxy: When CCProxy goes wrong, data could be restored.

1) The settings of CCProxy itself is saved in "CCProxy.ini".

2) Accounts information, filter rules and time schedule are all saved in "Acclnfo.ini". You
just need to back-up these two files.

3) If you modified files in Web directory, then this directory also needs backing-up.

4) If you want to save the old logs, back-up log directory as well.

2. Upgrade CCProxy
Before upgrade, it is recommended that you should back-up files first.

1) In setting up directory, double-click "unins000" to uninstall CCProxy older version
(after uninstalling CCProxy, none configuration files would be delete) (Figure 1-1).
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=N [Eoh =)
@Qv| . % Local Disk (D) » ccproxy » - |4,- | | Search ccproxy jol |
Organize = Include in library = Mew folder =« [ @.
Marme } Date modified Type Size
J dump 2013/5/7 10:06 File folder
Language 2013/5/7 10:06 File folder
| Log 2013/5/7 10:06 File folder
i web 2013/5/710:06 File folder
%) CCProxy.dll 2013/3/2215:18 Application extens,.. 433 KB
CCProxy 2013/3/2215:18 Application 872 KB
| CCProxy 2013/5/7 10:06 Configuration sett... 2KB
| History 2013/3/2215:20 Text Document 2KB
%] mfc90.dll 2007/11/71:19 Application extens... 1130 KB
| Microsoft.VC90.CRT.manifest 2013/1/29 5:15 MANIFEST File 2KB
|| Microsoft.VC90.MFC.manifest 2007/11/6 22:51 MAMIFEST File 1KB
1% msvep90.dil 2007/11/7 17:19 Application extens... 556 KB
%] msverd0.dll 2007/11/717:19 Application extens... 641 KB
|| unins000.dat 2013/5/7 10:06 DAT File 3 KB
| EEE'.-' unins000 2013/5/7 10:06 Application 699 KB
R Update 2008/9/2012:13 Application 232 KB

Figure1-1

2) Set up the new version. Please note that the new version should be saved into the
old setting up directory. Only in this way, the old configurations and account
information can be imported to the new version.

3. Transfer CCProxy
Before upgrading, it is recommended that you should back-up files first.

1)  Uninstall CCProxy.

2) Copy CCProxy directory and paste it to the new server.
3) On the new server, install CCProxy in the CCProxy directory.
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11 Troubleshoots

11.1 Method of Blocking Cascading Proxy

CCProxy supports cascading proxy. For more details, please refer to "Setting Cascading

Proxy". However, sometimes you may want to block cascading proxy to make all the

network flow can be used normally, then, you can follow the instructions below.

Suppose you have installed CCProxy program on PC1, and PC2 is the client PC whose

account is User-001. You can operate according to the following method.

1) On the PC1, open the "Account" dialog box of User-001. In the "Maximum
Connections" edit box, type number "20", and then keep click the "OK" button until
CCProxy main interface (Figure 1-1).
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o 1

Account
EQ Uzer/Group Mame Uzer-007
- [T Pazzward
[¥] Enable [¥]IP AddrezsAP Range 192.162.1.195 B
[T MAC Address/Hostname @
|4z Group [ ] Belongs to Group
Maximum Connections 20 — *Unlimited Connectior:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kBAz) -1 - “Unlimited Bandwidth:-1
[Z] oo [V Mail [¥] Telnet [¥] Remote Dial-up
VIFTP  [W]50CKS [V Others
[ afeh Filter [E]
[ Time Schedule
[ Auta disable at 20134741 B 121327
[] Bandwidth Quota ] kB |1 Drapz
[ Ledt Time 0:00:00 DD:HH: MM
ke ] | Save l [ ] 4 ] [ Cancel
Figure 1-1

Note: Set the "Maximum Connections" value as '20' can assure that PC2 will access to
the Internet normally. However, if you set cascading proxy on PC2, it will affect the
network speed of PC2. Thus, you can see that you've blocked cascading proxy
successfully.

11.2 Operating Principle of Connections

Questions about Connections

1) | have set the "Maximum Connections" value as "10", why can | still connect to the
11th webpage?

2) What is the reason that when | am going to visit the webpage, it keeps connecting
but never going to the content?
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Introduction of Connections
1) Suppose that you have set the "Maximum Connections" value as "10" (Figure 1-1).

| Account ﬁ
UzerGroup Marne Uzer-0M
MEe-
[] Pazzwoard
[¥] Enable [¥]IP AddrezsAP Range 192.162.1.195
[T MAC Address/Hostname @
[&zGoup [ Belongs to Group
M aximumn Connections 10 — *Unlimited Connectior:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kBAz) -1 - “Unlimited Bandwidth:-1
[Z] oo [V Mail [¥] Telnet [¥] Remote Dial-up

WIFTP  [¥]50CKS  [¥] Others

[ *wieb Filker E]
[] Time Schedule
[ Awto dizable at 2013474 2 B 10e132
["] Bandwidth Quota o ME |1 Days
(7] Left Time 0:00:00 DD:HH: MM
M e ] | Save l [ )4 ] [ Cancel
Figure 1-1

Note: Clients are only allowed to visit 10 proxy connections at the same time. If you open
the 11th connection, there will be a connection prompt. It keeps connecting, but it will not
send any proxy requests. However, as long as one of the previous 10 proxy connections
is disconnected, the 11th connection will send the proxy request at once.

If CCProxy does not work in this way, after you open the 11th proxy connection, you will
find that it is not able to visit the webpage, which will affect the user experience.

323



CCProxy www.youngzsoft.net/ccproxy/

11.3 Lost the Administrator Password of CCProxy

Please open file "CCProxy.ini" in CCProxy's install directory like "C:\CCProxy", remove
line "password=".

B CCProxy.ini - Notepad
File Edit Format Yiew Help

Startsocks=1 ~
StartTelnet=1 r
wehZached=0
sStartmMap=1l
Startadmin=l
LocalIP=
CascadingProxy=0 -
SucketId?eTimeuut=5.D
PasswordrProtect=1
FPasswordProtectstartup=
Fassworc=950%459%94 854 7946594 5
DlzableExternalUser=1L
websitesCheckInternet =www. yahoo. com; www. <. com; www. Tnternic. net
Startsocksd=1
NTService=0
BugTrace=0
TimeoutMaZ=200
CloseConfirm=1
MaximumConnectionsChart=100
MaximumBandwidthChart=262144
HOTKEy=CTRL+ALT+HZ

W

—————=

1.4 Can | Use the Webcam or Voice Chat of

MSN/Yahoo?

Current version of CCProxy can't support webcam or voice chat function of yahoo
messenger and MSN messenger. If you want to use webcam or voice chat, we

recommend you to use SKYPE.

11.5 Use Ping Command via CCProxy

You cannot ping from client directly. You can use ping in the telnet command: (suppose
your proxy address is 192.168.1.100)
Telent 192.168.1.100
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e CAWINDOWS\system32\emnd.exe

icrozoft Windows XP [Version 5.1.260881
CC» Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settings“Administrator>*telnet 192_168_.1_100

4| 5

Ping www.yahoo.com

(1% TEI."Et 1 92.1 55.1 . 1 uu

CProxy Telnet>CCProxy Telnet Service Ready.
CCProxy TelnetXping www.yahoo.comn

Pinging www.yahoo.com [72.38.2_.43]1 with 32 hytes of data:s
Replyli1] from: 72.38.2.43: hytes=32 time=188m=s TTL=51
Replyl2] from: Y2_.38.2.43: bytes=32 time=283m= TTL=51
Replyl3] from: 72.38.2.43: hytes=32 time=18Ym=s TTL=51
Replul4] from: Y2_.38.2.43: bytes=32 time=283m= TTL=51
ReplylS5]1 from: 72.38.2.43: hyte=s=32 time=188m=s TTL=51

CProxy Telnetl

4 | | »

11.6 CCProxy Supports Apple Macintosh

As a Windows based proxy server software, you need to install CCProxy on a server
running Windows OS. However, CCProxy can support client computers which running
various operation systems such as Apple Macintosh, Windows, Linux and so on.
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11.7 Use CCProxy in Terminal Services

How to Use CC Proxy Server Software in Terminal Services (Remote Desktop)?

If you install CCProxy in Terminal services, we suggest you run CCProxy as NT service
mode (check "NT Serivce" in "Options").

11.8 Can | Build Internet Proxy Server

Yes you can, and what you need to do is just uncheck "Disable External Users":
"Options"->"Advanced"->"Networks".

Advanced @

|Disl-up | Cache | Cascading | Loz | Mail | Hetworks |Others)

|' [#]Enable S0CES4 | []Disable External Users

—

Web Sites for On-line Checking ;:www.yah-:u:-. com;www. 109, c-:-m:ww%
Socket Tdle Disconnect Minmtes 5|:|-

Server Bind IF Addreszs I_DDDD V'
DEnable Maltiple IF= Outgzoing

D #dd Client IF in HITP Header

[ Customize I | [1]:4 | [ Cancel I

Furthermore, if the Internet proxy server on which CC Proxy software has been located is
behind a router, you need to make port forward settings in the router to make sure
Internet clients can connect to CCProxy. Mostly, you need to create such rules for port
808 and 1080. If you have changed these default ports, just create port forward rules for
the customized ports.

For more details, please refer to this article - Internet proxy server Installation guide.
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11.9 Can Not Thoroughly Hide IP Address

As a proxy server software, CCProxy can be used not only for Internet connection
sharing but also LAN administration and hide IP address. Mostly, CCProxy can hide IP
address of the client which access the Internet via it. However, some strict sites and
servers can still detect your IP address with advanced track technology even you are
using a proxy, not only CCProxy.

11.10 How to Telnet If | Get Access to the Internet

Suppose the IP of CCProxy server is 192.168.1.254, you want to telnet 66.94.237.139
25, here's how to do -

1. Windows Start -> Run -> type "cmd" -> press "Enter" key.

2. Type "telnet 192.168.1.254" -> press "Enter" key.

v C:AWINDOWS\system32\cmnd. exe

Microsoft Windows HP [Uersion 5.1.268681
CC» Copyright 1985-2801 Microsoft Corp.

C:xDocuments and SettingssAdministrator>telnet 172.168.1.254_

4| s

3. Type "0 66.94.237.139 25" -> press "Enter" key.

o Telnet 192.168.1.254

CCProxy Telnet>CCProxy Telnet Service HReady.
CCProxy Telnet>o 66.94.237.139 25_
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[y TEI."Et 1 92.1 55.1 .254

CCProxy Telnet>CCProxy Telnet Service Ready.

CCProxy Telnet>o 66.94.237.139 25

connect to 66.94.237.139 ...0K!

53 5.7.1 [BLZ21]1 Connections will not be accepted from 118_2568.1%96
the ip is in Spamhaus’s list; see http:s-postmaster.yahoo.com 5580

CCProxy Telnetl_

11.11 Get the "Control Service Startup Error"

1. Perhaps you have checked "NT service" in CCProxy.
If so, please make sure that CCProxy service as bellow is running well.

BEEUA - ANMa o nmne s raen

SaAti HotKey Foller
SR ATI Smart
%Backg;rnu.nd Intelligent Transfer ...

83 CCEoot

SsClipBook
%Cmb WebFrotect Suppert

%CDHH Ewvent System
%CDHH‘ System Application
5%Enm]_:n.iter Browser

[ LT U (R PRS- - FESNN | PR T

And you can also uncheck this option and then recheck it after restart CCProxy to have a
try.

2. If you have installed Proxycap, it may cause this problem so please remove proxycap
and reinstall CCProxy.

(Thanks for Ben McDermott providing)

3. In CCProxy install folder (like C:\CCProxy), please open "CCProxy.ini" file and find
"Control=8000", change 8000 to another port which has not been used by other

applications.

4. CCProxy also uses Port 8001, please make sure this port is available for CCProxy.
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11.12 Why "MAC Address” Can Not Work?

There are 3 MAC address related authentication types: "MAC Address", "User/Password
+ MAC", "IP + MAC". To use such authentication types, CCProxy must be able to get the
client's MAC address. Otherwise, the client will get error information like
"Unauthorized...".

CCProxy uses port 137 to get client's MAC address for authentication. So you need to
make sure port 137 is available on both CCProxy server and client. Sometimes, antivirus
software and firewall may block port 137, please check it out.

On the other hand, you also need to install NetBIOS protocol on the client.

-4 Local Area Connection Properties

General | Authentication | Advanced

Connect using:

BS VMware Accelerated AMD PCHet Ad

Thiz connection uzes the following items;

I gﬂ o5 Packet Scheduler A

bl ==

vl ﬁFxNWLink IFe /5P M etB 105 Compatible Transport Prot

| | %= Intemet Protocal TCPAP bl
[ »

[ Inztall...

D'ezcription

Show icon in notification area when connected
Matify me when this connection has limited or no conneckivity

Cloze

If the client is in the same LAN of CCProxy server, it's easy for CCProxy to get the MAC
address of the client. If an external/Internet client, CCProxy may not able to get its MAC
address because of the complex network conditions. In that case, you need to use "IP
Address" or "User/Password" authentication types instead.
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11.13 Why WinXP Cannot Run Windows Update

suppose proxy address is 192.168.0.1 and http port is 808.

1. Click Start, click Run, type cmd, and then click OK.

2. At the command prompt, type proxycfg -p 192.168.0.1:808, and then press ENTER.
(Or type proxycfg -u, and then press ENTER)

v CAWINDOWS\system3I2\cmd. exe

Microsoft Windows XP [Version 5.1.268d]
<Gy Copyright 1985-20881 Microsoft Corp.

nts and Settings Iminis PO K YE -p 192.168.8.1:8B88

ents
t <R} WinHTTP D wilt Pros ;onf ig on Tool
¢c) Hicrosoft Intpnratlnn_ ﬁl] rig reserved.

ettings undep:

“WindowssCurrentlUersionsInternet Settings~Connections™

Proxy Serverds) : 192.168.08.1:888
Bypazs List : <{nonel}

CisDocuments and SettingssAdministrators

11.14 Why | Get a Dialog Box about Download Files

and Fail to Open When | Visit Some Sites?

Please check "Use HTTP 1.1 through proxy connections” in IE Options: "Tools"->"Internet
Options"->"Advanced".
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Internet Options E| [E

General | Security || Privacy | Content || Connections | F'ru:ugrams| Advanced |

Settings:
Inderline linkz ~
Alvagyz
Haover
Mever

|| Useirline AutoComplete
IJze Pazsive FTP [for firewall and DSL modem compatibility]

w'| Usze smooth zorolling
HTTP 1.1 zettings

Use HTTP 1.1 1
ze HTTP 1.1 through prosy connections

Enable Automatic Image Reszizing

Enable Image Toolbar [requires restart]

Play animationz in web pages

Play zoundz in web pages

w'| Play videos in web pages ¥ |
| ¥

| M

[ Bestare Defaultz ]

(] ][ Cancel H Apply ]

11.15 Display Images Properly in HTML Email in OE

Sometimes you may get an HTML email with images but in Outlook Express, the images
can not display properly, just like Figure 1.
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¥ Inbox - Outlook Express

¥ . & @& 2 X = R L N Y S s

Forward Prirk Delebe Send/Recy Addresses Find

5] Outhack Express

= @ Local Falders
15 Inbi
& Cutbax
= Serk [kems
{3 Deleted Ttems
B} Drafts

Theere are no contacts o dsplay. ok
on Contacts bo create & new oonkack.

Contacts * x|

Here are 3 things you should know to get started,

_?' Organize all your contacts in one convenient

place, Get started.

' [x] Check messages on your phone whils

you're on the go_Start now

4 >
Fromy: Jeck Black  Toc youngzsoftSi@gmeil.com
Subject: P Welcome to Yahool
e ._....._...Lu_mapwmrth ST -,;-;:,.u.r BT |
downboad pictures.

My Info -~

Yahoo! ID and E ]
I I

ceaunt
Kieep your acc

il Pri

Reviess, chang
rrearkieting ermi »
¥

L8

1 mesgage(s), 0 urread

= yrorking Online

Figure 1

That's because "Some pictures have been blocked to help prevent the sender from
identifying your computer". Just click the red marked area to allow displaying images.
Then you may get Figure 2.

332



CCProxy www.youngzsoft.net/ccproxy/

¥ Inbox - Outlook Express

Fle Edit WView Iools Messsge Help W
= i - o [
¥ . & @& e X == SO B o (R,
: Create Maill Rephy Rophy & Forward Pririt Delebe SendfPecy Addrasses Find
It ol piil LUSER |
&= Inbox : ]
Foldars X111 @ % From Subject Received
@ Outhock Express i) Jack Black Fue: Weloome o Yahoo!
= 02 Lacal Folders
& Inben
& Cutbax
T2 Sert Items & 3
{3 Deleted Ttems
A} Drafts From: Jack Black Toc youngzsoftSi@amail.com
Subject: Fw: Welcoms 1o Yahoo!
) Yahoo! ID and E &
Here are 3 H‘Itll'lgs you should know to g!!‘ started. ELpr ShEewal
Organize all your contacts in one conveniend
Rt e el Kerep your aco
place. Gol started
Email Preferar
Contacts ¥ Ea Check messages on your phone while Review, chang
There are ro contacts to dsplay. Cick you're on the go. Sl now marketing emi
on Contacts bo create & new oonkack.
Get unhimited storage and pnwel'l'l:l spam profection X 1Te
i [i IH
Wahan! Privare
4 ¥
1 meseagels), 0 unread g ‘Warking Cnline
Figure 2

That's because you have not made proxy settings in IE which is necessary for you to
display images in an HTML email in Outlook Express. So please just do it like Figure 3
(Suppose the proxy server's IP address is 192.168.0.1).

Local Area Metwork (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use af manual setkings, disable automatic configuration.

[ ] automatically detect: settings

|:| Use automatic configuration scripk

Prozy server

Use a proxy server For wour LA {These settings will not apply to
dial-up ar ¥PMN conneckions),

Address: | 192.168.0.1 Pork: | 803 |.ﬁ.dvangeu:|...

[ |Evpass proxy server For local addresses

| oK |[ Cancel ]

Figure 3
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Then click the red marked area again, you will get the images display properly as Figure
4.

¥ Inbox - Outlook Express
© Hle Edt View Tools Messsge Help ir

¥ . & v & X |®.w B

Create Mal Reply Reply Ml Foreard Prirt SendiRecy Addrasses Find

= Inbox
Foldars X1 4 % From Subject Received
(A Outlock Express ) Jack Black Fue: Welcome to Yshoo! 9j13/2011
= (2:} Lacal Falders
=] inbox |
% Cutbax
0 Sent hems & 3

{3 Deleted Ttems
A} Drafts From: Jack Black Toc youngzsoftSi@amail.com
Subject: Fw: Welcoms o Yahod!

J 1
My Info

ahoo! 1D and E

Here are 3 things you should know to get started. coproostestaat
Contacks * x ) " it ' » ity Accouni
w | Lrganze all yaur Conlacls in ongé Convaman
= d R yOUr &0
Theere are no contacts o dsplay. ok E place. Gei starfed Ry
on Contacts bo create & new oonkack. » Ernail Praferar
i Check messages on your phone while Review, chang
you're on the go.Stad now marketing am; e
4 >
1 meseageds), 0 unread g ‘Warking Cnline
Figure 4

11.16 Can Not Run "Auto disable at" Function

Please make sure the IP address/range for each account is not overlapped.

For example: There are 2 users, user 1 and user 2.

1. The IP range for user 1 is 192.168.0.1 - 192.168.0.10.

2. The IP address for user 2 is 192.168.0.8

3. Set 'Auto disable at' for user 1. Don't set 'Auto disable at' for user 2.

4. Since the IP address 192.168.0.8 is included in the IP range of user 1, even with 'Auto
disable at' configuration, user 1 still can't use this function.

5. Remove/Revise the IP address which is overlapped. 'Auto disable at' function will
work.

11.17 Decode Password in Accinfo.ini

Here is the C code -
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static void PasswordDecode(char szPassword)

{

char szEncode[1024];

char strDecodePass[ MAX_BUF_LEN + 1]={""}, strPass[_ MAX_BUF_LEN + 1]={""};
strcpy(strDecodePass, szPassword);

for(unsigned int i = 0; i < strlen(strDecodePass)/3; i ++)
{

char szCode[ MAX BUF LEN + 1];

strcpy(szCode, strDecodePass + i 3);

szCode[3] = 0;

int nCode = atoi(szCode);

nCode =999 - nCode;

sprintf(szEncode, "%c", nCode);

strcat(strPass, szEncode);

}

strcpy(szPassword, strPass);

return;

h

11.18 Account List Didn't Update Automatically

The account list will update automaticly after remotely configure when you restart
CCProxy and in fact, the configuartions you have made remotely have already been
enabled immediately by CC Proxy server software whether you have restarted CCProxy
or not.

For more details, please refer to how to progress account management remotely.

11.19 Internet Speed on Client Is Slower than Server

Because CCProxy is used for Internet sharing, the whole bandwidth is separated by all
your clients at the same time.

11.20 How Many Users Can CCProxy Support

CCProxy can support more than 100 users in full version. It can support 1200
connections at the same time in theory.
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11.21 Solutions for Slow Internet Speed on Clients

1. Check Internet Speed

If your PC is the server, ping the IP address of client; if your PC is the client, ping the IP
address of server. If the speed is over or equal to 60ms, indicating the speed is very slow
(Figure 1-1).

e

BN Administrator: C:\Windows\system32cmd. exe | _i

Microsoft Windows [Uersion 6.1.76811 -
Copyright <c?» 28609 Microsoft Corporation. A1l rights reserved.

D:~Uzers~lserBB? >ping 192.168.1.233

Pinging 192.168.1.233 with 32 bytes of data:

Reply from 172.168.1.233: bytes=32 time=1Mms TTL=128
Reply from 122.168.1.233: hytes=32 time<ims TTL=128
Reply from 1722.168.1.233: hytes=32 time<ims TTL=128
Reply from 1722.168.1.233: hytes=32 time<ims TTL=128

Ping statistics for 192.168.1.233:

Packets: Sent = 4. Received = 4. Lost = 8 (8% loss),
Approximate round trip times in milli—seconds:

Hinimum = Bms, Maximum = 18ms,. Average = 2ns

D:“Uzers-UserB@9 >

Figure 1-1

2. Upload/Download Bandwidth
The upload/download bandwidth values being configured too small (for example, smaller
than 40k/s) could result in the slow Internet speed (Figure 1-2).
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Account
zerGroup Marne Uzer-1
e
' [] Pazsward
[V|Enable  [V]IF Address/IP Range  192.1681.233 B
[ MaC Address/Hosthame | 000c290056cf @

[&zGoup [ Belongs to Group

M auimurn Connections -1 = *Unlimited Connectiar;-1

Download Bandwidth(EB A5 25 = *Unlimited Bandwidth:-1

Upload Bandwidth(EE /2] 35 — “Unlimited Bandwidth:-1

[] oo [ Mail [¥] Telnet [¥] Remote Dial-up

VIFTP  [¥]50CKS [V Others

[F]'weh Fiter [E]
[T Time Schedule [E]
[] Auto dizable at 20135 4428 =+ 104753
[ Bandwidth Quata ] ME 0 Days
Mew ] | Save l [ ] 4 l [ Cancel
Figure 1-2

3. Maximum Connections

If the maximum connections value is configured too small (for example, smaller that 4),
that could result in the slow Internet speed. Configuring the maximum connections value
as 10 is recommended (Figure 1-3).
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o

Account
Uzer/Group Mame Usger-002
e
[ Paszword
[#|Enable  [¥]IP Address/IP Range  192.168.1.233 8
[ MaC Address/Hostname @
[z Group 7] Belongs to Group
Maximum Connections 3 ~ *Unlimited Connectior:-1
Download Bandwidth(kB ] -1 : *Unlimited Bandwidth:-1
Upload Bandwidth(kB/z) -1 — “Unlimited Bandwidth:-1
(]t (] Mail (] T elmet [¥] Remate Dialup
WIFTP  [W]50CKS  [¥] Others
| wieb Filier (E]
[T Time Schedule [E]
[ Ao dizable at 23454 8 =1 153239
[] Bandwidth Quata ] ME 1 Days
Mew ] l Save ] l 0k ] [ Canicel
Figure 1-3

4. Disable External Users

After selecting "Disable External Users" check box, IPs from other Internet segment
cannot access to Internet through proxy; if there are multiple Internet segments on the
LAN, we recommend you to uncheck "Disable External Users" check box (Figure 1-4).
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Advanced | EEl

[¥] Dizable BEdemal zears

Web Sites for Ondine Checking www yahoo comwww icg.comww
Socket ldle Disconnect Minutes 5.0
Server Bind IP Address 0.0.0.0 -

[ Enable Muttiple 1Pz Outgoing

[7] Add Client IF in HTTP Header

[] Limit Muttiple Login with Usemame

0K || Cancel

Figure 1-4

5. Firewall and Antivirus Software in Server
If the Internet speed is very slow in clients, we recommend you to close firewall and
antivirus software both in server and clients.

6. Web Cache
Opening web cache can improve the Internet speed in clients to some extent. You may
refer to this link for more details "Web Cache".

7. Clients' Gateway and DNS
In clients' network properties, do not configure default gateway and preferred DNS server
as the IP address of the server. Instead, they should be configured according to the

actual network situation, configuring them as the IP address of router is optional (Figure
1-5).
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"

Intemefpmtucuf Yerzion 4 I{TCP;"'IPU;&} Pmpeﬁies

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 168 . 1 103
Subnet mask: 255 . 255 255 . O
Default gateway: o 68 1 o 1d

CObtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server: 192 .168 . 1 . li

Alternate DMS server:

[ validate settings upon exit | Aot

| ok || cancel |

Figure 1-5

8. DNS Proxy Services
1) On CCProxy main interface, click "Options" button.

2) In the popping up "Configuration" dialogue box, uncheck "DNS" check box, then click
the "OK" button (Figure 1-6).
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P )

Configuration
Prowy services
\/::I Fratocol Fort

= [V|HTTP/RTSP 508
7] Mai V] Secure 808
[C]1DNS [V FTP[web) 808
[ ]*eb Cached (V] Gopher 603
[| Remote Diakup [¥] SOCKSMms 1080
[ Ao Startup [F]FTP 212
[ Auto Hide (V] Telnet 23
[¥] Part Map |E| [V] Mews 113

Local IP &ddress: [] dusto Detect [1?2-1 B.36.2 "] ]
T HT Service Advanced l I k. | | Cancel I

Figure 1-6

9. The Server's Internet Speed
If the Internet speed in the server is very slow, then the Internet speed in clients would be
slow as well.

10. Check Whether The LAN Is Offline

To check if the LAN is offline, you can run "ping" command in clients:

Assume the IP address of the server is 192.168.1.123.

1) Click "Start" button, in "Run" edit box type "cmd", press the "Enter" key.

2) In the popping up "Command Line" window, type "192.168.1.123 -t", press the
"Enter" key.

3) Under normal circumstance, it will show as (Figure 1-7). However, if "timeout" shows
up frequently, indicating the network is rather unstable, which will not only affect the
Internet speed, but also may result in network disconnection.
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B8 Administrator: C:\Windows\systen32\cmd.exe - ping 1921681123 -t (= [

Microsoft Windows [Version 6.1.76811
Copuright ¢c) 2809 Microsoft Corporation. All rights reserved.

D:xlzersslserB@? ping 192_168.1.123 —«

Pinging 1922.168.1.123 with 32 bytes of data:
from 192.168.1.123: hytes=32 time=ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: hytes=32 time{ims
from 192.168.1.123: bytes=32 time{lms
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims
from 192.168.1.123: bytes=32 time<{ims

Figure 1-7

11. Virus
Check if the server is attacked by virus. If it is, the Internet speed would be very slow.

12. The Server's NIC
It is recommended to use standalone gigabyte NIC to improve the stability of the network.

13. Large Downloads

Check if there is someone downloading files using Thunder, BT or other downloaders,

occupying plentiful bandwidth. Though sometimes the downloading speed is not fast,

they still occupy much network resources.

1) Open CCProxy main interface, click "Monitor" button.

2) In "Connection information" dialogue box, click "Account" tab to check bandwidth
and bytes. If these two values are very large, indicating the relative account might be
downloading (Figure 1-8).
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Connection information [ = _!
% Current Connection [nfarmation Conrections: 2 Uszers: 1
| Log | Account | [P ]
Uzer Mame  |IP Address Connections B andwidth Bytes
Uzer-002 192.1631.222 241 1] 272
Uzer-003 1321681112 041 1] 72k
[ Stap Scrall Send Message] [ Flow Stats I I Open Logs ] I Clear Logz ] [ Claze J
Figure 1-8

3) If some certain account occupies vast bytes and bandwidth during
downloading/uploading, you can limit the account's downloading/uploading
bandwidth. For example, limit the account's maximum downloading bandwidth to
40K, and maximum uploading bandwidth to 40K (Figure 1-9).
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o

-

Account
zerGroup Marne Uzer002
He=
[] Pazzward
[¥] Enable [¥]IP &ddrezs/P Fange 192.168.1.233 B
[] MAC Address/Hosthame @
|4z Group [ ] Belongs to Group
M amirum Connections -1 ~ “Unlimited Connection:-1
Download Bandwidth(kB 45 40 = *Unlimited Bandwidth:-1
Upload Bandwidth(EE /2] 40 = “Unlimited B andwidth;:-1
[Z] o [ V] Mail [¥] Telnet [¥] Remote Dial-up
[ZIFTP  [#]50CKS [V Others
[ *wieb Filer E]
[ Time Schedule
[ At dizable at 2013 5/ 8 153239
[] Bandwidth Quota ] kB |1 Drapz
Mew ] | Save l [ ] 4 l [ Cancel
Figure 1-9

11.22 How to Check out Whether the CCProxy Server

is Available or Not for Clients?

To use CCProxy, you first of all need to make sure that clients can connect to the
CCProxy server via the proxy port.
The default port settings of CCProxy are as bellow:
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Configuration

Fromy services
<::| Pratocol Fort
L [VIHTTP/RTSP (808
b ail Secure 808
DINS FTF[web) 508
[ ]'web Cached Gopher .E.DE
["] Remate Dial-up SOCKS/MMs | 1080
[ ] Auto Startup FTF 211
(] Auta Hide Telnet 23
[+] Part Map [+] Mews .115
Local IP Address: Auto Detect
[ INT Service l Advanced ] | k. | [ Cancel
Figure 1

For most users, they only use HTTP/HTTPS and SOCKS proxy. As a result, they just
need to concentrate on port 808 and 1080. Here's a method for you to check out
(suppose the IP address of the CCProxy server is 192.168.1.254).

Run "telnet 192.168.1.254 808" as bellow.

C:\WINDOWS\system32cmd.exe

Microzoft Windows XP [Version 5.1.260881
CC» Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settings“Administrator>*telnet 192_168_1_254

Figure 2
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If you get the result as Figure 3, it means the CCProxy server is available for current
client.

[y TEI."Et 1 92.1 55.1 .254

Figure 3

If you get the result as Figure 4, it means current client has no permission. Please create
account for this client consulting the account management.

AWINDOWS\system32emd.exe

HTTP-1.8 483 Unauthorized
Server: CCProxy

“hi*Unanthorized ...< hl>

<h2>IP Address: 192.168.1.254<hr>

AC Address: <hrk>

Server Time: ZA11-A8-A7 28:84:22<hr>
Auth Result: Invalid user.<-h2>

Connection to host lost.

C:~Documents and Settings“~Administrator>_

Figure 4
If you get the result as Figure 5, it means the proxy port is not available, please shut

down the firewall and some other security software on the CCProxy server to have a try.
If it works, you need to create an exclusive rule for CCProxy.
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AWINDOWS\system32\cmd.exe

Jocuments and Setting dministrator’telnet 192.168.1.254 888
nnecting To 192.168.1.254. 11d not open connection to the host. on port
onnect Failed

“Documents and Settings“Administrator’>

Figure 5

If you are using Windows 7/2008, you need to enable the telnet function first of all as
Figure 6.

{;.\__/vrj, » Control Paned » Programs » [ 43 ; je

Control Panel Home

Sysbem and Sec urity

Metwork and Internet

Hardware and Sound

e
= Programs , 8 ¢ e =5
User Accounts and Farmily = =
Safety [F% Windows Features = |- |
Appearance and y
Personalization Turn Windows features on or off Ll

Clock, | ae and Fe n =
Oz, L AnguAge; and Regio To turn & feature on, selact its check box. To turn a feature off, clear its

Eaze of Access check box. A filled bex means that only part of the festure is turned on.

o Remote Differential Compression #
RIP Listener
Services for NES
Simple Network Managerment Protocal (SNMP)
Simple TCPIP senvices (i.e. echo d::,"..me etic)
Subsystern fior UNIX-based Applications
7 Tablet PC Components

&

Telnet Client

) Telnet Server
TFTE Client

o Windows Gadgﬂ: Platfarm

i Windows Process Activation Sendice

QK Cancel

Figure 6

After you Have Built Your Own Proxy Server with CCProxy Software
You Can Check out Whether the Proxy Server is Available or Not by this Method!
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11.23 CCProxy Start Problem

If you get error message likes (Figure 1) when you start CCProxy, it means there is a port
conflict problem. Two applications using the same socket port will cause a port conflict.
First of all, make sure that the installed CCProxy is the latest version. If there is some
other programs are using the same ports as CCProxy, CCProxy will report proxy service
startup failed. CCProxy will report which program is using the same port. You can open
the program settings and change the port in using or even stop it, and restart CCProxy
when done.

Mail proxy startup failed

It's normally related with the following software on the server -

® Microsoft IS SMTP server

® Other mail server software

If CCProxy reports likes (Figure 1), you can follow the steps at below to solve it.

Mail proxy startup failed! (5)

\i!) CWIRDOW S svstem 32 inetsryiinetinf o, exe[PID 172] is using pork 25.

Figure 1
1. Go to Windows "Control Panel", "Administrative Tools" and open "Internet Information

Services".
2. Select "Properties" on the right menu of "Default SMTP Virtual Server" (Figure 2).
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¥ Internet Information Services (IIS6) Manager

‘:; File Action  Wiew window  Help

! Internet Information Services Mame

=4, 8 SERVER. {local computer) %Dumains
) Web Sikes €7 Current Sessions
BN Default SMTR Yirkual Server i

Stop
Pause

View 4
Mew Window From Here

Rename
Refresh
Export Lisk. ..

Propetties

Help

Figure 2

3. Click "Advanced" button on the properties dialog box (Figure 3).

Default SMTP Virtual Server Properties

General |I,é-.-:|:ess I Messages | Delivery | LDAP Routing | Security|

% Ciefault SMTP Virtual Server

|F address:
| (&l Unassigned)

¥ Limit number of connections to: 10
Connection time-out [minutes]; 11 0

1 Enable logging

e o

[ k. H Cancel ] Apply
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Figure 3

4. Select the first item and click "Edit" on the advanced dialog box (Figure 4).

Advanced
Configure multiple identities for thiz vittual server,
Address:
IP Address | TCP Part
[&ll Unazzigned] 25
Add... Bemove ‘
k. | Cancel | Help
Figure 4

5. Change "TCP port" to 26, and click "OK" button (Figure 5).

Identification

IF address: |[.-’-‘-.|| Unazsigned) L]

TCP part; 26

Cancel Help

Figure 5

6. Click "OK" button on the advanced dialog box and properties dialog box.
7. Restart CCProxy.

SOCKS proxy startup failed

It's normally related with the following software on the server -

® Other proxy server software

News proxy startup failed

It's normally related with the following software on the server -

® Microsoft NEWS server
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Telnet proxy startup failed

It's normally related with the following software on the server -

® Microsoft Telnet server

Port map proxy startup failed

You need check port map settings of CCProxy if there are same local ports or the local
ports are conflict with other software on the server.

For more details, please refer to this link.
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12 Miscellaneous

12.1 Turn off the The Icon of CCProxy in System Tray
Press "Option" on the interface of CCProxy -> Advanced -> Miscellaneous -> Check the
option "Hide All".

Notes: we have removed this function from v 6.5.

12.2 Can CCProxy Support VPN

As of now, CCProxy server software can not support VPN however, we will add this
feature in future version.

12.3 Securely Access Blink Electric Car Charger

Outside

Back in May we purchased a 100% electric car — the Nissan Leaf
(http://www.nissanusa.com/leaf-electric-car) - we no longer need to stop at gas stations
to "fill up".

We charge up the Leaf using our 'Blink' (http://www.blinknetwork.com), a residential 240V
charger, installed in our garage.

Bellow is our Blink 240V Residential charger and the Blink's internal web server - Main
(Charging Status), Stats, Settings, Info, and more.
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Slats  Seftings Infa  Halp

Previous Manth

Cost Per Chargs | B0, Gars Equivalent | 5.9) G

Ayg Durstion | 129 b Price Pee KWh | 5
oy ey TR

Gharging Evests |13 Energry W) | 85,01
v U % OF Peak

The Blink has a bunch of features which you can manage through a touch screen. It also
has an internal web server that allows us to check the Leaf's charging status, daily and
monthly stats, change its configuration, and more. The Blink runs a custom version of
Linux and can be connected to a network through an Ethernet cable (LAN) or through wi-
fi.

Once connected to your internal network, you can access the Blink's web server by
opening a browser and pointing it to its internal IP address — in our case 192.168.7.126 (I
configured our DHCP server to always give the same IP address to the Blink).

External Access?

A couple of months ago, | was wondering if there was an easy way to access the Blink's
web server from outside my home, for example from my office. | can easily open a hole in
our firewall and access the Blink — but unfortunately, the Blink does not offer a way to
password protect most of its pages — so that would be highly dangerous.

| asked a question on the excellent mynissanleaf.com forums, wondering if anyone had
any ideas on how to protect the Blink's web pages so | could access it securely from
outside of home -

Password protect Blink  when accessing from PC on network?
http://www.mynissanleaf.com/viewtopic.php?f=43&t=4152

Password protect Blink wihsen scoessing from PC on nebwork?

R0 DI
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There were a few answers, including setting up an SSH gateway and from that tunnel
connect to the Blink — which is a good idea, but since | didn't have anything like that
already setup, it seemed a bit too time consuming.

A couple of days ago | was researching network software and | stumbled upon CCProxy
(/ccproxy/), an awesome proxy server for Windows.

| CCProxy 7. 2[Demo version only supports 3 users)

corrox A

CopenghtiC) 2000-2010'Y oungzoolt u 2N 04205

From its web site, here are some of its features -

CC Proxy Server can act as an HTTP, mail, FTP, SOCKS, news and telnet proxy server.
It features powerful account management functions, including Internet access control,
bandwidth control, Internet web filtering, content filtering and time control. It also provides
web caching, online access monitoring, access logging and bandwidth usage statistics
functions. As Windows proxy software, CCProxy is compatible with Windows
7/2008/2003/XP/Vista.

I quickly downloaded the '3 user' version, which is free — and in literally minutes | had set
it up so | could safely access the Blink from outside our home. Below | have additional
details on how you could do the same.

How to securely access your Blink electric car charger using a proxy server (CCProxy)

| found a good way to securely access your Blink's web server through a proxy server
running on windows - the details on how to set this up are below. Please note that to
execute this you will need -

® An understanding of how internal and external networks work.

® Download and install software (as an administrator if running Windows Vista or
Windows 7).

® Manage your router and firewall.
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® Manage your DHCP server.

Manage your external dynamic IP address.

® A computer that runs 24x7 — or at least runs when you're not at home when you
need to access your internal resources.

If you feel uncomfortable executing any of the above items, contact a technical friend —
geeks like to help.

Here's how to securely access your Blink's web server from outside your home -

1. Download CCProxy

/ccproxy/proxy-server-download.htm
(3 user version is free)

2. Install CCProxy

| installed it on a netbook, which consumes very little power. We use this netbook for
Zwave home automation (http://www.z-wave.com), and it's always on - 24x7. Note that
you'll need a computer running CCProxy to access your Blink from the outside of your
house.

3. Configure CCPRoxy, the proxy server for HTTP/HTTPS requests

Enable HTTP, but turn off any protocols you won't use such as FTP, Mail, DNS, etc...
Choose a random port, like 3843

Make sure you setup authentication - username/password is a minimum,
"username/password + IP or MAC address" is even better.

4. Resolve your dynamic IP

Signup for a free http://dyn.com/dns/ account, make sure you can resolve your home IP
from the outside

5. Update your router/firewall

| suppose you have a router which acts as your firewall and by default you don't allow
any connections to your internal computers.

Open a hole in your firewall and map port 3843 to the computer where CCProxy is
running.

Update your router/firewall to update your external IP on dyndns.com (or run the windows
client).

Make sure the firewall on the computer where CCProxy is running is off.
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6. Test out CCProxy with Firefox

Make sure you can use your new proxy server from outside of your house

| like to use Firefox (http://www.mozilla.com/en-US/firefox/new/), since it allows me to
setup a proxy just for Firefox, not for the whole operating system, which seems to be the
case with Internet Explorer and Chrome.

Use your external IP address (or dyndns.org address you setup in step 5) and the port
you setup in step 3.

Now here's the magic to access the Blink -

7. CCProxy awesome feature: "Port Map"

Use CCProxy's "Port Map" feature: Options > Check "Port Map" > Edit
Destination Host: 192.168.1.126 (whatever your INTERNAL Blink IP address is)
Destination Port: 80

Port Type: HTTP

Local Port: 80

Now from work, or from anywhere outside your house, setup Firefox (or any other
browser) to use your home proxy - type http://192.168.1.126 in your address bar, enter
the username/password you set up in step 3 - and that's it! You can now use the Blink
web interface in a relative safe way from anywhere in the world!

Conclusion

Setting up CCProxy is not only useful to access the Blink — but also has additional
advantages -

® Use your home connection from anywhere — for example to access the Blink's web
server, but also any other resources you may have behind your firewall — music,
pictures, etc...

® \When in a foreign country, use your proxy server to access web sites that require a
US IP address such as Hulu.com, Netflix, etc...

® \When accessing a public wireless network with no security, connect to your home
server through SSL (HTTPS) making it harder for hackers who may snoop your
credentials and other sensitive information.

Get CCProxy now —

/ccproxy/features.htm

It's free for up to 3 users!

Additional Screenshots
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The Main CCProxy screen -

[~ CCProxy 7. 2(Demo version only supports 3 users)

@ © B % w 8§ ® @

Hop Options  Account  Register  Monilor

g a
&

CCProxy M@RT F-FAT

Copyright[C) 2000-2010 Y cungzsolt u 21 00:42-05

CCPRoxy's proxy services configuration screen -

Configuration

Prosy services

Protocol Poit

CED HTTR/RTSP (3843
[IMai & oy 38343
[Jons CIFTPiwen) 3943
[]'web Cached [] Gaophes 3843
[] Remote Dial-up []socksmms |1080
[ Awito Startup mlais 2121
[7] Auto Hide [ Telnet 23

[¥] Port Map [ Mews 113

Local IP Address: Auto Dretect

[CINT Service | Advanced | | 0K | [ Cancel

CCProxy's port map screen -
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Twpe | DestHost Drest Port Local Port
HTTP | 132.168.7.126 ET

DestHost  |[192168.7.126 ] DestPot  [g0
PotType  |HTTP v LocslPot |80
Resst | | Sedectal | | add | | Modly | | Delete |

Firefox options screen > Advanced > Network

- . i F:I -

General Tabs Content  Applications  Privacy  Security Symic ) Advanced

|
|
[General Network | Update Enceyption| ‘

Connection
Configure how Firefox connects to the Intemet Settings... |
; il
Offlne Storage
f 1
Your cache is currenthy using 226 MB of disk space | Chear Now |
| Qrvernde automatic cache management |
Limit cache to 1024 = ME of space ‘
. i = |
| Tell me when a website asks to store data for offline use | Egceptions... |
The following websites have stored data for offline use: h
Eemove.,
| ok || cancel | [ Hep

Firefox options screen > Advanced > Network > Connection > Settings
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Connection Settings ﬁ

Configure Proxies to Access the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings
@ Manual proxy configuration:
HTTP Proy:  myserver.dyndns.org Port: ELT R

Use this prosy senver for all protocols

SSL Prowy: Paort: 0=
ETP Promxy: Port: 0=
SOCKS Host: Port: 0=

SOCESw @ SOCKSv5
Mo Proxy for  localhost, 127.0.01 |
Examnple: .mozilla.org, net.nz, 192.163.1.0/24
Autematic proxy configuration URL: ‘

QK Cancel . Help

The Blink's web server, being accessed from outside my home with Firefox using
CCProxy — notice that I'm accessing the Blink web server, but | am asked for a
username/password.

This is different than the Blink's "Intranet Password", which only protects certain
configuration screens — this is the CCProxy password you setup and it protects all Blink
screens.

(but still no need to enter username/password when accessing the Blink directly from
your home network, behind the firewall)

) bk o Communicating.. +
B Ity 192168, T 104 ap pmaan bl ﬁ "l Pl &
sgpll sgpll ol shdew Higa e 01 Gmailp = svilp B FE 3P tw gt # B Bookmarks
e = |
Aighentication Required [=%=]

g The puq..-,-rv.l:-:-pr:..y.u‘.--.-.-z:': A b rermamne and padiwennd The fits te:

"CCProcy Buthonzstion
User Hames | proogarer
FRifennd  sedssmssssssssisssnines

o Ut Pasraord Manager to rememiser this pasreord

Ok Cancel

359



CCProxy www.youngzsoft.net/ccproxy/

Once I'm logged in, the Blink's main screen —

_J Eﬂﬂn Guedes - Contos da Lus Vaga - . ] bhnk = Plesse Plug In X I + -

L hittpe/ 192 168.7.1 26 app/msin_unplugged.htmil

sgpll sliocal sldes siga slinee [ Gmailp -.' SLMailp El fe ¥ tw g+ ¥ e

b I h k Main  Stats

Please Plug in
Your Vehicle.

sgpll

Charging will begin at Plug-in

Additional Blink screens

The main screen — when charging, it displays the charging status and time it has been
charging the Leaf; it also displays info on your last charge, for example the start time,
how long it took to charge, and how much it cost -

(there are different parameters in estimating your costs for driving an electric car — but in
my case I'm seeing $15 to $20 for every 1,000 miles)

I I' I ML
n Stats  Settings Info  Help

Please Plug in Your Last
Your Vehicle.

Charge.

Of-Faak | O

Charging will begin at Plug-in Cost | 30.0:

Time | T:48 AM

Elapsed Time | 00008
e ol T4 A

The monthly stats screen — including the total cost for the month, the average cost per
charge, the CO2 saved, the number of gallons of gas saved, the price per kWh when you
charged, and the total number of kWh used -
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blnk ..

JUL, 2011

Current Month

Stats

Settings

Charging Cost | $17.20
E sinfinirling]

Cost Par Charge | 5066

Estimated

.ﬂu\'?. Duration | 2.01 hrs
Prer Charge

Charging Events | 26
This: kionth

Help

COZ Sawed | 152.09 Ibs
E starurbisgd

Gas Equivalant | 2
Estimated

Frice Per K¥Wh | 50.00

When You Charged

Energy (KWh) | 165.48

0 Off Pesake

You can get stats for the current or previous month -

blnk ..

AUG, 2011

Previous Month

Stats  Seftings

Charging Cost | $6.40
Estimaind

Cost Par Charge | $0.43
Estamaied

Avg. Duration | 1.29 hrs
Par Charge

Charging Events | 15
Thes Manih

Help

CO2 3aved | 56.59 s
Estimalod

Gas Equivalent | 9.93 Gal

Estimsbied

Price Per KWh

Wheen Yiou Change

Energy (kWh) | 69.01

% O Pealk

The settings screen — allows you to setup a schedule for charging the Leaf only during
non-peak hours, setting up your utility's kWh costs, and more.

blnk
n Maln  Stats Info

Charge Schedule
kWh Rate(s)
Device Info

Date & Time
Upload Firmware
Change Device PIN

Change Intranet Password

Help

Your Last
Charge.

Click on 'kWh Rate(s)' and you can setup your utility's cost for one kWh, during peak and

non-peak hours, during summer or winter -
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bink
n Main Stats Settings Info Help

Enter Your Electricity Costs

What kind of billing plan do you have
with your electric company?

Single Rate Plan =

Multiple Rate Plan =

Our utility is "Pacific Gas and Electric", also known as PG&E (http://www.pge.com/) — we
are on the E7 tariff, which has the following rates -

Our standard or 'off-peak'’ rate is $0.09273 (or roughly 9 cents) per kWh -

bI' |(
n Main Stats Settings Info Help

Enter Your Electricity Costs

Multiple Rate Plan

Your STANDARD or OFF-PEAK Rate

Cancel | Next =)

We can then setup 'peak’ rates — from May to October and between Noon to 6 PM one
kWh costs $0.31550 (or roughly 30 cents) -
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bink
n Main Stats Settings Info Help

Enter Your Electricity Costs

Multiple Rate Plan

kWh Rate:

[0 EIEIEIR]

Start Time: 12 oo Pv @
- B

End Time: &

- T
:H:L. H i '

Days of Week:
WEEK DAYS ﬂ

Date Range:
MAY 1 to QCTOBER 31

Cancel | Next mp

From November to April and between Noon to 6 PM one kWh costs $0.12294 (or roughly
30 cents) -
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bink
n Main Stats Settings Info Help

Enter Your Electricity Costs

Multiple Rate Plan
kWh Rate:

Time Slot:
start Time: 12§ : cof PvE

EndTime: & [@: o rPvB

Days of Week:
WEEK DAYS ||§

Date Range:

NOVEMEBER 1 to APRIL 30

Cancel | Next mp

You can see it makes a lot of sense to setup timers on the Leaf or on the Blink, to charge
our electric car during off-peak hours — it's three times cheaper!

Note: we also have a solar power system — so during off-peak hours (noon to 6 PM) we

are producing energy and our meter is rolling backwards — we sell to PG&E one kWh at
30 cents, but when we use a kWh we buy it for 9 cents — it's awesome!

364



CCProxy www.youngzsoft.net/ccproxy/

bl' k
n Main Stats Settings Info Help

Enter Your Electricity Costs

The kWh RATES you have entered
FPEAK RATE | $0.31550 JELETE | EDIT
PEAK RATE | $0.12294 ELETE | EDIT

STANDARD RATE | $0.09273 DELETE | EDIT

We actually got our blink for free, after being accepted in the "EV Project"
(http://www.theevproject.com/overview.php) — a great project to develop the infrastructure
for electric cars. It's managed by Ecotality (http://www.ecotality.com/) which was awarded
a $99.8 million dollar grant from the US Department of Energy (http://energy.gov/) and a
total of $230 million dollars. From their site -

ECOtality is deploying approximately 14,000 chargers in 18 major cities and metropolitan
areas located in six states and the District of Columbia: California, Oregon, Washington,
Arizona, Texas, Tennessee, and Washington, D.C. Chevrolet and Nissan North America
are partners in The EV Project. Both Chevrolet Volt and Nissan LEAF drivers who qualify
to participate in The EV Project receive a residential charger at no cost. In addition, most,
if not all of the installation cost, are paid for by The EV Project.

bl"‘ k e
n Main Stats  Settings Info Help

PROJECT OVERVIEW

www.TheEVProject.com

AV Project
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Here's our new "gas pump" — except we don't use any gas, just electricity -

JE— o "'—f._l

S
":'/ ‘! : ‘ ‘ ~

Our Leaf has a 240V charger and also a 480V 'fast/L3' charger that can charge the car at
80% in 20 minutes (it costs an extra $700, but we also got it for free through Ecotality!)

Quote from Emmanuel's Blog. Thanks for Emmanuel's good job!

366


http://blog.ehuna.org/2011/08/how_to_securely_access_your_bl.html

CCProxy www.youngzsoft.net/ccproxy/

12.4 How to Dial VPN?

To domestic Internet users, many abroad websites are blocked. If you want to visit
abroad websites, you have to dial VPN. In most cases, a VPN account can only be used
on one machine. However, if you use CCProxy, many clients can access to abroad
websites by one VPN account.

Assume the website used for connecting VPN is www.sharevpn.com, and its password is
123456789.

1) On the desktop, right-click "Network", then click "Properties" (Figure 1-1).

Map network drive...
Disconnect network drive...

Create shortcut
Delete

Properties

Figure 1-1

2) In the popup dialogue box, click "Set up a new connection or network" (Figure 1-2).

(= ==]
UU |:‘: « Al Control... » Metwork and Sharing Center - | 4 | | Search Control Panel ol
-
Centrel Panel Home Change your networking settings
: Set up a new connection or network
Change adapter settings Lﬁ;' F - = ]
;s SEt Up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set
Chalnge advanced sharing up a reuter or access point.
settings

'-5. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network
connection.

Q% Choeose hemegroup and sharing eptions

See also Access files and printers located on other network computers, or change |2 |
Hismeiann sharing settings.
Internet Options |§] Troubleshoot problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting -
information, -
Figure 1-2

3) In "Choose a connection option" dialogue box, click "Connect to a workplace", and
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then click "Next" button (Figure 1-3).

(=lE

I\.../‘ @3 Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L& et up a new network
e Configure a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

== Setup a dial-up connection
h!n# Connect to the Internet using a dial-up connection,

I Mext ][ Cancel

Figure 1-3

4) In "How do you want to connect?" dialogue box, click "Use my Internet connection
(VPN)" (Figure 1-4).
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=l
@ L;n Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (WPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

) Vi

What i= 3 VPN connection?

Cancel

Figure 1-4

5) "Type the Internet address to connect to" dialogue box will pop up, in "Internet
address" edit box type www.sharevpn.com, then click "Next" button (Figure 1-5).
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@ L;t! Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: www.sharevpn.cor|

Destinaticn name: VPN Connection 2

[ Use a smart card

“g' [] Allow other people to use this connection

This opticn allows anyone with access to this computer to use this connection.

[ Den't connect now; just set it up so I can connect later

[ Mext JI Cancel

Figure 1-5

6) "Type your user name and password" dialogue box will pop up, type your user name

in "User name" edit box, type "123456789" in "Password" edit box, then click
"Connect" button (Figure 1-6).
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@ I;E Connect to a Workplace

Type your user name and password

LIser name; vpn
Password: SN ERRRRBEN
[] Show characters

[¥] Remember this password

Domain (optional):

|[ Connect J[ Cancel

Figure 1-6

7) As (Figure 1-7) shows, you have dialed VPN successfully.
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@_ & Connect to a Workplace

You are connected

LY o

(= &]=]

Close

Figure 1-7

12.5 Setting up Static IP Address

1) On desktop, right-click "Network", then click "Properties" (Figure 1-1).

Map network drive...
hsconnect network drive...

Create shortcut

Recycle Bin

Delete

| Properties |

Figure 1-1
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2)

In the popping up window, click "Local Area Connection" (Figure 1-2).

==

OG |5 <« All Control Panel lte.. » Network and Sharing Center - |¢¢ | | Search Control Panel L |
File Edit View Tools Help
Control Panel Home s . i . 3 @ N
View your basic network information and set up connections
Change adapter settings [ ] 3 " - See full map
Ch : d i d sh g WLH L 5‘- " gﬁ:"
el WINT-ULT-32 Unidentified network Internet
(This computer) 3
Wiew your active networks Connect or disconnect | |
. [ ehwinrk
% Unidentified network fesoviype ellanchmatkaccen
I Bublicnetwork Connections: | Local Arga
Connection
Can b Change your netwerking settings
HomeGroup 'i;. Set up a new connection or netwerk
I Opti Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a
HEREEOpHo e router or access point.
Windows Firewall
"-ﬁ'. Connect to a netwark -

3)

In the popping up "Local Area Connection Status" dialogue box, click "Properties"

button (Figure 1-3).

Figure 1-2
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-

# Local Area Connection Status
General
Connection
IPv4 Connectivity: Mo Internet access
IPve Connectivity: Mo network access
Media State: Enabled
Duration: 00:10:29
Speed: 1.0 Gbps

Activity
Sent Lﬂ'! - Received

Packets: 169 1

II&IPruperﬁES ” ¥y Disable H Diagnose ]

Close

Figure 1-3

4) In the popping up "Networking" dialogue box, click "Internet Protocol Version 4
(TCP/IPv4)", and then click "Properties" button (Figure 1-4).

374



CCProxy www.youngzsoft.net/ccproxy/

o )

4 Local Area Connection F.‘mpe:t.iés

Metworking

Connect using:

l_;'l'" Imtel(R) PROST000 MT Metwors Connection

This connection uses the following items:

& Cliert for Microsoft Networks

SQDS Packet Scheduler

.@ File and Printer Sharing for Microsoft Metworks

i |ntemet Protocol Version 6 {TCP/IPvE)

Iw| s Link-Layer Topology Discovery Mapper /0 Driver
i link-Layer Topology Discoveny Responder

Install... Uninstall I Properties I

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

OK || Cancel

Figure 1-4

5) In the popping up "Internet Protocol Version 4 (TCP/IPv4)" dialogue box, select "Use
the following IP address" radio button, in "IP address" edit box type the IP address of
the server (such as 192.168.1.147); obtaining Subnet mask automatically; in "Default
gateway" edit box type default gateway (such as 192.168.1.1) (Figure 1-5).

Select "Use the following DNS server address" radio button, in "Preferred DNS server"

edit box type DNS server address (such as 192.168.1.1), then click the "OK" button

(Figure 1-5).
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Internet Protocol Version 4 (TCP/IPw) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically

@ Use the tollowing IF address:

IF address: 192 . 168 . 1 .147
Subnet mask: ps5.255.255. 0
Default gateway: 19168, 1 . 1

Obtain DNS server address automatically

i@ Use the tollowing DNS server addresses:

Preferred DMS server; 192 .168, 1 . 1

Alternate DMNS server:

[ validate settings upon exit

l oK H Cancel ]

Figure 1-5

6) Setting up static IP address has been done.

12.6 How to Close Firewall?

Sometimes firewall would consider CCProxy as a malware or virus, which is a false

consumption and normal phenomenon. For better use of CCProxy, you need to close
firewall first.

1) Click "Start" button, then click "Control Panel" (Figure 1-1).
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i BT Maxthon3

£l Getting Started

ﬂ Windows Media Center

Calculator Adrninistrator
Sticky Motes

c% Snipping Tool

&l Paint

!g. Remote Desktop Connection

B Magnifier Music

's] Solitaire

Documents

Pictures

Games

Computer

Metwork

Control Panel
Devices and Printers
Default Programs
Help and Support

» All Programs Run...
Search programs and files pe | mm

Figure 1-1

2) On control panel, click "Windows Firewall" (Figure 1-2).

377



CCProxy www.youngzsoft.net/ccproxy/

[el=r=]
@Qv|@ v Control Panel » All Control Panel Items » - | g | | Search Control Panel R |
File Edit View Tools Help
Adjust your computer’s settings Viewby: Largeicons ¥
‘[J Power Options h':.zﬂ Programs and Features -

& Recovery 9 Region and Language

% RemoteApp and Desktop j) Saind
—1¥) Connections =

]@j Speech Recognition Sync Center

Troubleshooting

User Accounts

Eg,.jé System u Taskbar and Start Menu

VMware Tools |ta Windows CardSpace

m

ﬁ Windows Defender ﬂ Windows Firewall

Windows Live \ ] Windows Update

4

Figure 1-2

3) In the popping up "Control Panel" dialogue box, click "Turn Windows Firewall on or
off" (Figure 1-3).

| =8 <
| ) - ﬂ « All Control Panel It... » Windows Firewall - |+ Search Control Panel |
| [ ¢ | p

File Edit View Tools Help

@ -

Control Panel Home : 2 i
Help protect your computer with Windows Firewall
Allew a program or feature Windows Firewall can help prevent hackers or malicious software from
through Windows Firewall gaining access to your computer through the Internet or a network.
¢ Change notification settings How does a firewall help protect my computer?
[5' Turn Windows Firewall on or What are network locations?
off = - =
' Restore defaults . '@J Home or work (private) net.. Not Connected (¥
¢ Advanced settings : S
L ;. . '-@‘ Public networks Connected (4
Troubleshoot my network ]
Metworks in public places such as airports or coffee shops

See also Windows Firewall state: On
Action Center Inceming connections: Block all connections to programs
Network and Sharing Center that are not on the list of allowed
programs 1y
Figure 1-3
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4) In the popping up "Customize settings for each type of network" dialogue box, select
"Turn off Windows Firewall (not recommended)" these two radio buttons, then click

the "OK" button (Figure 1-4).

(=] & (S

@QT|9 < Wind... » Customize Settings bt |¢?|

File Edit View Tools Help

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use,
What are network locations?
Horme or work (private] network location settings
@ 71 Turn on Windows Firewall

Motify me when Windows Firewall blocks a new program

@I @ Turn off Windows Firewall (not recommended)

Public network location settings

&1 71 Turn on Windows Firewall

Motify me when Windows Firewall blocks a new program

@l i@ Turn off Windows Firewall (not recommended)

= R .
Search Corntrol Panes
SEGRCR Lontrol Fanel

o|

Block all incoming connections, including those in the list of allowed programs

Block all incoming connections, including those in the list of allowed programs

OK

Cancel

Figure 1-4

5) By now, firewall has been closed.

12.7 Visiting Abroad Websites with CCProxy

Choose a machine that could dial VPN successful as the server of CCProxy. Assume its
IP address is 192.168.1.147, default gateway and preferred DNS server are 192.168.1.1.

1. Setting up Static IP Address
You can click this link for more details "Setting up Static Address".

2. Close Firewall
You can click this link for more details "How to Close Firewall".
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3. Dial VPN
You can click this link for more details "How to Dial VPN".

4. Add Account
You can click this link for more details "How to Add Accounts".

5. Configure Web Proxy Settings in IE
You can click this link for more details "How to Configure Web Proxy Settings in [E".

12.8 Make Port Map Rules in Router

If your proxy server is behind a router/NAT, you need to configure port map (for example,

Port 80). The steps are as follows:

Normally, the local IP address of routers is 192.168.1.1. Assume the local IP of your

server is 192.168.1.100.

1) Type "http://192.168.1.1" in your browser to login the control panel of the router
(NAT).

2) Click "Forwarding"(control panels are different from different producer; TPLink is set
as an example here).

3) Set up the port map rule for Port 80, then enable it and save the changes.

Port forwarding can be used to set up public services on your netwaork.,
Wwhen users from the Internet make certain requests on your router, they

PORT RANGE will be redirected to the specified IP.
FORWARDING

Protocol Protocol
P unpE IP Address Enable

O 192.168.1.[100
192.168.1. |0

192.168.1.[0
192.168.1.[0
192.168.1.[0
192.168.1.[0
192.168.1.[0
192.168.1.[0
192.168.1.[0
192.168.1.[0

Customized Applications Ext.Port
[
[ To [0
[0 To [0
[o To |
[0 To [0
fo To |
[0 To [0
fo To |
[0 To [0
fo Ta |0

T
k1

OoOooOo0o0O000 0
OoOoooooood

LIPrF Forwarding I Fart Triggering |

Apply | Cancel |

Figure 1-1
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Notes:

Because of the producers are different, the places for setting up port map rules are
different, too. Please configure it according to the real situation to make sure you could
open the Port 80 in the Internet.

12.9 Difference between SOCKS4 and SOCKS5

1. Definition of SOCKS

Protocol for sessions traversal across firewall securely. SOCKet Secure (SOCKS) is an
Internet protocol that routes network packets between a client and server through a proxy
server. SOCKS5 additionally provides authentication so only authorized users may
access a server. Practically, a SOCKS server proxies TCP connections to an arbitrary IP
address, and provides a means for UDP packets to be forwarded.SOCKS performs at
Layer 5 of the OSI model (the session layer, an intermediate layer between the
presentation layer and the transport layer).

2. Difference between SOCKS4 and SOCKS5

SOCKS4 and SOCKS5 both belong to SOCKS protocol. It is the concrete supportive
application that distinguishes them.

SOCKS4 only supports TCP application, while SOCKS5 supports TCP and UDP
applications. However, because of the fact that SOCKS5 also supports various
authentication mechanisms and domain name resolution (DNS), which does not go with
SOCKS4, the outgoing SOCKS proxy is normally SOCKS4 proxy. As a result, UDP
applications are not supported normally. That is to say, SOCKS5 could support anything
that SOCKS4 supports, but it is not the same with SOCKS4.

3. Application Cases

3.1 Downloading FTP Files via Browser Proxy

To download files in FTP servers, you have to input the IP address and the FTP Port 808
of the server in the "FTP" edit box (Figure 1-1).
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Proxy Settings |§E_|
Servers
& Type Proxy address to use Port
% E|
HTTF: 192.168.1.2 © 803
Secure: 192.168.1.2 . 808
ETP: 192,168.1.2 . 803
Socks: 192,168.1.2 . 1080

[uge the =ame proxy server for all protocols

Exceptlions
| B Do not use proxy server for addresses beginning with:

¥
b 8
LU
| SR

IIse semicolons ( ; ) to separate entries,

| ok || cancl

Figure 1-1

3.2 Uploading FTP Files via Browser Proxy
1) To upload files to the FTP server, the "FTP" edit box has to be left blank, because |E

would use the SOCKS4 protocol (Figure 1-2).
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CCProxy
Proxy Settings |§E_|
Servers
& Type Proxy address to use Port
%
HTTP: 192.168.1.2 808
Sercure: 192.168.1.2 808
Fies
Socks: 192,168.1.2 1080
[uge the =ame proxy server for all protocols
Exceptlions
Do not use proxy server for addresses beginning with:
=i}
i
IIse semicolons ( ; ) to separate entries,
| ok || cancl

Figure 1-2

2) Open the "Local Area connection Properties" dialogue box, click "Internet Protocol
Version 4 (TCP/IPv4)", then click the "Properties" button (Figure 1-3).
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v

1l

4 Local Area Cunneﬁiun l.?mpe:tiés |

Metworking

Connect using:
'.'-."' Intel{R} FROA000 MT Network Connection

)

This connection uses the following items:

& Client for Microsoft Networks

[l =005 Packet Scheduler

EJ File and Printer Sharing for Microsoft Metworks
[l & Intemet Protocal Version & (TCP/IPvE)
Intemet Protocal Version 4 (TCP/IPv4)

L & Link-Layer Topology Discovery Mapper /0 Driver
[l -a. Link-Layer Topology Discovery Responder

Install... Uninstall [ Properties ]

Description

Transmission Control Protocol/Intemet Protocal. The defaukt
wide area network protocol that provides communication
across diverse interconnected netwarks.

OK || Cancel

Figure 1-3
3) In the pop up "Internet Protocol Version 4 (TCP/IPv4) Properties" dialogue box,

select the "User the following DNS server address" radio button, and then type the
DNS address in the "Preferred DNS server" edit box (Figure 1-4).
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Internet Protocol Version 4 (TCP/IPw) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 168 . 1 . 188
Subnet mask: 255,255 .255 . 0
Default gateway: 192 ;168 . 1 . 1

Obtain DMS server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server; 192 .18, 1 . 1

Alternate DMS server: 1o A8, Ao 2

[ validate settings upon exit | G

[ oK ]I Cancel ]

Figure 1-4

4) After configured like that, you could use browsers to upload files to the FTP server.

12.10 How to Use Remote Desktop

Assume the machine PCA needs to remotely control the machine PCB, the following
steps should be executed.

1. Enable Remote Desktop

Please enable "Remote Desktop" service on PCB.

1) Right-click "My Computer", then click "Properties" (Figure 1-1).
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Open
Explore
Search. .,
Manage

Map Metwork Drive. .,

Disconnect Metwork Drive, .,

Create Shorkouk
Delete
Renames

Figure 1-1

2) In the pop up "System Properties" dialogue box, click the "Remote" tab (Figure 1-2).

System Properties , d

aeneral I Compriter MName I H ardware |
Advanced I Automatic Updates | Hemote "

/& == Select the ways that thiz computer can be uzed fram anather
lazation,

~ Remaote Aszistance

Turn o Bemate Aszistance and allow invitations to be zent fram thiz
computer

Learn mare about Bemate Asziztance.

Advanced).. |

~ Remote Deskiop

I Enable Remate Desktop an this computer

Impartant: Tao allow uzers bo connect remaotely to thiz computer, chick
Select Bemate Uzers.

Full computer name:
Win2003-Ent-F2-64

Learn more about Bemote Dezktop.

Select Remaote Lzers.. |

k. I Cancel | Apply |

Figure 1-2

3) Select "Turn on Remote Assistance and allow invitations to be sent from this
computer" and "Enable Remote Desktop on this computer" check boxes, then click

386



CCProxy www.youngzsoft.net/ccproxy/

the "OK" button (Figure 1-3).

System Properties B ilﬁl

aeneral I Compriter MName I Hardware |
Advanced I Automatic Updates Remote

’{E Select the ways that this computer can be used from another
location.

~ Remote Aszistance

Turn o Bemate Aszistance and allow invitations to be zent fram thiz
computer

Learn maore about Bemaote Asziztance.

Advanced... |

— Remote Degkiop

¥ Enable Remate Desktap an this computer

Impartant: Tao allow uzers bo connect remotely ta thiz computer, chick
Select Bemate Uzers.

Full computer name:
Win2003-Ent-F2-64

Learn more about Bemote Dezktop.

Select Remaote Lzers.. |

k. I Cancel | Apply |

Figure 1-3

2. Set up Administrator Password for PCB

In order to be secure, PCB has to be configured a password. Only those people who
know this password can remotely control PCB (If you have configured a password
already, please skip this chapter).

1) Right-click "My Computer", then click "Manage" (Figure 1-4).
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Open
Explore
Search...

| Manage |

Map Metwork Drive. .,

Disconnect Metwork Drive, .,

Create Shorkouk
Delete
Renames

Propetties

Figure 1-4

2) The "Computer Management" dialogue box will pop up, on the directory tree on the
left side of the form, click the "Local Users and Groups" to expand the directory tree,
then double-click "Users" (Figure 1-5).

LI Computer Management | =10] x|

[1-§ ] Shared Folders
EI Local Users and Groups

=8 @ Stnrage

-2 Removable Storage
L[4 Disk Defragmenter

: " Disk Management
Eﬂ--@ Services and Applications

=] Fle Action  Wiew Window  Help —|=] x|
& = | BR 2
Q Computer Management: {Local) Marne | Full Marne | Description
= ﬁg System Taols Adminiskrator Builk-in account For administering t-
B @ Ewent. Yiewer gGuest Built-in account for guest access to

%SUPPORT_SE. o CM=Microsoft Corporation...  This is 2 vendor's account for the F

Figure 1-5

3) Right-click "Administrator", then click "Set Password" (Figure 1-6).
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E‘ Computer Management !

=] File At

=10 |

on Miew  Window  Help

=181 =

& = |6

m X R 2 E

Q Camputer
@ E"-"

Elﬁ& Sysktem Tools

Performance Logs and Alert _
: Properties
vice Manager
B Help

Disk Defragmenter
~fgd Disk Managernent
Eﬂ--gﬁ Services and Applications

Management (Local)

ent Viewer Guest —— | Set Password. .., |

Built-in account For guest access ko

Shared Folders #B=UPPORT 38... o All Tasks b |.. Thisis a vendor's account For the -
[=-#87 Local Users and Groups

A5 Users Delete

L[27] Groups Rename

4) In the pop up "Set Password for Administrator" dialogue box, click the "Proceed"

Figure 1-6

button (Figure 1-7).

Set Password For Administrator

4

Y'ou are logged in az “Adminiztrator. Y'ou have chosen to reset the pazsword for your
local uzer account,

Rezetting this password might cause ireverzible lozs of infarmation. Far security reazons,
Windows protectz certain information by making it impozsible to access if the pazsword iz
rezet.

Thiz data lozs will ooour the nest tirme vou log off.

'ou should wze thiz command only if you've forgotten the password and do not have a
pazzword reset dizk. If vau khaw the current pazsword and want ta change it, press
CTRL+ALT+DELETE and click Change Pazsword.

For additional information, chick Help.

Cancel Help

x|

5) In "New password" and "Confirm password" edit boxes, input the password (Please

Figure 1-7

remember it), and then click the "OK" button (Figure 1-8).
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Set Password for Administrator i el

Mew passwaord: I--u-".

Confirm pasgwaord: (L1111

‘@ If wous click OF., the fallowing will occur;
Your local user account will immediately lose access to all of itz
enciypted fles, stored passwords, and personal secunty certificates.

[fwou click Cancel, the pazsward will not be changed and no data loss will

ACCLI.
Canicel |

Figure 1-8

3. Start "Remote Desktop"
Assume the IP address of PCB is 192.168.1.112 (if the machine needs to be controlled is
on the external network, please input public IP here).

1) Click the "Start" button on PCA, in "Run" edit box, input "mstsc", then press the
"Enter" key (Figure 1-9).
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2)

3)

Programs (1)

ﬁ. mstsc.exe

- See more results

BEE «| | Shutdown | » |

Figure 1-9

The "Remote Desktop Connection" dialogue box will pop up, in the "Computer"
dialogue box, input the IP address of PCB (such as 192.168.1.112), then click the
"Connect" button (Figure 1-10).

r*a Remote Desktop Connection [ = | = I EEJ‘

| Remote Desktop
»¢ Connection

Computer: 1521681112 -

IUsername: Mone specified

You will be asked for credentials when you connect.

v Show Options Connect | [ Help ]

Figure 1-10

The "Log On to Windows" dialogue box will pop up, in "User name" and "Password"
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edit boxes, type "Administrator" and password, then click the "OK" button (Figure 1-

11).

o

1921681112 - Remote Desktop Connection

Log On to Windows

_ Microsoft

- = Windows Server2003
- ' Enterprise x64 Edition

Caopyright © 1885.2005 Micrasalf Corparation

User name: I Adrninistrtar

Passward: I LILLL L

Zancel Options ==

L

m

Figure 1-11
4) Now the remote desktop could be controlled.

Notes:

The default port of remote desktop is 3389. If it has been changed (such as being
changed to 3388), you need to add ":" and the port after changed (such as 3388) when

inputting the IP address of PCB (Figure 1-12).

(P ——

Remote Desktop
») Connection

Computer: 152.168.1.112:3388 -

Isername: MNone specified

You will be asked for credentials when you connect.

C/ Show Options E Connect ;[ Help

)
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Figure1-12
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13 Purchase and Registration

13.1 Demo Version VS. Registered Version

1. The demo version can support only 3 users at while the registered version has no such

limitation.

2. You can get into a customized interface as bellow to make some useful settings after

purchasing:

Adwanced

E] 1 Sene all streamn data bo Soghlog dat

Cloge CCPowy requires conlim

[ Ausho shukdown Windowes 2

AT addiess el teneoutis] | 200

‘Wwieb authenbcalion lile
| ECPromy Authanzation

Account 2uth faled meszage

<hlraccourt authanzed failed </l
£hi2sIP addiess: XIPE<br:

MAL addiess: SMACK by
| Serear tine: % Times < b

AulhResull: ZAuthResulli b2

[#] Keap HTTF raterer

Wheb zite fiter meszage

<Rl Sike avthorzed faled <A1y
hilzhccaurnt EllserMameiabr:
Sites: EHodNamescbey

Referer: XRaferei<br>

Filler riaene: SFlleitd ame i b
Filtar type: %Permits<be

Filler kem; Eltemi<br:

oy

“Web content fller message

¢hlzContent authooized taled . /13
hZrAcoount: EleerMamredbr
Filler fule EFiNaibamess b

Filber kem: Zltemi<br < hs

Carcel

3. You can get both version upgrade and tech support free for one year. Of course you
can also use CCProxy as long as you wish even if you do not want to purchase an

upgrade after one year.

13.2 Cannot Purchase Online from Our Site

We offer multiple payment types as bellow and PayPal is recommended, it's much more
efficient. If you can not purchase online by PayPal, please try Western Union or wire
transfer. And please feel free to contact us if you have any questions.
® PayPal - If you have got a PayPal account, it's easy for you to purchase from our
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site. And you can also pay us directly to our PayPal account -
support@youngzsoft.net

® Credit Card - PayPal supports credit card so if you have a credit card, you can pay
via PayPal.

® Wire Transfer
Our Bank Infomation -
Account Holder's Name: ZHU YAOKUN
Bank Account No.: 001007455979
Bank ABA / Routing No.: CMBCCNBS
Bank Name: China Merchants Bank, H. O.
Bank Address: Shenzhen
Bank Address 2:
Bank City: Shenzhen
Bank State: Guangdong
Bank Zip Code: 518040
Bank Country: CN
Intermediary Bank ID: CHIPS ABA 0008
Intermediary Bank Name: Citibank N.A. New York
Intermediary Bank Info 1:
Intermediary Bank Info 2:
Additional Instructions: /TELE/pay through CMB Beijing Branch
Payment Currency: USD

® Western Union

You can use Western Union to transfer the payment fee. Please go to
http://www.westernunion.com, select your country and learn how to send money. For
example, http://www.westernunion.com.vn is the Vietham's Western Union homepage.
You can find western union agent in your country on the homepage.

Go to this place and send us money. Our information maybe needed -

1. Payee Name: WENBO LI

2. Address: Shi Jia Guo Ji Building 1620-1621, Fu Rong District, Chang Sha, Hu Nan
Province, China 410001

3. Mobile: +86 18975850011

After you complete the transfer, please send this information to us by email -

1. Your full name - please indicate the given name and last name

2. Address details you written in Western Union bill

3. Payment amount

4. MTCN

Notes: To confirm the above information, you'd better scan the bank receipt and send it
to us so that we can get the money and send the license code to you. If you don't know
how to do this, please contact us.
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13.3 Didn't Received License after Pay

First, please make sure your email address which you left when purchasing works well
for sometimes the license sent to you has been returned. If you are not sure about that,
please use gmail or hotmail.

Second, if you still have not got the license in 24 hours, please contact us and show your
order number so that we can check it out for you, our support email address is:
support@youngzsoft.net.

13.4 Lost Register Information of CCProxy

You can find both your Serial Number and Register Code in this file: CCProxy.ini:
"UserName=": It's your Serial Number.
"RegCode=": It's your register Code.

If you cannot find CCProxy.ini, please contact us and provide your purchase information
such as email address, order number and so on.

13.5 Get Free License with One Year Upgrade

Write a review

® General requirements of the review:

To win your free license you need to post a review of CCProxy on how you use it, what is

good or bad about it. The review must be more than 400 words and written by yourself.

And a link to CCProxy home page should be included. Copy in any form from our site or

other sites is unacceptable.

® For any webmaster, blogger or Internet columnist, please:

1) Write a review of CCProxy on your own website, blog space or column.

2) Put the review on your index page or sub-page.

3) Keep the sub-page link including the review on your index page at least 2 months if
you put the review on a sub-page.

4) Contain a link to CCProxy home page in the review content.

5) Make sure your website/blog can be indexed by Google.

Once you posted the review of CCProxy on your space, please send an email with

subject "Free License" to support@youngzsoft.net including the review URL of your

space. And you'll get the Free License in 2 business days!
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® For people who haven't got a website or blog: Write a review of CCProxy (see
General requirements of the review mentioned above), post it on no less than 10
public forums or communities and send us those links to the review at
support@youngzsoft.net with subject "Free License". We will send you a Free
License within 10 business days after verification.

Please note: We will not grant you a license in case we find your post to be a blatant

forum-spam, or if your blog is just a spam blog or is not active.

Adoptive suggestions

You can send us suggestions of CCProxy or proxy related with subject "Suggestions of
CCProxy" tosupport@youngzsoft.net. If your suggestion has been adopted, we will let
you know and send you the free license in 15 business days.

Translation

In the installation directory of CCProxy such as "C:\CCProxy\Language", you will find
language files. You can create a new translation and send us with subject "Translation of
CCProxy" to support@youngzsoft.net. If it indeed works, we will send you the free
license in 15 business days.

13.6 How to Check Serial Number

1. Check Register Dialogue Box

1) On the main interface of CCProxy, click the "Register" button.

2) The "Registration" dialogue box will pop up, please check your serial number in
"Serial Number" edit box (It is recommended to remember the machine ID in case of
it change.)

P = "

Registration TEX

CCProxy 7.3 Build 2013-12-06 13:15:438
Copyright[C] 2000-2013 Youngzzoft

hittp: /e, poungzzoft. net

Maching 1D Solcasbbdl o2

Serial Murnber |enal:u:4[l[l

Reqgister Code ][1 00 Uzer Licensze]

Reqister | Buy Mow Cloze

Figure 1-1
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2. Check the Configuration Files of CCProxy
In the installation directory of CCProxy, double-click "CCProxy.ini" (Figure 1-2).

1)

2)

= o~
@©v| L.« Local Disk (D:) » ccproxy » - | 5¢| Search ccproxy 2 |
Organize = H Open = Print Mew folder = = [ @
Marme g Date modified Type Size
L dump 2013/5/7 10:06 File folder
.. Language 2013/5/7 10:06 File folder
/| Log 2013/5/13 16:18 File folder
L web 2013/5/7 10:06 File folder
# | AccInfo.ini 2013/5/1617:33 Configuration sett... 1KE
) CCProwy.dll 2013/3/2215:18 Application extens... 483 KB
CCProxy.exe 2013/3/2215:18 Application 872 KB
||.g, CCProxy.ini 2013/5/16 17:33 Configuration sett... 3 KB
| History.bd 2013/3/22 15:20 Text Document 2 KB
g, LeftTime.ini 2013/5/16 17:33 Configuration sett... 1 KB
[ mfc90.dll 2007/11/7 119 Application extens... 1130 KB
|| Microsoft.VC30.CRT.manifest 2013/1/29 5:15 MANIFEST File 2KB
|| Microsoft.VC90.MFC.manifest 2007/11/6 22:51 MANIFEST File 1KB
%] mewep90.dil 2007/11/717:19 Application extens... 556 KB
) msver80.dil 2007/11/717:19 Application extens... 641 KB
|| unins000.dat 2013/5/7 10:06 AT File 3KB
ﬁ! uninsD00.exe 2013/5/7 10:06 Application 699 KB
& Update.exe 2008/9/2012:13 Application 232 KB

In the pop up "CCProxy.ini"
enabc400000) (Figure 1-3).

Figure 1-2

notepad, check the serial
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| CCProxy.ini - Notepad = || 2 |3
File Edit Format VYiew Help

[System] n
Ver=7.3 [=

Language=Fnzlish
EesCnde=fathieayfTEhre35hPheag
UzerName=enabcd 00
PiAbNu]l)sTo bR ==n]
futoletect=0
SutoHide=0

Dial=0

StartDN5=1
StartFTP=1
StartFTPNeb=1
StartGopher=1
StartHITF=1
otartMail=1
StartNews=1 -

Figure 1-3

3. Consult Youngzsoft

1) Offer your register information to Youngzsoft, the required information including:
® Company Name

® Contact Name

® E-mail Address

® Telephone Number

® Company Address

2) We will activate your serial number with guidance of the information you offered.

13.7 CCProxy License and Concurrent Connections

CCProxy trial version can only support 3 users. For the registered version, it depends on
how many users in your license. Normally, it could be 10, 20, 50, 100 and even more
users etc. One license can be only used on one server, and one user corresponds to one
client PC. If it is 10 users license, then it supports at most 10 clients. CCProxy supports
1500 concurrent connections at most and only one line at this moment. And load balance
is not supported on CCProxy.
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